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Introduction 1

The ICON/UXV-NET product enables your ICON system running ICON/UXYV to use a subset
of the networking utilities originally developed for use at the Advance Research Projects
Agency (ARPA) and the University of California at Berkeley (UCB). The utilities that
originate from UCB are based on Berkeley's Software Distribution of UNIX®, version 4.3
(4.3BSD).

These networking utilities enable you to transfer files, log into remote hosts, execute
commands remotely, and send mail to and receive mail from remote hosts on the network.

The ICON/UXV-NET Administrator’s Guide provides specific information about the operation
and maintenance of the ICON/UXV-NET networking utilities for the ICON 2000, 3000, 4000,
and 5000 systems. This manual also provides detailed information about the internetwork mail
routing facility provided with this product, as well as supplementary documents and “manual
pages” that will prove useful to the network administrator.

Manual Overview

Who Should Read This Manual

This manual is intended to cover all aspects of the ICON/UXV-NET Networking Tools. The
following areas of interest are covered:

. network software installation and configuration
. routine network administration

. operation of network commands

. use of the networking software development library

A working knowledge of ICON/UXYV commands and directory structures as well as the ability
to become a super-user and manipulate files with an editor, such as vi, is required. You should
have access to the ICON/UXYV Reference Manuals and Guides and be comfortable in your
knowledge of the ICON/UXYV operating system. You should also be familiar with the
Operator’s Manual for your ICON computer system.

In the case of Ethernet® networking, familiarity with board installation and removal procedures
is necessary. This manual assumes that ICON/UXYV, version 3.30 or later, has been installed
on the ICON systems which are networked.

What Is In This Manual

The list that follows briefly describes the contents of each section and appendix in this manual.
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Section 1: Introduction

The remaining part of this section provides a list of reference manuals that you may need and a 7N
quick-reference list of the daemons, libraries, security and configuration files that will help you N
manage the ICON/UXV-NET utilities and services. Obtaining an Internet domain name and

obtaining information about Request for Comment documents (RFC) and Military Standards

(MIL-STD) is also explained.

Section 2: Installation

This section describes the installation of the ICON/UXV-NET utilities on an ICON system.
Information is also presented about maintaining a system networking map and the parts that
make up the Ethernet and Serial-Link network connections.

Section 3: Configuration and Maintenance

This section describes how to configure and maintain the ICON/UXV-NET network. Also
presented is a discussion on the files that must be altered to properly configure your system for
networking.

Section 4: Network Setup
This section provides general information on setting up networks using the ICON/UXV-NET
networking environment and an ICON computer system.

Appendix A - Manual Pages

This appendix provides the documentation for each of the utilities supported in the

ICON/UXV-NET product. These pages are the same as the manual pages that are

electronically on-line in your ICON system. N

Appendix B — SENDMAIL - An Internetwork Mail Router o
This document describes sendmail, the internetwork mail routing facility provided with the

ICON/UXV-NET product. Included are guidelines for deciding whether to install sendmail,

details about sendmail and its configuration file, installation instructions, and guidelines for

modifying the supplied sendmail configuration file.

Appendix C — SENDMAIL Installation and Operating Guide

This document describes how to install and operate a basic version of SENDMAIL, the
Internetwork Mail Routing program. It is a logical extension of the document found in
Appendix B.

Appendix D - Introduction to the Internet Protocols

This document provides an introduction to the facilities and capabilities of the Internet
Protocols. Information is provided that describes other documents, referred to as “RFC” and
“IEN” documents, and how to obtain a copy of those documents.

Appendix E — Networking Implementation Notes
This document describes the internal structure of the networking facilities.

Appendix F - An Introductory 4.3BSD Interprocess Communication

Tutorial. This document describes the use of pipes, socketpairs, sockets, and the use of

datagram and stream communication. The intent is to present a few simple example programs,

not to describe the networking system in full. AN
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Appendix G — An Advanced 4.3BSD Interprocess Communication
Tutorial. This document provides an introduction to the interprocess communication
facilities included in the ICON/UXYV operating system, discusses the overall model for
interprocess communication, and introduces the interprocess communication primitives which
have been added to the system. A working knowledge of the C programming language is
expected as all examples are written in C.

Managing the Network

The daemons (server processes that run continuously, in the the background, to provide
services to users), servers, configuration files, user and administration programs that will help
you manage the ICON/UXV-NET utilities are briefly described in the following quick-
reference list.

Daemons
letclinetd master server process; initiates servers below
letcirouted network route information server
letc/rwhod network user information server

lusr/lib/sendmail mail server, network mail router, local mail delivery

letc/syslogd system error log facility

Servers
letc/ftpd File Transfer Protocol (ftp) server
letclremshd remote shell server
letc/rexecd remote program execution server
letcirlogind remote login server
letcltelnetd DARPA Telnet Protocol server
letc/ntalkd new talk protocol server
letc/talkd old talk protocol server
letcltfipd Trivial File Transfer Protocol (tftp) server

Configuration Files
lusr/liblaliases mail alias data base

letclftpusers if present, contains list of users allowed to use fip
letc/gateways routing information to gateway hosts
letcl/hosts internet host address table (remote hosts)
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Configuration Files (Continued)

letc/hosts.equiv
letclinetd.conf
letc/networks
letclprotocols
letc/services
letc/syslog.conf

User Programs

fip
mail
rcp
rdist
remsh
rlogin
ruptime

rwho
talk
telnet

tfip

list of “trusted” hosts

inetd configuration file
networks known to this host
protocols known to this host
services available through inetd
syslogd configuration file

File Transfer Protocol program
network mail program

network copy program

remote file distribution program
run a command on a remote host
login to a remote host

provides information on length of time remote hosts have
been up, how many users, and host load average

who is logged in on remote hosts
converse with a local or remote user
user interface to the TELNET protocol
Trivial File Transfer Protocol program

Administration Programs

gettable
htable
ifconfig
netstat
newaliases
ping

route
slattach

pt

get NIC format host tables from a host
conver NIC standard format host tables
configure network interface parameters
show network status

rebuild the data base for the mail aliases file
test availability of other network hosts
manually manipulate the routing tables
attach serial lines as network interfaces
transliterate protocol trace
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Reference Manual Guide

For more information on the following subjects, refer to the publications listed in the right

column.

For Information On:
ICON/UXYV Administration

Installing Ethernet hardware
on ICON systems
C Programming Language

ICON/UXY operating system

Read:

ICONIUXV Administrator Guide
ICON/IUXV Release Documentation Package

ENET Controller Board in the ICON System
Reference Manual

The C Programming Language, Brian W.

Kernighan, Dennis M. Ritchie; Prentice-Hall, Inc.

C Programming Guide, Jack Purdum,
Que Corporation, Indianapolis, Indiana

ICON/UXYV User Guide

ICON/UXV User Reference Manual
ICON/UXV Editing Guide

ICONIUXV Administrator Guide

ICONIUXV Administrator Reference Manual
ICONIUXV Programmer Guide

ICON/UXV Programmer Reference Manual
Exploring the UNIX System, Kochan & Wood,
Hayden Book Company

Details on the various protocols used in ICON/UXV-NET are discussed in technical
publications know as “Request For Comments”. The following is a partial list of those

publications.

For Information On:
Address Resolution Protocol

Domain Requirements

File Transfer Protocol

Internet Control Message Protocol

Internet Protocol

Simple Mail Transfer Protocol

Introduction

Read:
RFC 826

RFC 920

MIL-STD 1780
RFC 959

RFC 792

MIL-STD 1777
RFC 791

MIL-STD 1781
RFC 821



Standard for the Format of RFC 822
ARPA Internet Text Messages

Telnet MIL-STD 1782

To obtain information about available RFCs, contact:

Network Information Center (NIC)
SRI International

333 Ravenswood Avenue

Menlo Park, CA 94025
1-800-235-3155

To obtain information about available MIL-STD specifications, contact:
Department of the Navy
Naval Publications and Forms Center

5801 Tabor Avenue
Philadelphia, PA 19120-5099
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Installation 2

Introduction

Networking in ICON computer systems is implemented with standard hardware and software
configurations for maximum compatibility in a multi-vendor environment. Two interfaces are
currently supported: Ethernet and Serial-Link. ICON machines can support both interfaces

simultaneously if desired. The TCP/IP protocol standard is used on both Ethernet and
Serial-Link connections. '

This section includes information on how to:
* set up and maintain a network map;
» make sure the proper hardware is installed on your computer system;
« install the ICON/UXV-NET software; and

+» add your computer system to the network.

Overview of Installation

The list below is an overview of the installation procedure described in this section. To install
and power up the ICON/UXYV network on your ICON computer system:

* set up a network map;

» make sure the network hardware is properly installed;
« install the ICON/UXYV network software;

* choose an internet address and host name;

* assign host names and internet addresses.

System Preparation

* Preparing your ICON system for networking requires setting up and maintaining a network

map and installing the necessary networking hardware within your system's configuration.
The rest of this section describes what you must do to set up your ICON computer system to

operate on the network.
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Maintaining a Network Map

As you install a new computer node on your network, it is important to take the time to update
your network map. If you have not previously created a map, it is strongly recommended that
you create one now. A network map provides you with information about the location and

configuration of the computers on the network. As network administrator, it is your
responsibility to keep the network map up-to-date when you add or delete computers or make

cable changes. -
Your network map should contain the location of:
« the coaxial cable, including terminators and repeaters;
« the network Transceiver or Fan-out Unit and Controller cables;
« the taps into the coaxial cable;
» the networking equipment; and
« each node on the network, including the:
* complete node (host) name;
« internet address;

The example shown on the next page is a sample network map using both Ethernet and Serial-
Link hookups.
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Figure 1. Sample Network Map

Preparing Your ICON System for Networking

Several components are required to prepare your ICON computer system for operation on the
network. Those components include hardware for Ethernet and Serial-Link connections and
networking software.

Setting up hardware for networking consists of configuring jumpers on boards and installing
boards and cables in the proper locations within the computer system configuration.

Ethernet Connections

The Ethernet connection for networking is made by installing the ICON ENET option (PN
§40-026-001), which includes:

* MBA1 (Multibus Adapter) Board

* ENET Controller Board

* ENET Controller Cable

» ENET Transceiver Cable - 33 feet long

* ENET Transceiver (for connecting to N-type coaxial cables), or

« ENET Transceiver Fan Out Unit (for connecting up to 8 hosts on a single hub)
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For directions on how to install the MBA1 and ENET Controller boards in your ICON system
and how to correctly configure the necessary jumper settings, refer to the following manuals:

* Multibus Adapter Board MBAI PN 170-022-001
e ENET Controller Board PN 170-024-001

Serial-Link Connections

Serial-Link connections for networking use conventional RS-232C cables between serial ports
on the Peripheral Communications Processor (PCP16) board in an ICON system. Serial-Link
networks can be configured in various topologies such as stars or rings, with the understand-
ing that each physical link between two machines is considered a separate network and that a
maximum of five Serial-Links can be connected to any one machine. Computer systems that
are not directly connected may still communicate through any number of gateway machines.
To avoid line-ringing problems, it is recommended that inter-machine serial connections not be
made until the ports that are to be connected are made non-login ports by changing the entries
for those ports in the /etc/inittab file. Systems with PCP16 boards installed should use the
PCP serial ports rather than any port on the CPU board to obtain the highest possible
performance.

Serial-Link components include:

* PCP16 Processor Board
* RS-232C Software Handshake Cable

NOTE: Although the DCS (Distributive Communication System) option provides
additional serial and parallel communication ports in an ICON computer system,
it is not recommended to be used for Serial-Link connections because of a
noticeable degradation of communication performance.
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Software Installation Information

Your ICON system must have version 3.30 of the ICON/UXYV operating system (or later)
installed and running before the ICON/UXV-NET software can properly be installed.
ICON/UXV-NET networking software, version 3.30 or greater, provides all of the necessary
utilities to implement networking under the ICON/UXY operating system on your ICON
computer system.

You will need an internet address number for each host on your network to properly configure
your network. Unregistered, but reserved Class C internet address are available from:

Icon Customer Service

Internet Network Address Coordinator
764 East Timpanogos Parkway
Orem, UT 84057

Registered internet addresses are available from:

Network Information Center
SRI International

333 Ravenswood Avenue
Menlo Park, CA 94025

Unless you plan on connecting your netwrok directly to other TCP/IP networks, the default
internet addressess supplied with ICON/UXV-NET are adequate.

Installing ICON/UXV-NET Software

The software for ICON/UXV-NET is in zar format. Once the release media is loaded into the
appropriate drive mechanism, log in to the operating system root account (in response to the
“login” prompt), by entering:

login: «root
The login program will prompt you to enter the password to the root account. After entering
the password and receiving the login information, extract the ICON/UXV-NET software from

the release media into the root account by entering:

cd / (positioned in root account)
tar xvp (extract software files from tape)

The contents of the release media will be extracted into the root account and all appropriate

permissions will be assigned. When the extraction, installation, and configuration process is
complete, you may log out of the root account and log back into your user account.
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Configuring the System for Networking
Once the ICON/UXV-NET software is on your system, it is necessary to configure your

system for networking. Chapter 3, Configuration and Maintenance, explains in detail the
necessary steps to take so that networking will function properly on your ICON system.
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Configuration and Maintenance 3

Introduction
This section describes how to configure and maintain your ICON/UXYV network, including:
« how to set up the configuration files;
+ a description of network daemons and servers;
* how the security algorithms work for each network service;
« guidelines on network connections; and

* how to perform maintenance tasks.

Software Configuration

The discussion that follows describes the steps necessary to configure the ICON/UXV-NET
software on an ICON computer system for networking. The Ethernet and Serial-Link
interfaces are discussed together because much of the software configuration applies to both
and in many instances both will be present on the same machine. The files discussed below
should be altered only by a system administrator with super-user privileges on each of the
machines to be connected. Files can be changed while others are using the machines. But
ultimately, shutdown and reboot of each machine in the network configuration will be
necessary as a final step to bring up the networks.

Topology

The figure below shows a sample topology of a network configuration for the purposes of this
discussion. Three systems, with hostnames doc, sleepy, and dopey, have connections to an
Ethernet network. In addition, doc has Serial-Link connections to grumpy and sneezy.
Sneezy has, in turn, a Serial-Link to happy.
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dopey .

sleepy

doc sheezy happy

grumpy

Figure 2. Sample Topology

The /etc/hosts File

Each of the six hosts in our sample topology has an /etc/hosts file which specifies the internet
address chosen for each host, its name, and an indication of which system is the loghost
(which is simply the name of the host on which the file resides). Each of the six hosts should
have identical information in the /etc/hosts file except for the specification of the loghost. The
following is an example /etc/hosts file for doc :

#

# Example hosts file

#

192.41.100.1 dopey
192.41.100.2 sleepy
192.41.100.3 doc loghost

192.41.99.1 grumpy
192.41.98.1 sneezy
192.41.97.1 happy
127.1 localhost
#

Except for the 1ocalhost entry, each host has a Class C internet address composed of four
numeric values separated by periods. The leftmost three values together (e.g., 192.41.100)
comprise the network number and the rightmost value is the host number.

In the Class C internet address schema, the network number may range from 192.1.1 to
223.254.254 and the host number may range from 1 to 254. If more than 254 hosts are
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required on a given network, class B internet addresses may be used. In this case, the leftmost
two values are the network number and range from 128.1 through 191.254, while host
numbers range from 1.1 to 254.254.

The network portion of an internet address corresponds to the network to which that host

is primarily connected. Each host has only one internet address, even if it has connections to
several other networks. In our sample case, network number 192.9.200 is the Ethernet
connection between doc, sleepy, and dopey. Each of the systems has the same network
number (192.41.100) but different host numbers, dopey being “1”, sleepy being “2”,
and doc being “3”.

Each Serial-Link connection constitutes a separate network and therefore must have a separate
network number. Network number 192.41. 99 is assigned to the connection between
grumpy and doc. It has been chosen as grumpy 's primary connection, so the internet
address for grumpy is “192.41.99.1”. Network number 192.41.98.1 is assigned to
the connection between sneezy and doc, and appears in sneezy 's address. Network
number 192.41.97.1 is assigned to the connection between happy and sneezy and
appears in the address for happy.

The network number also appears in the /etc/networks file. Each hostname should appear only
once in the /etc/hosts file. Keep in mind that internet addresses assigned can be arbitrary within
the above constraints unless the host is attached to the “official” internet. In that case, addresses
must be obtained from the controlling authority. The entry for “127.1 localhost”is
always present in the /etc/hosts file.

The /etc/networks File

Each host must have an /etc/networks file which specifies the network names, the internet
addresses, and the networks that are directly accessible to that host. Each host system
letcinetworks file should have identical information except for the indications of directly
accessible networks via the localnet specifier. A sample /etc/networks file for sneezy would
be as follows:

#

# Example networks file
#

loopback 127

doc-ether 192.41.100
sl-grumpy 192.41.99

sl-sneezy 192.41.98 localnet
sl-happy 192.41.97
#
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Note that the internet address for each network corresponds to the values in the /etc/hosts file.

In this case, there are two localnet specifiers because sneezy can directly access two of the
Serial-Link networks, one to happy and one to doc. Similarly, the /etc/networks file on doc a
will have three localnet entries and dopey will have only one. The network names are s
arbitrarily chosen strings without embedded spaces. The “loopback 127" entry is always

present in the /etc/networks file.

The /etc/gateways File

The /etc/gateways file is only necessary for systems having Serial-Link connections; Ethernet
connections do not require this file. It is required for Serial-Links because currently it is not
possible to share routing information across Serial-Link interfaces as it is with Ethernet. Thus,
your ICON system has no way of determining which Serial-Link interface to use to get to
another host. The routes are established when the system boots and the routed daemon begins
execution. The /etc/gateways file is read by routed to build routing table entries for Serial-Link
connections.

There are two kinds of entries in the /etc/gateways file, those for hosts and those for networks.
They are distinguished by the first word in the entry, either “host” or “net”. Host entries are
used to establish a route to a particular host and net entries establish routes to networks. A host
entry is of the form:

host hostname gateway gatename metric hopcount passii:e

“Hostname” is the name of the destination host, “gatename” is the name of the host Y
gateway, and “hopcount” is a value (0,1,2...) which indicates how many “hops” to the \_J
destination host. This number does not need to be accurate, as it is only used for routing path

decisions in the case of multiple available paths to a destination. If the hopcount total exceeds

16, however, the destination will be considered “too far”” and connection attempts will be

abandoned.

Systems with Serial-Link connections must have a host entry in their /etc/gateways file for each
non-primary Serial-Link connection. A non-primary connection is defined as any Serial-Link
connection to that host which has a network number in the /etc/networks file which is different
than the network number portion of the host's internet address as found in the /etc/hosts file.
Thus, a system with only one Serial-Link connection does not require a host entry in this file
because the only connection it will have will be a primary connection. An example of this in
our sample topology is the connection to happy (see Figure 2). The primary connection for
sneezy is the link to doc, so the /etc/gateways file on sneezy must have a host entry only for
happy. Routing information for a primary connection is established with the ifconfig
command in the /etc/rc.local file discussed later.

The “gatename” is the name of the directly connected host which will act as a gateway to get
to the destination. If the destination is a directly connected host, as is most common, the
“gatename” is the name of the host on which the /etc/gateways file resides. In other words,
you must “gateway”’ through “yourself” to get to an adjacent host on a non-primary network.
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Net entries are of the form:
net netname gateway gatename metric hopcount passive

“Netname” is the name of the destination network as defined in the /etc/networks file and
“gatename” and “hopcount” are as defined above. Net entries inthe /etc/gateways file are
typically only used to establish a default routing path. This can reduce the amount of
information that must be expressed in /etc/gateways. The default routing path will be used for
any destination hosts or networks not explicitly defined in /etc/gateways. A default path is
established with a net entry using the value O for “net name” and an accessible host to use as
the gateway in “gatename”. Systems with only a single Serial-Link will usually have a single
net entry of this form in their /etc/gateways file. An example of this is grumpy. The
following is a sample /etc/gateways file for grumpy :

net 0 gateway doc metric 1 passive
A more complicated set of entries is required for doc , as shown below:

host grumpy gateway doc metric 0 passive
host sneezy gateway doc metric 0 passive
host happy gateway sneezy metric 1 passive

One more example is shown from sneezy :

host happy gateway sneezy metric 0 passive
net 0 gateway doc metric 1 passive

The /etc/hosts.equiv File

The /etc/hosts.equiv file is simply a list of known and recognized hosts. These hosts will be
allowed to rlogin and exchange other services, such as rcp, without password checking if an
equivalent username is found on the local host. In our example network, all systems are
allowed these privileges, so the /etc/hosts.equiv files on all six machines are the same:

doc
sleepy
dopey
grumpy
sneezy

happy

If allowing equivalent usernames free access between machines is not acceptable, password
checking for rlogin may be invoked by leaving the source hostname out of the destination's
letc/hosts.equiv file. The root user is always restricted from performing rcp commands and is
password checked with rlogin in every case.

After the /etc/hosts.equiv file is in place, running the MAKEHOSTS script in /usr/hosts will
create a set of symbolic links to remsh for each host. By placing the file /usr/hosts in your
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search path, remote execution can be invoked by simply typing the hostname on the command

line, as in:

doc troff -ms < myfile.ms

This command invokes a “troff” on doc using “ms” macros with input from myfile.ms on the

local host. An rlogin can be invoked with just the hostname, as in:

doc
The /etc/inittab File

The /etclinittab file must be configured so that all ports connected to Serial-Link networks are
non-login ports. This is done by changing the third field (fields are separated by *“:” (colon)

characters) in the entry for the port to “off”, as in:

14:2:0ff:/etc/getty ttyaa 9600 dt1200 # PCP O line 10

which prevents a login from being allowed on port ttyaa.

The /etc/rc.local File (For ICON/UXV Software Release 3.3X Only)

The /etc/rc.local file must contain commands which initialize network interfaces when the
system boots. Serial-Link interfaces each require two lines in this file and Ethernet interfaces

require one. The following is a sample /etc/rc.local file entry for doc :

# example /etc/rc.local for doc

# Don't forget to change “/etc/hosts” if you change your hostname!

hostname doc

/etc/ifconfig 1o0 localhost
/etc/route add “hostname' localhost 0
# Initialize the network hardware

/etc/ifconfig ex0 ‘“hostname' ~-trailers up # for Ethernet
/etc/slattach /dev/ttyaf 19200 # Serial-Link to grumpy

/etc/ifconfig sl0 doc grumpy -trailers up
/etc/slattach /dev/ttyae 19200 # Serial-Link to sneezy
/etc/ifconfig sll doc sneezy -trailers up
# other stuff for initializing the system follows...

The loopback interface is initialized first and then the Ethernet interface for doc is initialized,
the name of the Ethernet interface being “ex0”. The Serial-Link to grumpy is then allocated
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by the /etc/slattach command. The port to be used is /dev/ttyaf and the baud rate is set
to 19200, the maximum baud rate available. The interface just allocated is then configured by
the /etc/ifconfig command. The interface name is “s10,” the connection is from doc to
grumpy, no “trailer” link-level encapsulation is supported, and the interface is marked as
“up”. The first /etc/slattach command sets up interface “s10,” the second, “s11,” and so
on. The subsequent /etc/ifconfig command must use the interface name for that Serial-Link.

The /etc/uxrc File

The /etc/uxrc file is used at system boot time to determine the modem control and hardware
handshaking configurations of each port on the PCP16 board. Normally, ports used for
Serial-Link connections are not set for modem control nor hardware handshaking. This is the
default setting for all ports in the ICON/UXY release. If the /etc/uxrc file has been changed
from the default, use the ICON/UXY operating system reference manuals to learn how to
adjust the file for your environment.

The /usr/lib/sendmail.cf File

The /usr/lib/sendmail.cf file is used to determine how to send mail among hosts. It is
somewhat cryptic and can be configured in different ways. The /usr/lib/sendmail.cf file
provided with ICON/UXV-NET software is usually sufficient. Further information can be
obtained by referring to the appendices.

Reboot and Test

After modifying the files described above, the following steps must be taken:

o perform a system shutdown
* connect any yet unconnected cables
« reboot the system

The network can then be tested by attempting rlogin, remsh, netstat, and other network
commands. The ping command is also useful for testing network configurations. If any
problems are found after the above files have been configured, review the installation
procedures outlined above and make sure the entries to each file are correct. If problems still
persist, or you have questions concerning the configuration procedure, contact ICON
Customer Service on the toll-free hot-line number: 1-800-444-ICON.
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Network Setup 4

ICON/UXYV provides support for the DARPA standard Internet protocols IP, ICMP, TCP, and
UDP. These protocols may be used on top of a variety of hardware devices. Network
services are split between the kernel (communication protocols) and user programs (user
services such as TELNET and FTP). This section describes how to configure your system to
use the Internet networking support.

All network interface drivers including the loopback interface, require that their host
address(es) be defined at boot time. This is done with ifconfig(8C) commands included in the
letc/rc.local file. Interfaces that are able to dynamically deduce the host part of an address may
check that the host part of the address is correct. The manual page for each network interface
describes the method used to establish a host’s address. Ifconfig(8) can also be used to set
options for the interface at boot time. Options are set independently for each interface, and
apply to all packets sent using that interface. These options include disabling the use of the
Address Resolution Protocol; this may be useful if a network is shared with hosts running
software that does not yet provide this function. Alternatively, translations for such hosts may
be set in advance or “published” by a ICON/UXYV host by use of the arp(8C) command. Note
that the use of trailer link-level is now negotiated between ICON/UXYV hosts using ARP.

To use the pseudo terminals just configured, device entries must be created in the /dev
directory. (These entries may already have been created on your system.) To create 32 pseudo
terminals (plenty, unless you have a heavy network load) execute the following commands.

# cd /dev
# MAKEDEV pty0 ptyl

More pseudo terminals may be made by specifying pty2, pty3, etc. The kernel normally
includes support for 32 pseudo terminals unless the configuration file specifies a different
number. Each pseudo terminal really consists of two files in /dev: a master and a slave. The
master pseudo terminal file is named /dev/ptyp?, while the slave side is /dev/ttyp?. Pseudo
terminals are also used by several programs not related to the network. In addition to creating
the pseudo terminals, be sure to install them in the /etc/inittab file (with an ‘off’ in the third field
SO no getty is started).

Local Subnetworks

| NOTE: This section may be skipped on most systems. |

In ICON/UXYV the DARPA Internet support includes the notion of “subnetworks”. This is a
mechanism by which multiple local networks may appears as a single Internet network to off-
site hosts. Subnetworks are useful because they allow a site to hide their local topology,
requiring only a single route in external gateways; it also means that local network numbers
may be locally administered. The standard describing this change in Internet addressing is
RFC-950.

Network Setup 4-1



To set up local subnetworks one must first decide how the available address space (the Internet
“host part” of the 32-bit address) is to be partitioned. Sites with a class A network number .
have a 24-bit address space with which to work, sites with a class B network number have a (
16-bit address space, while sites with a class C network number have an 8-bit address space.
To define local subnets you must steal some bits from the local host address space for use in
‘extending the network portion of the Internet address. This reinterpretation of Internet
addresses is done only for local networks; i.e. it is not visible to hosts off-site. For example,
if your site has a class B network number, hosts on this network have an Internet address that
contains the network number, 16 bits, and the host number, another 16 bits. To define 254
local subnets, each possessing at most 255 hosts, 8 bits may be taken from the local part. (The
use of subnets 0 and all-1’s, 255 in this example, is discouraged to avoid confusion about
broadcast addresses.) These new network numbers are then constructed by concatenating the
original 16-bit network number with the extra 8 bits containing the local subnetwork number.

The existence of local subnetworks is communicated to the system at the time a network
interface is configured with the netmask option to the ifconfig program. A “network mask” is
specified to define the portion of the Internet address that is to be considered the network part
for that network. This mask normally contains the bits corresponding to the standard network
part as well as the portion of the local part that has been assigned to subnets. If no mask is
specified when the address is set, it will be set according to the class of the network. For
example, at Berkeley (class B network 128.32) 8 bits of the local part have been reserved for
defining subnetworks; consequently the /etc/rc.local file contains lines of the form

/etc/ifconfig ex0 netmask Oxffffff00 128.32.1.7

This specifies that for interface “ex0”, the upper 24 bits of the Internet address should be used —
in calculating network numbers (netmask Oxffffff00), and the interface’s Internet address is :
“128.32.1.7” (host 7 on network 128.32.1). Hosts m on sub-network » of this network
would then have addresses of the form “128.32.n.m”; for example, host 99 on network 129
would have an address “128.32.129.99”. For hosts with multiple interfaces, the network
mask should be set for each interface, although in practice only the mask of the first interface
on each network is actually used.

Internet Broadcast Addresses

The address defined as the broadcast address for Internet networks according to RFC-919 is
the address with a host part of all 1’s. The address used by 4.2BSD was the address with a
host part of 0. ICON/UXY uses the standard broadcast address (all 1’s) by default, but
allows the broadcast address to be set (with ifconfig) for each interface. This allows networks
consisting of both 4.2BSD and ICON/UXYV hosts to coexist. In the presence of subnets, the
broadcast address uses the subnet field as for normal host addresses, with the remaining host
part set to 1’s (or O’s, on a network that has not yet been converted). ICON/UXYV hosts
recognize and accept packets sent to the logical-network broadcast address as well as those sent
to the subnet broadcast address, and when using an all-1’s broadcast, also recognize and
receive packets sent to host 0 as a broadcast.
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Routing

If your environment allows access to networks not directly attached to your host you will need
to set up routing information to allow packets to be properly routed. Two schemes are
supported by the system. The first scheme employs the routing table management daemon
letc/routed to maintain the system routing tables. The routing daemon uses a variant of the
Xerox Routing Information Protocol to maintain up to date routing tables in a cluster of local
area networks. By using the /etc/gateways file, the routing daemon can also be used to
initialize static routes to distant networks (see the next section for further discussion). When
the routing daemon is started up (usually from /etc/rc) it reads /etc/gateways if it exists and
installs those routes defined there, then broadcasts on each local network to which the host is
attached to find other instances of the routing daemon. If any responses are received, the
routing daemons cooperate in maintaining a globally consistent view of routing in the local
environment. This view can be extended to include remote sites also running the routing
daemon by setting up suitable entries in /etc/gateways; consult the routed manual page for a
more thorough discussion.

The second approach is to define a default or wildcard route to a smart gateway and depend on
the gateway to provide ICMP routing redirect information to dynamically create a routing data
base. This is done by adding an entry of the form

/etc/route add default smart-gateway 1

to /etc/rc; see routed(8C) for more information. The default route will be used by the system
as a “last resort” in routing packets to their destination. Assuming the gateway to which
packets are directed is able to generate the proper routing redirect messages, the system will
then add routing table entries based on the information supplied. This approach has certain
advantages over the routing daemon, but is unsuitable in an environment where there are only
bridges (i.e. pseudo gateways that, for instance, do not generate routing redirect messages).
Further, if the smart gateway goes down there is no alternative, save manual alteration of the
routing table entry, to maintaining service.

The system always listens, and processes, routing redirect information, so it is possible to

combine both of the above facilities. For example, the routing table management process might
be used to maintain up to date information about routes to geographically local networks, while
employing the wildcard routing techniques for “distant” networks. The netstat(1) program may

be used to display routing table contents as well as various routing oriented statistics. For
example,

# netstat -r
will display the contents of the routing tables, while
# netstat -r -s

will show the number of routing table entries dynamically created as a result of routing redirect
messages, etc.
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Network Servers

In ICON/UXYV most of the server programs are started up by a “super server”, the Internet
daemon. The Internet daemon, /etc/inetd, acts as a master server for programs specified in its
configuration file, /etc/inetd.conf, listening for service requests for these servers, and starting
up the appropriate program whenever a request is received. The configuration file contains
lines containing a service name (as found in /etc/services), the type of socket the server expects
(e.g. stream or dgram), the protocol to be used with the socket (as found in /etc/protocols),
whether to wait for each server to complete before starting up another, the user name as which
the server should run, the server program’s name, and at most five arguments to pass to the
server program. Some trivial services are implemented internally in inetd, and their servers are
listed as “internal.” For example, an entry for the file transfer protocol server would appear as

ftp stream tcp nowait root /etc/ftpd ftpd

Consult the inetd manual page for more detail on the format of the configuration file and the
operation of the Internet daemon.

Network Data Bases

Several data files are used by the network library routines and server programs. Most of these
files are host independent and updated only rarely.

File Manual reference Use

Jetc/hosts hosts host names

fetc/networks networks network names

fetc/services services list of known services
fetc/protocols protocols protocol names

fetc/hosts.equiv  remshd list of “trusted” hosts

Jetc/rc.local rc command script for starting servers
[etc/ftpusers fipd list of “unwelcome” ftp users
/etc/hosts.lpd Ipd list of hosts allowed to access printers
fetc/inetd.conf  inetd list of servers started by inetd
fetc/gateways routed default router information

The files distributed are set up for ARPANET or other Internet hosts. Local networks and
hosts should be added to describe the local configuration. Network numbers will have to be
chosen for each Ethernet. For sites not connected to the Internet, these can be chosen more or
less arbitrarily, otherwise the formal channels mentioned in Section 2 should be used for
allocation of network numbers.

4-4 Change 1 — March 1989 ICON/UXV-NET



Regenerating /etc/hosts and /etc/networks

NOTE: The following information applies only to those system directly
connected to the ARPA internet.

When using the host address routines that use the Internet name server, the file /etc/hosts is
only used for setting interface addresses and at other times that the server is not running, and
therefore it need only contain addresses for local hosts. There is no equivalent service for
network names yet. The full host and network name data bases are sometimes derived from a
file retrieved from the Internet Network Information Center at SRI. To do this you should use
the program /etc/gettable to retrieve the NIC host data base, and the program htable(8) to
convert it to the format used by the libraries. You should change to the directory where you
maintain your local additions to the host table and execute the following commands.

# /etc/gettable sri-nic.arpa
Connection to sri-nic.arpa opened.
Host table received.

Connection to sri-nic.arpa closed.
# /etc/htable hosts.txt

Warning, no localgateways file.

#

The htable program generates three files in the local directory: hosts, networks and gateways.
If a file “localhosts” is present in the working directory its contents are first copied to the output
file. Similarly, a “localnetworks” file may be prepended to the output created by htable, and
“localgateways” will be prepended to gateways. It is usually wise to run diff(1) on the new
host and network data bases before installing them in /etc. If you are using the name server for
the host name and address mapping, you only need to install networks and a small copy of
hosts describing your local machines. The full host table in this case might be placed
somewhere else for reference by users. The gateways file may be installed in /etc/gateways if
you use routed for local routing and wish to have static external routes installed when routed is
started. This procedure is essentially obsolete, however, except for individual hosts that are on
the Arpanet or Milnet and do not forward packets from a local network. Other situations
require the use of an EGP server.

If you are connected to the DARPA Internet, it is highly recommended that you use the name
server for your host name and address mapping, as this provides access to a much larger set of
hosts than are provided in the host table. Many large organization on the network, currently
have only a small percentage of their hosts listed in the host table retrieved from NIC.

/etc/hosts.equiv

The remote login and shell servers use an authentication scheme based on trusted hosts. The
hosts.equiv file contains a list of hosts that are considered trusted and, under a single
administrative control. When a user contacts a remote login or shell server requesting service,
the client process passes the user’s name and the official name of the host on which the client is
located. In the simple case, if the host’s name is located in hosts.equiv and the user has an
account on the server’s machine, then service is rendered (i.e. the user is allowed to log in, or
the command is executed). Users may expand this “equivalence” of machines by installing a
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.rhosts file in their login directory. The root login is handled specially, bypassing the

hosts.equiv file, and using only the /.rhosts file. SN
Thus, to create a class of equivalent machines, the hosts.equiv file should contain the official e
names for those machines. If you are running the name server, you may omit the domain part

of the host name for machines in your local domain. For example, several machines on our

local network are considered trusted, so the hosts.equiv file is of the form:

dopey
doc
sneezy

happy

grumpy
sleepy

/etc/rc.local

Most network servers are automatically started up at boot time by the command file /etc/rc (if
they are installed in their presumed locations) or by the Internet daemon (see above). These
include the following:

Program Server Started by

/etc/remshd shell server inetd

fetc/rexecd €XeC server inetd P
fetc/logind login server inetd o
fetc/telnetd TELNET server inetd S~
fetc/fipd FTP server inetd

fetc/fingerd Finger server inetd

fetc/tftpd TFTP server inetd

fetc/frwhod system status daemon [etc/rc

Jetc/syslogd error logging server fetc/rc

fust/lib/sendmail SMTP server Jetc/rc

/etc/routed routing table management daemon  /etc/rc

Consult the manual pages and accompanying documentation (particularly for sendmail) for
details about their operation.

To have other network servers started up as well, the appropriate line should be added to the
Internet daemon’s configuration file /etc/inetd.conf, or commands of the following sort should
be placed in the file /etc/rc.

if [ -f /etc/routed ]; then
/etc/routed & echo ’ routed\c”
fi
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/etc/ftpusers

The FTP server included in the system provides support for an anonymous FTP account.
Because of the inherent security problems with such a facility you should read this section
carefully if you consider providing such a service.

An anonymous account is enabled by creating a user ftp. When a client uses the anonymous
account a chroot(2) system call is performed by the server to restrict the client from moving
outside that part of the file system where the user ftp home directory is located. Because a
chroot call is used, certain programs and files used by the server process must be placed in the
ftp home directory. Further, one must be sure that all directories and executable images are
unwritable. The following directory setup is recommended. (Note: The csh shell is used in
the following examples.)

cd ~ftp

chmod 555 .; chown ftp .; chgrp ftp .
mkdir bin etc pub

chown root bin etc

chmod 555 bin etc

chown ftp pub

chmod 777 pub

cd bin

cp /bin/sh /bin/ls

chmod 111 sh 1s

cd ../etc

cp /etc/passwd /etc/group .
chmod 444 passwd group

BT JE S I S R R

When local users wish to place files in the anonymous area, they must be placed in a
subdirectory. In the setup here, the directory ~ftp/pub is used.

Another issue to consider is the copy of /etc/passwd placed here. It may be copied by users
who use the anonymous account. They may then try to break the passwords of users on your
machine for further access. A good choice of users to include in this copy might be root,
daemon, uucp, and the ftp user. All passwords here should probably be “*”.

- Aside from the problems of directory modes and such, the ftp server may provide a loophole

for interlopers if certain user accounts are allowed. The file /etc/fipusers is checked on each
connection. If the requested user name is located in the file, the request for service is denied.
This file normally has the following names:

uucp
root

Accounts with nonstandard shells should be listed in this file. Accounts without passwords
need not be listed in this file, the ftp server will not service these users.
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Appendices

The following Appendices contain manual pages pertaining to commands and utilities contained
in the ICON/UXV-NET networking package, a document on SENDMAIL, the Internetwork
Mail Sender, and documents on the Internet Protocols, SENDMAIL Installation and Operation,
and 4.3BSD Notes on Network Implementation.

Appendix
Appendix
Appendix
Appendix
Appendix
Appendix

Appendix

Appendices

A-
B -

Manual Pages

Internetwork Mail Routing

SENDMAIL Installation and Operating Guide
Introduction to the Internet Protocols
Networking Implementation Notes

An Introductory 4.3BSD Interprocess
Communication Tutorial

An Advanced 4.3BSD Interprocess
Communication Tutorial
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Appendix A — Manual Pages

The following appendix contains manual pages pertaining to the ICON/UXV-NET commands
and utilities that make up the networking package described in the previous sections. The
pages are divided into four classes:

Section Section Number
User Commands 1 and 1C
Maintenance Commands iM

System Calls 2

Subroutines 3

Network Functions 3N

File Formats 4

Miscellaneous 5

Networking Protocol Families 7N

Networking Protocols 7P

The following is a list of the commands and utilities that are contained in each section.

User Commands (1 and 1C)

ftp ARPANET file transfer program

netstat show network status

newaliases rebuild the data base for the mail aliases file

rcp remote file copy

rdist remote file distribution program

rlogin remote login

remsh remote shell

ruptime show host status of local machines

rwho who’s logged in on local machines

talk talk to another user

telnet , user interface to the TELNET protocol

titp trivial file transfer program
Maintenance Commands (1M)

ftpd DARPA Internet File Transfer Protocol server

gettable get NIC format host tables from a host

htable convert NIC standard format host tables

ifconfig configure network interface parameters

inetd internet “super-server”

ping send ICMP ECHO_REQUEST packets to network hosts

rexecd remote execution server

rlogind remote login server

route manually manipulate the routing tables

routed network routing daemon

remshd remote shell server

rwhod system status server

sendmail send mail over the internet
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slattach
syslogd
talkd
telnetd

tftpd
trpt

System Calls (2)

accept
bind
connect
fchmod
fchown
gethostid
gethostname
getpeername
getsockname
getsockopt
gettimeofday
listen
readv
‘recv
recvfrom
recvmsg
select
send
sendto
sendmsg
sethostid
sethostname
setsockopt
settimeofday
shutdown
socket
socketpair
viork
writev

Subroutines (3)

remd
rexec
rresvpon
ruserok

Change 1 — March 1989

Maintenance Commands (1M) (Continued)

attach serial lines as network interfaces

log systems messages

remote user communication server

DARPA TELNET protocol server

DARPA Trivial File Transfer Protocol server
transliterate protocol trace

accept a connection on a socket

bind a name to a socket

initiate a connection on a socket
change mode of file

change owner and group of a file

get unique identifier of current host
get name of current host

get name of connected peer

get socket name

get options on sockets

get date and time

listen for connections on a socket
read input

receive a message from a socket
receive a message from a socket
receive a message from a socket
synchronous I/O multiplexing

send a message from a socket

send a message from a socket

send a message from a socket

set unique identifier of current host
set name of current host

set options on sockets

set date and time

shut down part of a full-duplex connection
create an endpoint for communication
create a pair of connected sockets
spawn new process in a virtual memory efficient way
write output

routines for returning a stream to a remote command
return stream to a remote command

routines for returning a stream to a remote command
routines for returning a stream to a remote command
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_ Network Functions (3N)
‘ endhostent

' endnetent
endprotoent
endtservent
gethostbyaddr
gethostbyname
gethostent
getnetbyaddr
getnetbyname
getnetent
getprotoent
getprotoentbyname
getprotoentbynumber
getservbyname
getservbyport
getservent
herror
htonl
htons
inet_addr
inet_Inaof
inet_makeaddr
inet_network
inet_netof
inet_ntoa
ntohl
ntohs
sethostent
setnetent
setprotoent
setservent

P

File Formats (4)
aliases
hosts
networks
protocols
services

Miscellaneous (5)
hostname
mailaddr
resolver

Manual Pages

end network host entry

end network entry

end protocol entry

end service entry

get network host entry by address

get network host entry by name

get network host entry

get network entry by address

get network entry by name

get network entry

get protocol entry

get protocol entry by name

get protocol entry by number

get service entry by name

get service entry by port

get service entry

get network host entry error

convert values between host and network byte order
convert values between host and network byte order
Internet address manipulation routine

Internet address manipulation routine

Internet address manipulation routine

Internet address manipulation routine

Internet address manipulation routine

Internet address manipulation routine

convert values between host and network byte order
convert values between host and network byte order
set network host entry

set network entry

set protocol entry

set service entry

aliases file for sendmail
host name data base
network name data base
protocol name data base
service name data base

host name resolution description
mail addressing description
resolver configuration file
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Networking Protocols (7N)

networking intro introductin to networking facilities
Networking Protocol Families (7P)

arp Address Resolution Protocol

icmp Internet Control Message Protocol

ip Internet Protocol

tcp Internet Transmission Control Protocol

udp Internet User Datagram Protocol

A-4 Change 1 — March 1989

ICON/UXV-NET

AN
W/



FTP(1C) USER COMMANDS FTP(1C)

NAME

ftp - ARPANET file transfer program

SYNOPSIS

ftp[-v][-d][-i][-n][-g][host]

DESCRIPTION

Frp is the user interface to the ARPANET standard File Transfer Protocol. The program
allows a user to transfer files to and from a remote network site.

The client host with which fip is to communicate may be specified on the command line. If
this is done, fip will immediately attempt to establish a connection to an FTP server on that
host; otherwise, fip will enter its command interpreter and await instructions from the user.
When fip is awaiting commands from the user the prompt *‘ftp>’’ is provided to the user. The
following commands are recognized by fip:

! [ command [ args ]]
Invoke an interactive shell on the local machine. If there are arguments, the first is
taken 1o be a command to execute directly, with the rest of the arguments as its argu-
ments.

$ macro-name [ args )
Execute the macro macro-name that was defined with the macdef command. Argu-
ments are passed to the macro unglobbed.

account [ passwd ]
Supply a supplemental password required by a remote system for access to resources
once a login has been successfully completed. If no argument is included, the user
will be prompted for an account password in a non-echoing input mode.

append local-file [ remote-file ]
Append a local file to a file on the remote machine. If remote-file is left unspecified,
the local file name is used in naming the remote file after being altered by any ntrans
or nmap setting. File transfer uses the current settings for type, format, mode, and
structure .

ascii  Set the file transfer type to network ASCII. This is the default type.
bell  Arrange that a bell be sounded after each file transfer command is completed.
binary Set the file transfer type to support binary image transfer.

bye  Terminate the FTP session with the remote server and exit fip. An end of file will also
terminate the session and exit.

case  Toggle remote computer file name case mapping during mget commands. When case
is on (default is off), remote computer file names with all letters in upper case are
written in the local directory with the letters mapped to lower case.

cd remote-directory
Change the working directory on the remote machine to remote-directory .

cdup Change the remote machine working directory to the parent of the current remote
machine working directory.

close Terminate the FTP session with the remote server, and return to the command inter-
preter. Any defined macros are erased.
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cr Toggle carriage return stripping during ascii type file retrieval. Records are denoted
by a carriage return/linefeed sequence during ascii type file transfer. When cr is on
(the default), carriage returns are stripped from this sequence to conform with the
UNIX single linefeed record delimiter. Records on non-UNIX remote systems may
contain single linefeeds; when an ascii type transfer is made, these linefeeds may be
distinguished from a record delimiter only when cr is off.

delete remote-file
Delete the file remote-file on the remote machine.

debug [ debug-value ]
Toggle debugging mode. If an optional debug-value is specified it is used to set the
debugging level. When debugging is on, fip prints each command sent to the remote
machine, preceded by the string ‘‘-->"".

dir [ remote-directory ][ local-file ]
Print a listing of the directory contents in the directory, remote-directory , and, option-
ally, placing the output in local-file. If no directory is specified, the current working
directory on the remote machine is used. If no local file is specified, or local-file is -,
output comes to the terminal.

disconnect
A synonym for close.

form format
Set the file transfer form to format. The default format is *‘file’’.

get remote-file [ local-file |
Retrieve the remote-file and store it on the local machine. If the local file name is not
specified, it is given the same name it has on the remote machine, subject to alteration
by the current case, ntrans, and nmap settings. The current settings for type, form,
mode, and structure are used while transferring the file.

glob  Toggle filename expansion for mdelete, mget and mput. If globbing is turned off
with glob, the file name arguments are taken literally and not expanded. Globbing for
mput is done as in csh(1). For mdelete and mget, each remote file name is expanded
separately on the remote machine and the lists are not merged. Expansion of a direc-
tory name is likely to be different from expansion of the name of an ordinary file: the
exact result depends on the foreign operating system and ftp server, and can be pre-
viewed by doing ‘mls remote-files -