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Preface

This book provides a comprehensive architectural description of the functions
and services associated with Systems Network Architecture/Management Ser-
vices (sNa/Ms). |t is intended for systems programmers and program support
personnel. It is intended to complement individual product publications. It
does not describe product implementations of the architecture.

How This Book is Organized

This book is divided into three parts. It is assumed that the reader of this
manual is familiar with the sNA concepts presented in Systems Network Archi-
tecture Concepts and Products, GC30-3072.

Part I: Introduction to Management Services is introductory information about
SNA management services and its categories. An understanding of Chapters 1
and 2 is required before reading the other chapters. Chapters 1 through 7 are
organized such that the material can be read straight through. The content is
as follows:

¢ Chapter 1 introduces:
— The processes required to plan, organize, and control an SNA network
— The management services components of a node
— The choices available to implementations of management services

e Chapter 2 describes the management services formats and the generic
flows that use them.

* Chapters 3, 4, 5, and 6 describe the management services provided to
assist with problem management, performance and accounting manage-
ment, configuration management, and change management, respectively.
Example flows are included.

e Chapter 7 describes the common operations services available to the indi-
vidual management services categories. Example flows are included.

Part li: Architectural Logic for Management Services is the detailed description
of a model implementation of the management services function sets. It con-
sists of chapters 8 —10.

It is assumed that the reader of Part |l is familiar with Part I. In addition, know-
ledge of sNA/DS is required. Refer to the list of related publications for more
information. Chapters 8 through 10 are organized for ease of reference. The
content is as follows:

* Chapter 8 contains detailed discussions of functions common to a number
of management services categories:

— Transport of management services data using
— The sscP-PU session

— 8NA/File Services and sNA/Distribution Services

Preface V



— How management services identifies resources

— A list of the protocol boundaries that exist between the various manage-
ment services function sets described in Chapters 9—10.

e Chapters 9 and 10 provide a concise definition of the management services
functions from an implementation perspective. The options and alternatives
that implementations may choose are also described.

| Part n: Detailéd Referenéé Material contains the following appendixes, as well
as the glossary and list of acronyms and abbreviations: .
¢ Appendix A contains Alerts defined for specific environments.
e Appendix B contains management services protocol boundary verbs.
* Appendix C contains sNA/Fs file names defined by management services.

The related publications, listed at the end of the preface, are also helpful in
understanding the material in this book.

Prerequisite Publications

Systems Network Architecture Concepts and Products, GC30-3072

The following publications are prerequisites for the Change Management and
SNA/File Services Support material in Part |l

SNA/Distribution Services Reference, SC30-3098
SNA/File Services Reference, SC31-6807

Related Publications

vi

SNA Formats, GA27-3136
Systems Network Architecture Technical Overview, GC30-3073

Systems Network Architecture Format and Protocol Reference Manual:
Architectural Logic, SC30-3112

Token-Ring Network Architecture Reference, SC30-3374
CCITT Recommendation, X.21, 1984

The X.25 - 1984 Interface for Attaching SNA Nodes to Packet- Switched Data
Networks, General Information Manual, GA27-3761

IBM 5865/5866 Modems Models 2, 3 Maintenance Information and Parts
Catalog, SY33-2048

Systems Application Architecture Common Communication Support
Summary, GC31-6810
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Relatlonshlp to Systems Application Architecture

Not all of the components of sNA/Management Services are included in Systems
Application Architecture (saa). The key components of sNA/Management Ser-
vices that are currently included in saAA Common Communications Support are:

¢ Problem management Alerts
Other features of the architecture are included in a range of products. Consult

product specifications regarding the status of the feature for the product in
which you are interested.
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Summary of Changes

The name of this manual has been changed, from SNA Format and Protocol
Reference Manual: Management Services to SNA/Management Services Refer-
ence.

The third edition includes new material for the following network management
functions:

* The architecture for sNA/Management Services has been extended to an
additional category: Change Management.

Change management capabilities provided to the network planner include
planning, scheduling, and tracking of changes to SNA nodes that are typi-
cally remote and unattended, during normal operation of those nodes.
Functions include Retrieve, Send, Delete, Install, Remove, Accept, and Acti-
vate.

Change management, as described in this document, defines the protocols
followed and the formats that flow between nodes implementing this cate-
gory of the architecture. These descriptions are not intended to address a
common user interface or programming interface.

The Change Management category uses sNA/File Services and sNA/Distrib-
ution Services for distribution of potentially large files, requests to manipu-
late them, and reports to track the distribution and installation.

¢ A description of the extensions to Query Product Identification (Qpi) that
comprise the new Network Asset Management function has been added.

¢ A description of common operations services has been added.

¢ Alerts have been added to Appendix A for the X.25 environment.

Summary of Changes X
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Network Management and Its Major Categories

Network management is the process of planning, organizing, monitoring, and
controlling a communication-oriented data processing or information system.
The architecture provided to assist in network management of SNA systems is
called management services and is implemented as a set of functions and ser-
vices designed to capture and use the information needed for effective manage-
ment.

This section provides an overall discussion of network management, including
those processes for which management services are not provided at present,
those that are currently performed manually, and those that are implemented in
components outside the SNA node. This general discussion will help the reader
understand the use of management services described later in this book.

Network management is divided into the major categories listed in Table 1-1.

Table 1-1. The Major Categories of Network Management

Problem Management
Performance and Accounting Management

Configuration Management

Change Management

Network management processes may be distributed across different nodes, and
may require several iterations of data collection and analysis as new events
occur. They may be automated system processes or manual processes carried
out by network operations or vendor service personnel. Each of the major cate-
gories of network management makes use of two types of common services,
i.e., services that are implemented once, and then used by each individual cate-

gory:

e Common operations services: The display and change of system status;
automatic presentation of conditions requiring immediate attention; routing
of messages among operators, users, and applications; and logging of oper-
ator messages (which can be browsed from the operator console).

e Security management: The controlling of safeguards established to protect
hardware, software, and data from accidental or malicious modification,
destruction, or disclosure.

The individual major categories of network management are described in the
following sections.
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Problem Management
Problem management is the process of managing a problem from its detection
through its final resolution.

Problem is used to describe an error condition resulting in a loss of avail-
ability of a system resource to an end user. Problems may originate in hard-
ware, software (operating systems and applications), microcode!, media, or
because of external causes such as user procedures or environmental abnor-
malities.

Problem management includes the elements listed in Table 1-2.

Table 1-2. The Elements of Problem Management

Problem Determination
Problem Diagnosis

Problem Bypass and Recovery
Problem Resolution

Problem Tracking and Control

SNA management services are provided to assist in performing problem deter-
mination and problem diagnosis.

Problem determination is the detection of the loss or impending loss of avail-
ability of a system resource to an end user, and completion of the steps neces- |
sary for problem diagnosis to begin. It is the process of isolating a problem to
the failing hardware device, software product, microcode component, medium,
or external cause, to identify the organization responsible for problem diag-
nosis.

Problem diagnosis is the process of determining the precise cause of a hard-
ware, software, microcode, medium, or externally-caused problem and the
precise action required to resolve the problem.

If problem diagnosis is carried out manually, it begins at the end of problem
determination. Problem determination output is used to determine the system
resource responsible for the problem and the general area where problem
diagnosis should begin. If diagnostic data was gathered along with problem
determination data, it will be used. If additional data is needed for problem
determination or problem diagnosis, it must be gathered and analyzed manu-
ally or with the help of sSNA management services. In cases of a complex
problem, this process may be iterated several times, each time gaining more
data and eliminating more components from the set of possible causes.

1 Microcode may be classified as IBM Licensed Internal Code. See “Special Notices” at the beginning of this
document for more information. ‘
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If problem diagnosis is carried out automatically by a system process, it is
usually done in parallel with problem determination, such that the outcome of
both processes can be reported together.

Problem bypass and recovery is the process of implementing partial or com-
plete circumvention of a problem, usually before the final resolution of the ori-
ginal incident. This is normally temporary in nature, although it may be
permanent. In a simple case, such as printer failure, the system may bypass
the reported incident by directing printer output to an alternate printer. In a
more complex case, such as controller failure, typically a spare controller must
be acquired and placed into service or the existing controller must be repaired,
thus substituting problem resolution for bypass and recovery. Problem bypass
and recovery frequently takes place in parallel with other elements of problem
management; e.g., output may be routed to an alternate printer while the
problem with the primary printer is still being diagnosed.

Problem resolution is the process of taking action to correct the error condition
detected as a problem or impending problem. This action starts when problem
diagnosis is complete and often requires scheduling a repair action, carrying
out the repair action, testing the repair, and subsequently reporting the problem
as closed and the resource back in service. This procedure is normally the
case when a permanent hardware failure occurs. Problem resolution may be
simple; for instance, for an inadvertent power-off condition, problem resolution
is to turn on the power.

Problem tracking and control is the process of tracking problems until their final
resolution. A problem management record is created in the problem data base
anytime external intervention is required to restore the system to its proper
state of operation. The problem management record provides a repository for
all data about a problem to allow correlation with other activities and failures
related to the same problem. Some types of this data are problem resolution,
status monitoring, and problem status reports.

Accounting Management

Performance and accounting management is the process of quantifying, meas-
uring, reporting, and controlling the responsiveness, availability, utilization, and
usage charges of a network component.

As users become more dependent on networks and network applications, the
attainment of acceptable and consistent performance objectives becomes more
critical. A poorly performing (or erratically performing) system becomes, in
effect, an unavailable system from the end-user perspective. Therefore, aware-
ness of this condition by the party responsible for the management of the infor-
mation system is required.

Many installation managers establish service agreements or objectives with
end users. Typically, these agreements include some response time or avail-
ability criteria. Performance management data is required to determine if these
agreements or objectives have been met.
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Performance and accounting management includes the elements listed in
Table 1-3 on page 1-6.

Table 1-3. The Elements of Performance and Accounting Management

Response-Time Monitoring
Availability Monitoring
Utilization Monitoring
Component Delay Monitoring
Performance Tuning

Performance Tracking and Control

Accounting

SNA management services are provided to assist in performing response-time
monitoring.

Response-time monitoring is the monitoring of end-user response times and the
starting of problem determination if service levels are exceeded.

Availability monitoring is the monitoring of availability and the providing of
appropriate data for accounting management.

Utilization monitoring is the monitoring of the utilization of network resources
and the starting of problem determination if service levels are exceeded.

Component delay monitoring is the monitoring of the delay incurred at critical
components and the starting of problem determination if service levels are
exceeded.

Performance tuning is the process of taking action to improve performance.
Data available from performance tracking and control is used to identify areas
where performance tuning is required.

Performance tracking and control is the tracking and reporting of performance
status and the controlling of the effects of tuning actions.

Accounting is the recording and tracking of usage charges at a system
resource level. The goal of the accounting function is to provide data to permit
proper distribution of the resource cost among the users according to the
portion of the system used by each user. The types of accounting data to be
collected include connect time, processor cycles used, data quantity trans-
mitted, and class of service for each user session.
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Configuration Management

Configuration management is the control of information necessary to identify
both physical and logical information system resources and their relationship to
one another. The information may include resource names, addresses,
location, contacts and phone numbers, vendor or organizations responsible for
service, product identification information, and other items. Configuration man-
agement assures that this information is updated whenever changes are made
and always reflects the current configuration.

Configuration management aids the user in managing the inventory of informa-
tion system components and assists the other management services categories
as follows:

* Problem determination may use the data to determine resource physical
identity, location, and possibly the organization responsible for service.

¢ Change management may use this data to analyze the effect of changes
and to schedule changes. Refer to the discussion of change management
for the relationship of configuration management and change management.

The following SNA management services assist in configuration management.

Query product identification is the process of retrieving physical identification
information (on both hardware and software) from a specified node. The infor-
mation retrieved is sometimes referred to as vital product data.

Change Management
Change management is the planning, control, and application of additions,
deletions, and modifications to the information system hardware, microcode
and software components. Included are the following:

¢ Changes to software such as its installation or removal. Software includes
system software or application (user) software. Changes can be in the form
of fixes, complete load module replacements, or customizing data.

e Changes to microcode, such as its installation or removal. A microcode
change could be a patch, a fix, an engineering change (Ec), a feature
change or customizing data.

* Changes to hardware such as its installation or removal, the application of
engineering changes or miscellaneous equipment specification (MES)
updates.

The following functions are provided by change management:

¢ Controlling changes — sending, retrieving, installing, removing, and
accepting change files at remote nodes

* Node activation
Change management and configuration management are closely related. Con-
figuration management focuses on the existing configuration of hardware, soft-

ware, and microcode at any given time. Change management focuses on the
planning, application, and tracking of changes to the existing configuration.
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Changes occur for two reasons: (1) because user requirements have changed,
e.g., for new or additional hardware or a new application system; (2) because a
problem requires bypassing or correction. For example, the latter is the case
when a failing component is to be removed or replaced to correct a hardware
failure, or when an application program module is to be modified to correct a
detected program error.

Problems and changes interact with each other in the following manner. While
problem bypass or resolution is one of the causes of change, change, in turn, is
one of the causes of problems. Problems may be caused by the installation of
programs, modifications, or permanent or temporary fixes that were not com-
pletely debugged; or by the addition of hardware or sofiware that causes the
existing system to perform in a different manner, resulting in a problem that
had not been experienced before. Changes that cause problems cannot be
completely eliminated, but change management attempts to bring them under
control, handle them in an orderly manner, and track them so that problem
management can be aware of change activity, if required.

Common Operations Services

Common operations services are a set of services which cross all of the major
categories of network management. The architecture for common operations
services provides a way to manage types of resources not explicitly addressed
by the architecture defined for the individual categories. It does this by pro-
viding a general mechanism that allows a network operator to communicate
with specialized network management applications; these applications, in turn,
provide functions not currently provided by SNA management services.

As an aid in problem management a number of common operation services are
provided. They are used in conjunction with any of the management services
categories, but are especially useful for problem determination.

« Execute Command provides a transmission envelope for any character-
coded message or command that is to be executed at a destination node. It
provides a means of invoking remotely what would otherwise be a local
management services function.

* Resource Management services are provided to transport information in an
architecturally-defined structure without constraining the content of the
information. Query Resource Data and Test Resource collect data and
associated identifiers about one or more system or network elements. Test
Resource is the more powerful since it requests active testing and returns
summary data as well as the detailed data with labels. Analyze Status per-
forms the same type of function but requests an architecturally-defined
response rather than resource-dependent information.
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Introduction to the Management Services Components of the Node

SNA Node Types

In an sNA network, the end point of a link or the junction of two or more links is
referred to as a node. Nodes can be host processors, communication control-
lers, or workstations. Nodes can vary in routing and other functional capabili-
ties depending on their role in the network. Physically, nodes include the
hardware and software components of workstations, controllers, and
processors.

The role requirements for management services components are categorized
according to the type of node in which the component resides. Since the termi-
nology for identifying the various node types within SNA has varied in the past,
this introductory section will state the meanings of the terms used in the
sections that follow.

system services control point (sscp) A control point within a subarea network
for managing the configuration, coordinating network operator and
problem determination requests, and providing directory support and
other session services for end users of the network.

subarea node: In SNA, a node that uses network addresses for routing and
whose routing tables are therefore affected by changes in the config-
uration of the network. Subarea nodes can provide gateway function
and boundary function support for peripheral nodes.

type 2.0 node: An sNA node that attaches to a subarea boundary function and
receives its management services support via an SSCP-PU session.

boundary-function-attached type 2.1 node: A type 2.1 node that is attached to
the subarea boundary function, and receives its management services
support via an sscp-pPU session in a manner identical to a type 2.0
node. Since the management services roles for the two node types
are identical, this manual will generally not distinguish between the
two.
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Figure 1-1. Model of an SNA Node (T2.0)

Figure 1-1 is a model of the sNA node type 2.0. Our immediate discussion
involves the network addressable units (NAus) — the physical unit, control point,
and logical units — within the node. NAuUs are sets of SNA components that have
names or addresses identifying their routing location, so that they can commu-
nicate with one another through the path control network.

Management Services Roles

SNA nodes can be categorized in two basic ways. These notions help the
users understand the node’s role in the network. An entry point is an SNA
node that provides distributed network management support. It may be a type
2.0 or type 2.1 node. It sends sNA-formatted network management data about
itself and the resources it controls to a focal point for centralized processing,
and it receives and executes focal-point initiated requests to manage and
control its resources.

The concept of a focal point was developed to allow the customer the opportu-
nity to centrally manage a distributed network. A focal point is an entry point
that provides centralized management and control for other entry points for one
or more network management categories.
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Focal points and entry points have relationships with each other for one or
more categories of network management. Relationships between a focal point
and entry points for problem management may or may not be the same as
those established for change management, for example. A single communi-
cations system or network may have multiple focal points.

The manner in which focal points and entry points interact to accomplish the
goal of network management is introduced in “SNA Networks” on page 1-12.

Chapter 1. Introduction to Management Services 1-11



Part |

SNA Networks

SNA management services provides operators, whether programmed or human,
with the facilities by which an sSNA node or a network of nodes may be
managed. These include the facilities to manage problems with system
resources and to manage system changes, system performance, and system
configuration. This section introduces the management services components of
a node.

.............................................

. network control center

network operator

disk
A LT
processor 1
(sscP) tape
I C :
display (LU) | © eteeeeseecssescescersnsesssensanectsasonns
printer (LU)
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............................................ . | printer (LU) [ workstation (LU)
/ .
............ l............. . location 3
C
printer
(PU) (LU)
location 2

..........................

Figure 1-2. Network Example

Figure 1-2 is an example sNA network. In this example, the resources are inter-
connected with different transmission facilities and media, e.g., channel
adapters, local coaxial cable, and links. The nodes are labeled with generic
hardware terminology, with the sNA network addressable unit shown in paren-
theses; a letter is shown in the upper left corner for reference purposes. The
term end user is used to describe the ultimate source or destination of applica-
tion data flowing through an sNA network. An end user may be an application
program or a person. End users of the network have access to its functions
through logical units (Lus). Lus allow communication with other end users by
establishing sessions between them (i.e., LU-LU session). End users located at
displays or workstations have access to network resources at all of the
locations.

Each physical location contains at least one SNA node. The physical unit (Pu) in
the node is responsible for managing and monitoring the resources associated
with the node. The pu is also responsible for managing links when its node
contains the primary link station. For example, the pu at node B {communi-
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cation controller 1) is responsible for managing the sSNA resources associated
with its node (e.g., links as well as logical resources such as sessions and
routes) and all of the non-sNA resources (e.g., communication controller
storage). The pu at node D (processor 2) is responsible for managing the sNA
resources associated with its node (e.g., physical resources such as printers
and workstations as well as logical resources such as logical units associated
with these printers and workstations) and all of the non-sNA resources (e.g.,
disk, tape, processor storage).

Node A contains a system services control point (sscp). The role of an sscp is
broader than that of a pu: whereas the Pu manages the resources associated
with the node in which it resides, the sscp manages a set of pus. The term
domain describes an sscp and the physical units (pus), logical units (Lus), links,
link stations, and all the associated resources that the sscp has the ability to
control by means of SNA configuration services activation requests and deacti-
vation requests. The sscp is also responsible for managing the configuration,
processing unsolicited data received from physical units, coordinating and
routing network operator requests and physical unit replies, and for providing
directory support and other session services for end users of the network.

The sscp may interact with pus, and a network operator, whose job is to
manage the network.,

Network operators issue commands to, and receive responses from, sSCPs.
Many repetitive, supervisory functions use predetermined sequences of com-
mands and responses that can be coded into a program, a technique some-
times described as automated network operations. The term network operator
therefore refers also to any program that manages network operation.
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Introduction to Physical Unit Management Services (PUMS)

Physical unit management services (Pums) is the component of the pu respon-
sible for providing general management services for the node and its associ-
ated resources. PUMS communicates with its controlling sscp using
management services RUs transported on an sSscp-PU session and over LuU-LU
sessions used by sNaA/Distribution Services. In a boundary-function-attached
type 2.1 node, the cp acts as a pu for the purposes of management services. In
general, no distinction is made in this document between type 2.1 nodes in this
role and type 2.0 nodes.

The services performed by puMs are summarized as follows:

¢ Receiving management services request Rus from a control point with
which it has an sscp-pPu session, converting the Rus into requests that are
typically implementation-unique, and routing these requests to the appro-
priate component

e Building and sending RuUs

— Receiving unsolicited management data from other components associ-
ated with its node, building an Ru, and sending the RU to the resource’s
controlling Sscps

— Receiving solicited management data from other components associ-
ated with its node, building an RU, and sending the rRu to the control
point that requested the data.

In building the Ru, PUMS may reformat implementation-unique data, add
other data such as product identification, and assist in correlating requests
with replies.

Figure 1-3 on page 1-15 provides a model of the pu and illustrates the compo-
nents with which puMs has protocol boundaries. Each protocol boundary is
numbered in the figure for subsequent ease of reference. Protocol boundaries
exist between puMs and the following components (numbered to correspond to
the numbers in Figure 1-3 on page 1-15).
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Figure 1-3. PUMS Protocol Boundaries with Other Components

(1) Physical Resources Manager Local Management Services (LMS)

* The physical resources manager LMS provides unsolicited notification of
problems with the node’s physical resources, e.g., tapes, disks,
storage, microcode.

(2) Logical Unit Local Management Services (LMS)

¢ Upon request, the logical unit LMS sets response-time measurement
parameters and provides response-time data.

¢ The logical unit LMS provides unsolicited notification of problems within
the LU and unsolicited response-time data.

(3) Data Link Control Manager Local Management Services

e The pLCc manager LMs provides unsolicited notification of problems with
links.

(4) SSCP-PU Half-Session

¢ The half-session provides communication (over sscpr-pU sessions) with
a resource’s controlling CPMs.

(5) PU Session Manager

* Upon request, the pu session manager provides information about the
currently active sessions managed by the pu.
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(6) PU Configuration Services

¢ Upon request, Pu configuration services provides information that
uniquely identifies the hardware and software of the node, provides a
list of active logical units.

s pu configuration services provides unsolicited notification when the
SSCP-PU session becomes active.

(7) SNA/Distribution Services (SNA/DS)
¢ sNA/Distribution Services provides:

— The capability to send and receive cp-Msus, snNA/File Services
(sNna/Fs) agent objects, and sNasFs files (bulk data) over Lu-LU ses-
sions.

The change management category uses sNA/File Services and sNA/Distrib-
ution Services for distribution of potentially large files, requests to manipu-
late them, and reports to track the distribution and installation.

(8) Program Supervisor Local Management Services (LMS)

¢ Upon request, the program supervisor alters software and microcode
components.
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Overview of Management Services Communcation
Communication between cPMs and PUMS is accomplished in two ways:
¢ QOver SSCP-PU sessions

* Over LU-LU sessions used by SNA/Distribution Services (SNA/DS)
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Communication Between CPMS and PUMS

SSCP-PU Sessions
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1-4. CPMS to PUMS Communication on the SSCP-PU Session. pPuMs communi-
cates with the Lms for each layer in its node.

Figure

Figure 1-4 illustrates how a network operator causes a command to be deliv-
ered to a layer manager in a remote node. In this illustration, the network oper-
ator interacts with an Ms function set at the sscp controlling the pu. The Ms
function set prepares the architecturally-defined encoding corresponding to the
operator command, then passes it to the data flow control layer (top layer of the
sscpP-PU session). The message is passed through the sNA layers at both nodes,
and finally delivered by the half-session to the Ms function set at the remote
PuMs. The Ms function set interprets the command and passes the appropriate
signals to the local management services (LMs) for the layer (data link control in
this illustration).

Any replies would follow the same path in reverse to get back to the network
operator at the sscp.
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Figure 1-5. Communication Between CPMS and PUMS Using SNA/DS Over LU-LU

Session

Figure 1-5 illustrates how Ms function sets use sNA/File Services and sNA/Dis-
tribution Services for distribution of potentially large files, requests to manipu-
late them, and reports to track the distribution and installation. sNA/DS uses an
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