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CHAPTER ONE:

OVERVIEW
Monitoring '
In Monitoring Mode, the Chameleon 32 passively monitors the
traffic between entities on a data line, without affecting any
aspect of the network. :
In Monitoring Mode, you can:
e Monitor and troubleshoot a data communications line
e |Interpret captured traffic
o Capture 10 Mbytes of data to disk
e Analyze traffic between:
» Network Access (modem)
» Cluster Controller
» Front End Processor
» Intelligent Terminal
» Process Controller
» ISDN devices
» Other intelligent digital communications devices
Figure 1.1 illustrates the flow of data during Monitoring.
—\— Analysis
Physical Front [ \— Event

Interface: End . ‘ Capture

A m Triggering |~ ‘ _— .
\é S|ecmﬁlsa © Processor Buffer L \— Statistics
Primary Rate

LN\ History
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Monitoring Direct-to-Disk
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Figure 1.1: Monitoring Data Flow
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Applications

When using Monitoring, you have access to several different
monitoring applications. These applications include:

Analysis (Real Time and History)

Statistics

Triggering

Direct-to-Disk:

Event :

User applications in C (optional C package only)

Analysis

< Analysis provides two pages: Real Time and History. The

Analysis pages display the traffic from both sides of the line in
a split screen mode, for either one or two ports.

The Real Time page displays traffic as it is acquired from the
line or from disk (previously saved traffic).

The History page displéys traffic that has been acquired and .
put in a history buffer. You can move back and forth through
the traffic in the buffer to display specific parts of it.

The Analysis application is available for the following
protocoils:

X.25
X.75
QLLC
PSH
SNA
ISDN
ASYNC
BSC
DPNSS
8S7

Analysis also provides a print feature which enables you to
output a specified range of events to a printer or print file.
Refer to the Chameleon 32 User’s Guide, Chapter 4: Analysis,
for more information.

TEKELEC
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Statistics

The Statistics application displays statistical data about
acquired traffic for the following protocols:

X.25
ISDN
SNA
BSC

The Statistics application provides you with multiple pages for
each protocol, summarizing information about the entire line,
or specific devices on the line. You can also display statistics
for layer 2 or layer 3 traffic (except for BSC). Using the Print
function, you can print a report for any of the Statistics pages.

Refer to the Chameleon 32 User’s Guide, Chapter 7:
Statistics, for more information.

Triggering

The Triggering application filters traffic.- according to user-
defined conditions, enabling you to perform ifithen and while
actions. Triggering can be used when analyzing data from the
line or from disk. For example, you could write a trigger that

marked events with CRC errors. ‘

For HDLC, Q.921, and Q.931, there are pre-defined key
words that are specific to the protocol, and enable you to
develop triggers for these protocols with less effort.

Triggering is not available for Async.

Refer to the Chameleon 32 User’s Guide, Chapter 8:
Triggering, for more information.

Direct-to-Disk

The Direct-to-Disk application saves acquired traffic to the
hard disk. This enables you to capture traffic, but perform
your analysis at a later date. It also enables you to analyze
the same traffic muitiple times. '

Refer to the Chameleon 32 User’s Guide, Chapter 6: Direct-
To-Disk, for more information.

TEKELEC
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Event

The Event application displays traffic as a series of events.
The format enables you to quickly determine the sequence of
events on the line. The Event application is available for the
following protocols:

X.25
X.75
QLLC
PSH
SNA
ISDN
ASYNC
BSC
DPNSS
SS7

The Event page displays the data in a dual line format
(DTE over DCE) using five characters:

| Information frame transmitted
S Supervisory frame transmitted
U Unnumbered frame transmitted
L Lead transition

B  Baud rate change

Refer to the Chameleon 32 User’s Guide, Chapter 5: Event,
for more information.

User Applications in C

With the optional C Development System, you can program
you own applications to analyze data. Refer to the
Chameleon 32 C Manual, Volume 1V, for more information.
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Overview

Manual
Organization

This manual contains protocol-specific information for the
Chameleon 32 Monitoring software. It is divided into separate
chapters for each protocol as follows:

Chapter

2
3
4
5
6
7
8
9

10
11
12
13

Protocol

X.25

X.75

QLLC

PSH

SNA

Async

Bisync

DPNSS

ISDN (Q.921 and Q.931)
ISDN ANSI/CEPT Primary Rate Interface
ISDN Basic Rate Interface

SS#7

TEKELEC
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Related
Documents

° Volume I, Chameleon 32 User’s Guide
Refer to this manual for a general description of the
Chameleon 32, how to use it, a description of the
displays and softkey funcuons, and hardware-
specific information. '

° Volume Ill, Chameleon 32 Simulation Manual

Refer fo this manual for Chameleon 32 information
specific to the Simulation software.

° Volume IV, Chameleon 32 C Manual

Refer to this manual for Chameleon 32 information
specific to the C Software Package.

TEKELEC 1-6 ; Version 4.0
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Introduction

CHAPTER TWO:
X.25 MONITORING

Monitoring allows you to passively monitor the traffic on a data

line without affecting the traffic. By doing this, you can

interpret captured traffic and troubleshoot the line. This

section describes X.25 Analysis and Statistics, by focusing on

the protocol-specific details of these applications. For a

%eneral description of these applications, refer to Chapter
ne.

This section assumes that you know how to select Monitoring
for a port and select X.25 as the protocol. It you do not know
how to do this, refer to the Chameleon 32 User’s Guide,
Volume |, Chapter 3: Using the Chameleon 32.

Monitor Setup Menu

When you select X.25 as your Monitoring protocol, you are
prompted for several configurable parameters as shown in
Figure 2.1. These parameters are described on the following

page.

F G

Protocol :

Link Layer

[ras ]
[roc |4

Encoding
Modulo
Extended

Port x Monitor Setup

Press GO to accept

NRZ
8
addr no

Figure 2.1: X.25 Monitor Setup Menu

TEKELEC
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Link Layer

Link Layer specifies the link layer protocol to use. There is
only one option at this time, HDLC.

Encoding

Encoding is a level 1 (physical) parameter that determines

how the Chameleon 32 interprets the electrical signal to

distinguish between binary 1 and 0. The options are:

NRZ Non Return to Zero. In NRZ encoding, a 1 is
represented by a high level, and a O is represented
by a low level. '

NRZI Non Return to Zero Inverted. In NRZI encoding, a

1 is represented by no change in level, and a 0 is
represented by a change in level.

Modulo

Modulo determines the packet numbering sequence range:
that will be used to keep track of the packets that are
transmitted and received by the two sides. The options are:
Modulo 8 Packets are numbered from 0 - 7

Modulo 128 Packets are numbered from 0 - 127

Extended Addressing

Extended Addressing determines whether 8-bit addressing
or 16-bit (extended) addressing is being used for
transmission. The options are:

Yes Extended (16-bit) addressing

No 8-bit addressing

TEKELEC
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Analysis

Analysis provides two pages: Real Time and History. Both
pages display traffic in a split screen format (DCE/DTE).

The Real Time page displays traffic from both sides of the line
as it is acquired. The data scrolls as the traffic is acquired.

History displays traffic that has been acquired and put in a
buffer. You can move back and forth through the traffic in the
buffer to display specific parts of it.

The display format and function keys are the same for both

pages, as shown in Figure 2.2. The page components are
described on the following pages.

HDLC Data (Green)

03 I
X25:

01 01
Data 00 00

35

DCE DTE Event number (optional
%ﬂeld). See F3 key.
! \ ,/”//’ /
-1 \ Port A 0 ¥ o1 saem
01 UA Port A 1
03 I 00 00 9 . Port A 2
X25: Call LCN=02 LCGN=0
Called DTE address 5432104
Calling DTE address None
Facilities None
Port A 3 01 I 00 01 5
X25: Call LCN=02 LCGN=0
Called DTE address None
Calling DTE address None
Facilities None

) Port A 4
LCN=02 LCGN=0

0D0A33303132333435363738393A3B3C
3D3E3F404142434445464748494A484C
02 01 35 Port A 5
Data 00 00 LCN=02 LCGN=0
0D0A333031323334385363738393A3B3C
3D3E3F404142434445464748494A4B4C
Port A

03 I
X25:

6 01 I

X25

01 02
Data 01 00

35

LCN=02 LCGN=0

User Data (White)

X.25 Data (Yellow)

Figure 2.2: Analysis History Page with Sample X.25 Traffic

TEKELEC
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DCE/DTE

Frames received from the DCE are displayed on the left half
of the screen. Frames received from the DTE are displayed
on the right half of the screen. '

Baud Rate Changes

The interpretation of a baud rate change is as shown below
(example: the new baud rate is 9600). ,

New Baud Rate 9600

Colors
Colors distinguish the different protocol elements:

Green = Frame level (HDLC)
Yellow = Packet level (X.25)
White = User data

Red = Errors

In addition, the optional field selected using F2 is displayed in .
green or white, depending on the event type.

Interface Lead Transitions

Interface lead transitions are shown as an up arrow character
(1) if the specified lead made a transition from low to high, or

‘a down arrow character (|} ) if the lead made a transition from

high to low. Note that all lead transitions for a given event are
shown on one line. F3 controls the display of lead transitions.
The leads are:

DCE Leads DTE Leads
CTS RTS
DSR DTR
DCD
SDCD
RI

TEKELEC
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Function Keys

The function keys control how the traffic is interpreted and
displayed. These functions are available for both the History
and Real Time pages. The X.25 Analysis function keys are
described below.

F1: Code

F1 determines the format of the user data display. This is the
data which does not belong to a protocol specific format.
Each time you press F1, the user data (in white) changes to
the code indicated in the softkey strip. The options are:

ASCII Each byte is displayed as an ASCIl character.
Characters in the range 0 - 1F hex are shown as
single character mnemonics. Characters above
80 hex are shown as ‘.’.(default)

EBCDIC Each byte is displayed as an EBCDIC character.

HEX Each byte is displayed as a pair of hexadecimal
digits

HEXS Each byte is displayed as a pair of hexadecimal
digits, with a space between each pair.

F2: Acquisition Information

F2 determines the acquisition information display format,
which is displayed in green or white in the center of the
screen, between the DCE and DTE sides (See Figure 2.1).
The options are:

Number Event number in decimal (defauit)

Flags Number of flags preceding the frame, in decimal

Time Event time stamp as hh:mm:ss

dTime Displays the elapsed time between events

CRC CRC value in hex (OK is good CRC, BAD is bad
CRC)

None No acquisition information is displayed

The port receiving the traffic is also displayed (Port A or Port
B) unless the None option is selected.

TEKELEC
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Note

F3: Event Types

F3 determines what types of events will be displayed on the
Analysis page. The options are:

I Information frames only

v Information and Unnumbered frames only

IUs Information, Unnumbered, and Supervisory frames
(default)

IUSL All frames, plus lead transitions

F3 affects the page display only. All events are captured,
regardless of the F3 selection (unless you are running a
Triggering application which captures specific traffic or
events). ’

F4: Frame Level

F4 determines how the frame level (HDLC) is interpreted and
displayed. The options are:

HDLC + HDLC is displayed interpreted (default)

HDLC“ HDLC is displayed uninterpreted in the code
selected in F1 (ASCII, HEX, HEXS, EBCDIC)

HDLC* HDLC is displayed interpreted and uninterpreted
in the code selected in F1

HDLC- HDLC is acquired but not displayed

The frame level components include the information listed
below. See page 2-9 for an example of HDLC interpretation.

TEKELEC
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F5: Packet Level

F5 determines how the packet level (X.25) is interpreted and
displayed. The options are:

X.25 + X.25 is displayed interpreted (defauh)

X.25% X.25 is displayed uninterpreted in the code
: selected in F1 (ASCIl, HEX, HEXS, EBCDIC)

X.25" X.25 is displayed interpreted and unmterpreted in
the code selected in F1 -

X.25- X.25 is acquired but not displayed

F10: User Data

F10 determines if user data is displayed. It also controls the
display of traffic in an uninterpreted (raw) mode. The options
are:

User + User data is displayed (default)

User- User data is not displayed

Raw All traffic (data, HDLC, X25) is displayed
uninterpreted (raw) in the code selected in F1

TEKELEC
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X.25 Analysis

Interpretation
This section identifies the components of the X.25 Analysis
page display. Figure 2.3 shows a sample X.25 History page.
The area of the screen in the box is described in detail in this
section.
The first line of data in the box is HDLC data, which is
displayed in green. The second line of data in the box is the
X.25 data, which is displayed in yellow. The first line of
interpreted X.25 data is preceded by the message X25..
The remaining lines are the user data, which is displayed in
white. The user data is shown in HEX, since it is the code
displayed in the softkey strip for the F1 key.
N
et Port A 0 01 SABM
01 UA Port A 1
03 I 00 00 9 Port A 2
X25: Call LCN=02 LCGN=0
Called DTE address 5432104
Calling DTE address None
Facilities None
Port A 3 01 I 00 01 5
X25: Call LCN=02 LCGN=0
Called DTE address None
Calling DTE address - None
Facilities None

03 I
X25:

01 01 35 Port A 4
Data 00 00 LCN=02 LCGN=0
0D0A33303132333435363738393A3B3C

3D3E3F404142434445464748494A484C
03 I 02 01 35
X25: Data 00 00 LCN=02 LCGN=0
0D0A33303132333435363738393A3B3C
3D3E3F404142434445464748494A4B4C
Port A 6 01 I

Port A 5

01 02 35

X25: Data 01 00

LCN=02 LCGN=0

Figure 2.3: Analysis History Page with Sample X.25 Traffic

TEKELEC 2-8
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HDLC Interpretation

Figure 2.4 is a detail of the HDLC component from Figure 2.3.
Each HDLC field in this sample display is described below.

7. Size of |-field
1. Frame Error _l 3. Frame mnemonic 5. N(r) (I-frames only)
. 03 ..... I 02 01 e
2. Link address 4. N(s) 6. P'F bit

Figure 2.4: Sample HDLC Interpretation

1. Frame Errors

A single letter indicates if a frame error has occurred.
A Aborted frame received

B Frame with bad FCS received
(blank) No frame error

2. Link Address

This field displays the link address.

3. Frame Mnemonic

Field 3 indicates the type of frame received, using the
following mnemonics:

Information frame:

| I-Frame
Supervisory frames:

RR Receiver Ready

RNR Receiver Not Ready

REJ Reject

TEKELEC 2-9 Version4.0 -
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Unnumbered frames:

BCN Beacon

CFGR Configure

DISC Disconnect

DM Disconnect Mode

FRMR Frame Reject

RD Request Disconnect

RIM Request Initialization Mode

SABM Set Asynchronous Balanced Mode
SARM Set Asynchronous Response Mode
SIM Set Initialization Mode

SNRM ' Set Normal Response Mode
TEST Test Frame

UA Unnumbered Acknowledge

ul Unnumbered Information

up Unnumbered Poll

XID Exchange ID

(hex value) Unknown unnumbered frame type

4. N(s)
This field displays the N(s) count.

5. _N(r)
This field displays the N(r) count.

6. Poll/Final Bit

This field displays the Poll/Final bit setting.

P Pollffinal bit'is set
(blank) Poll/final bit not set

7. Size of I-Field.

This field displays the size of I-field.

(decimal value) Size in octets
(blank) 0

TEKELEC o 2-10 . Version 4.0
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X.25 Data Packet

Figure 2.5 is a detail of the X.25 component from Figure 2.3,
which is a data packet. Each X.25 field in this sample display
is described below.

3. N(r) 5. Modulo

1. Packet D bit 6. LCN
type _l 2. P(n) l 4. M bit / Q bit l_ LEGN
‘25 DataOO 00 ..... LCN=00LCGN=1 ..........

:0D0A33303132333435363738393A3B3C

. 3D3E3F404142434445464748494A4B4C ¢ 7o pserdata

or message.

Figure 2.5: Sample X.25 Data Packet Interpretation

1. Packet Type Mnemonic

Data Packet:
Data

Unnumbered Packets:
Call
Call Connected
Clear
Clear Confirm
Diagnostic
Interrupt
Interrupt Confirm
Reset
Reset Confirm
Restart
Restart Confirm

Supervisory Packets:
REJ
RNR
RR

TEKELEC 2-11 Version 4.0
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2. P(n '
This field displays the P(r) count.

3. _P(s)
This field displays the P(s) count.

4. M Bit
This field displays the More bit (M bit) setting.

M M bit is set
(blank) M bit is not set

5. Modulo, D bit, Q bit

This field indicates the modulo, and the setting of the Delivery
bit (D bit), and the Qualifier (Q) bit.

(blank) Modulo 8
E

Modulo 128
D Delivery bit (D bit) set
Q Qualifier bit (Q bit) set
6. LCN, LCGN

This field displays the Logical Channel Number (LCN) and the
Logical Channel Group Number (LCGN).

7. _User data, Packet Type, or Message

This field displays uninterpreted user data, packet type, or
message. Each line displays a maximum of 32 bytes.

TEKELEC
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Unnumbered and Supervisory Packets

The components of Unnumbered and Supervisory packets
varies for each type of packet. For example, Figure 2.6
shows the components of an X.25 Call packet.

1. Packet type 2. LCN and LCGN
x25 ...... Ca]] LCN:ZOLCGN:Z ..........

R : 3. calling DTE
.Called DTE address 310600118 | Addres
............ 4 Called OTE
(Calling DTE address ~ nome 47 % [ ress
§Fac1‘11’t1’es 00000000000000000000000000 Q——S User
I Facilities

‘User Data :
:000000000000000000000000000000000000 :4—6.UserData

Figure 2.6: Sample X.25 Call Packet Interpretation

TEKELEC ' 2-13 Version 4.0
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X.25 STATISTICS

Introduction X.25 Statistics displays and prints statistical information about
the traffic on an X.25 application line. You have the ability to
activate several pages that show the following statistical
information:

e X25Line Displays packet level statistics for all LCNs.
e X.25LCN Displays X.25 statistics for individual LCNs.
e HDLC Line Displays frame level statistics for all LCNs.
When you start X.25 Statistics, the X.25 Line statistics page is
displayed as shown in Figure 2.7. This page shows X.25
Statistics for all active LCNs on an X.25 line. The format of
this page is described on the following page.
" If you do not know how to start the Statistics applicatioln,' refer
to the Chameleon 32 User’s Guide, Chapter 3: Using the
Chameleon 32.
N
U
X.25 LINE STATISTICS :

START TIME: 00:00:00:000 000 AM LAST TIME: 00:00:00:000 000 AM

LCN: 000

STATE: CALL CALL CONFIRM DATA TRANSFER CLEAR CLEAR CONFIRM

CALLS PLACED: O CALLS ACTIVE: 00

DCE PACKETS: O DTE PACKETS: 0

DATA PKT: O DATA PKT: O

OVERHEAD: 0 OVERHEAD: 0

DCE: DTE: AVG  LAST =~ MAX ~ MIN

PACKET RETRIES: 0 0 ACCESS: 0.000 0.000 0.000 0.000

RESET: - 0 0 CLEAR: 0.000 0.000 0.000 0.000

RESTART: 0 0 SESSION: 0.000 0.000 0.000 0.000

PRNR: 0 0 PACKET RESP: 0.000 0.000 0.000 0.000

PREJ: 0 0 DCE LEN: 00000 00000 00000 00000

PRR: 0 0 DTE LEN: 00000 00000 00000 00000

DIAG: 0 0

DCE UTILIZATION: 0% DTE UTILIZATION: 0%

DCE DATA: 0% DTE DATA: 0%

DCE OVERHD: 0% DTE OVERHD: 0%

Displays
actf(\)/e yLCNs

Displays/hides the
HDLC  Statistics page

3 Toggles between
timgegand date for display.

Resets all statistics

Prints a report
values to zero.

Figure 2.7: The X.25 Line Statistics Page

TEKELEC
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Time Display
The top of the Statistics page displays two times in the format
hh:mm:ss:ddd ddd, as described below.
START TIME
Displays the time of the end of the first event (frame) in a
statistics session.
LAST TIME
Displays the time of the end of the last event (frame) in a
statistics session. '
F5 Time/Date switches this display between time and date.
To switch between time and date, you must first press F5
Time/Date and then press F4 Reset, to reset the time or data
and all statistics values.
Active LCNs
Following the time/date display is the information about the
active Logical Channel Number (LCNs), as described below.
LCN
This field displays the Logical Channel Group Number (LCGN)
and the Logical Channel Numbers (LCN) of all active
LCNs/LCGNSs.
The highlighted LCN indicates the LCN from which the last
packet was received.
STATE
This field displays the possible states of an LCN. The
highlighted state is the state of the LCN from which the last
packet was received. '
CALL A Call Request was last received.
CALL CONFIRM A Call Confirm was last received.
DATA TRANSFER A Data packet was last received.
CLEAR A Clear packet was last received.
CLEAR CONFIRM A Clear Confirm was last received.
TEKELEC 2-15 Version 4.0
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Call Statistics

The next area of the X.25 Statistics page displays information
about the calls that have been made. This information is
displayed for the DCE and the DTE sides. The call statistics
fields are described below.

CALLS PLACED

Tgis field displays the total number of calls placed on all
LCNs.

CALLS ACTIVE

This field displays the number of LCNs that are in the Data
Transfer state.

DCE/DTE PACKETS

These fields display the total number of packets (of all types)
on all LCNs received from the DCE and the DTE.

DCE/DTE DATA PACKETS

These fields display the number of data packets received
from all LCNs. This information is also shown as a bar graph
to the right of the percentage. This enables you to quickly
compare the amount of time used for data transfer and call
overhead.

DCE/DTE Overhead

These fields display the number of control (non-data)
packets received on all LCNs. This information is also shown
as a bar graph to the right of the percentage. This enables
you to quickly compare the amount of time used for data
transfer and call overhead.

TEKELEC
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Packet Types
The next area of the X.25 Statistics page shows the number
of control packets for all LCNs for the DCE and the DTE, as
described below.
Packet Retries
This indicates the number of packet retries, which are the
packets retransmitted as a result of a RESTART packet.
RESET

- The number of DCE/DTE resets received.

RESTART
The number of DCE/DTE restarts received.
PRNR
The number of RNRs (Receiver Not Ready) packets received
the DCE/DTE. ‘
PREJ
The number of REJect packets received from the DCE/DTE.
PRR
The number of RRs (Receiver Ready) packets received from
the DCE/DTE.
DIAG
The number of diagnostic packets received from the
DCE/DTE.

TEKELEC 2-17 i Version 4.0



Timing Statistics

Packet Length

For the fields below, the average, last, maximum, and
minimum times in seconds are displayed.

ACCESS

The time from the transmission/reception of a CALL REQUEST
packet to the transmission/reception of a CALL
CONFIRMATION packet on the same LCN.

CLEAR

The time between the transmission/reception of a CLEAR
packet and the transmission/reception of a CLEAR
CONFIRMATION packet on the same LCN.

SESSION

The time between the reception of a CALL packet and a
CLEAR CONFIRM packet for the same LCN.

PACKET RESPONSE

The time between the end of an X.25 DATA packet and the

end of the packet with the P(R) confirmation for that DATA
packet.

The following fields display the average, last, maximum and
minimum lengths for the DCE and DTE packets.

DCE LENGTH

This line displays the average, last maximum, and minimum
length of DCE packets.

DTE LENGTH

- This line displays the average, last maximum, and minimum
length of DTE packets.

TEKELEC
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Utilization

The last area of the X.25 Statistics page displays information
about line utilization for both the DTE and DCE, in the fields
described below.

DCE/DTE Utilization

This field displays a percentage which indicates the total line
utilization by DCE/DTE on all LCNs.

Line utilization is determined by calculating the number of
bytes that could have been received at the measured baud
rate, divided by the actual number of bytes that were
received.

For example, if the baud rate was set at 9600, and the
elapsed time was one second, the total number of bytes that
could have been received is 1200. If only 600 bytes were
received, the line utilization was 50%.

DCE/DTE DATA

This field displays a percentage which indicates the amount of
time the line is utilized for data transter by the DCE or DTE..
This information is also shown as a bar graph so that you can
quickly compare it to the graph of overhead usage.

DCE/DTE OVERHEAD

The percentage of time the line is utilized for the transfer of all
non-data traffic. This information is also shown as a bar
graph so that you can quickly compare it to the graph of data
transfer usage.
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Function Keys for X.25 Statistics

There are five function keys available for X.25 Statistics.
These are shown and briefly described in Figure 2.7. These
keys are available for for all X.25 Statistics pages. A
complete description of each key is provided below.

F1: LCNS/FUNCT

You can activate a page which displays statistical information
for a specific LCN that is active on the line. F1 LCNS displays
the active LCNs in the softkey strip at the bottom of the
screen.

In the softkey key strip, if the LCN has + next to it, a page
has been activated for that LCN. If the LCN has - next to it,
a separate page has not been activated for that LCN.

When the LCNs are displayed in the softkey strip at the
bottom of the screen, the F1 key displays FUNCT. |If you
press F1 FUNCT, the softkey strip with the statistics functions
is displayed. In other words, F1 switches you between the
Statistics functions and the active LCNs.

To activate a statistics page for an LCN, perform these steps:

1. Make one of the X.25 Statistics pages active. (You can
activate and deactivate LCN pages from any X.25
Statistics page.) :

2. If the active LCNS are not displayed in the softkey strip,
press F1 LCNS to display them.

3. Press the function key that corresponds to the desired
LCN. This causes a page banner for that LCN to be
displayed at the bottom of the screen. The LCN softkey
strip should also show a + next to the LCN.

4. You can then make the new page active and use its
function keys. (If the statistics page is in Blow mode
when you activate an LCN page, the LCN page banner
is hidden behind the other X.25 statistics banner. Use
Hide Page/Show Page to display the pages as
needed.)
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To deactivate a page for an LCN, perform these steps:

1.
2.

Make one of the X.25 statistics pages active.

If the active LCNS are not displayed in the softkey strip,
press F1 LCNS to display them.

Press the function key that corresponds to the desired
LCN. The LCN softkey strip should show - next to the
LCN in the softkey strip and the LCN page should
disappear.
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F2: HDLC +I-

F2 HDLC activates and deactivates a statistics page with
HDLC (frame level) statistics for the line. This enables you to
focus on level 2 statistical information.

In the softkey strip, if HDLC has + next to it, a page has
been activated for frame level statistics. If HDLC has - next
to it, a separate page has not been activated for HDLC.

To activate a statistics page for HDLC, perform these steps:

1:

Make one of the X.25 Statistics pages active. (You can
activate and deactivate the HDLC statistics page from
any X.25 Statistics page.)

If HDLC is not displayed as F2 in the softkey strip, press
F1 FUNCT to display the X.25 Statistics function keys.

Press F2 HDLC. This causes an HDLC Line Stats page
banner to be displayed at the bottom of the screen. The
softkey strip should also show + next to HDLC.

You can then make the new page active and use its
function keys. (If the statistics page is in Blow mode
when you activate an HDLC statistics page, the HDLC
banner is hidden behind the existing X.25 statistics’
banner. Use Hide Page/Show Page to display the
pages as needed.)

A sample HDLC Line Statistics page is shown and
described on page 2-28.

The HDLC Statistics function keys are identical to the
X.25 Statistics function keys.

To deactivate a page for an LCN, perform these steps:

1.
2.

Make one of the X.25 Statistics pages active.

If HDLC + is not displayed in the softkey strip, press F1
FUNCT to display the X.25 Statistics function keys.

Press F2 HDLC. The softkey strip should show - next
to HDLC and the HDLC Line Stats banner should
disappear.
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F3: Print

F3 Print prints a statistical report that is similar to the screen

display format.

If you have a printer connected to the
Chameleon 32, you can print a report.
how to connect a printer to the Chameleon 32, refer to the

If you do not know

Chameleon 32 User’s Guide, Chapter 9: Utilities.

If you do not have a printer connected to the Chameleon 32,
F3 Print has no effect. The report will not be shown
hameleon 32 screen.

pressin
on the

A sample X.25 Line statistics report is shown in Figure 2.8.

CRC

DTE
DCE
DCE
DTE

DCE
DCE
DTE
DTE

ACCESS
CLEAR TIME :

SESSION TIME :

PACKET RESPONSE :
PACKET RESPONSE :

START TIME:
LAST TIME:

LCNs ACTIVE
CALLS ACTIVE :

CALLS PLACED :
PACKET COUNT :
DATA PACKETS
OVERHEAD PACKETS :
FRAME ABORTS :

ERRORS :

FRAME RETRIES :
PACKET RETRIES :
FRAME RRs :
FRAME RNRs :
FRAME REJs :
FRAME FRMRs :
PACKET
PACKET
PACKET
RACKET
PACKET
PACKET

RRs :

RNRs :
REJs :
RESETs :
RESTARTs :
DIAGs :

TIME :

PACKET LENGTH :
PACKET LENGTH :

LINE UTILIZATION :
DATA UTILIZATION :
LINE UTILIZATION :
DATA UTILIZATION :

TEKELEC X25 LINE STATISTICS REPORT

00:00:00:000 000
00:00:00:000 000
000 000

0

[=N =N N=]

000

OCE
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

AVG
.000
.000
.000
.000
.000

00000
00000

00 %
00 %
00 %
00 %

LAST
0.000
0.000
0.000
0.000
0.000
00000
00000

DTE
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

MAX
.000
.000
.000
.000
.000
00000
00000

[N =NoNeN-)]

MIN
.000
.000
.000
.000
.000
00000
00000

[~ N NN

Figure 2.8: X.25 Line Statistics Report

TEKELEC

2-23

Version .4.0



Chameleon 32 Reference Manual X.25 Monitoring

F4: Reset

F4 Reset resets the statistics values to zero and resets the
times (or dates) displayed at the top of the page. This resets
the values on all X.25 statistics pages that are currently
activated.

F5: Time/Date

F5 Time/Date switches the display at the top of the statistics
pages between the time and the date. This changes the timer
display on all X.25 statistics pages that are currently activated.
The timer display changes when the next event is received.
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HDLC Line Statistics Page

An HDLC Line Statistics page is shown in Figure 2-9. Each
field of the HDLC Line Statistics page is described on the
following pages.

(g
U
HOLC STATISTICS
START TIME: 00:00:00:000 000 AM LAST TIME: 00:00:00:000 000 AM
DCE FRAMES: 0 DTE FRAMES: 00
I-FRAMES: 0 I-FRAMES: 0
OVERHEAD: 0 OVERHEAD: 0
DCE DTE: AVG LAST MAX MIN
RR: 0 0 DCE N(R): 0.000 0.000 0.000 0.000
RNR: ‘0 0 DTE N(R): 0.000 0.000 0.000 0.000
REJ: ] 0 DCE RESP: 0.000 0.000 0.000 0.000
RETRIES: 0 0 DTE RESP: 0.000 0.000 0.000 0.000
SABM: 0 0 DCE DELTA: 0.000 0.000 0.000 0.000
DISC: . 0 0 DTE DELTA: 0.000 0.000 0.000 0.000
UA: 0 0 DCE LEN: 00000 00000 00000 00000
FRMR: 0 0 DCE LEN: 00000 00000 00000 00000
SABME : 0 0
ABORTS: 0 0 I-FRAMES/SEC: 00
CRC ERRORS: 0 0
DCE UTILIZATION: 0% DTE UTILIZATION: 0%
DCE DATA: 0% DTE DATA: 0%
DCE OVERHD: 0% DTE OVERHD: 0%

Figure 2.9: The HDLC Line Statistics Page

Start and Last Time

The top of the statistics page displays two times in the format
hh:mm:ss, as described below.

F5 Time/Date switches this display between time and date.
These keys affect all X.25 Statistics pages that are currently

active.

START TIME Displays the time of the end of the first
event (frame) in a statistics session.

LAST TIME Displays the time of the end of the last

event (frame)
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Frame Statistics

The next area of the HDLC Line Statistics page displays
information about the frames that have received from the DCE

and the DTE.

DCE/DTE FRAMES

DCE/DTE I-FRAMES

DCE/DTE OVERHEAD

This field displays the total number
of frames received from the DCE
and the DTE.

This field displays the number of
information frames received from
the DCE and the DTE.

This field displays the number of
control frames (non I|-frames)
received from the DCE and the
DTE.

Frame Types and Errors Received

The next area of the HDLC Line Statistics page shows the
number of each frame type received from the DCE and the

DTE.

RR The number of Receiver Ready frames

received.

RNR The number of Receiver Not Ready frames
received.

REJ The number of Reject frames received.

RETRIES The number of retries received.

SABM - The number of Set Asynchronous Balanced
.Mode frames received.

DISC The number of Disconnect frames received.

UA The number of Unnumbered Acknowledge

frames received.
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FRMR

SABM

ABORTS

CRC ERRORS

The number of frame rejects frames received.

The number of Set Asynchronous Balanced
Mode Extended frames received.

The number of frame aborts that have
occurred.

The number of Cyclic Redundancy Check
errors that have occurred.

Timing Statistics

For the fields below, the average, last, maximum, and
minimum times in seconds are displayed.

DCE N(r)

DTE N(r)

DCE RESP

DTE RESP

DCE DELTA

DTE DELTA

The time between the receipt of an I-frame
from the DTE and the receipt of the response
to that I-frame from the DCE.

The time between the receipt of an I-frame
from the DCE and the receipt of the response
to that I-frame from the DTE.

The time between the receipt of a frame from
the DTE and the receipt of the response to
that frame from the DCE.

The time between the receipt of a frame from
the DCE and the receipt of the response to
that frame from the DTE.

The time between the receipt of one frame
from the DCE and the receipt of the next
frame from the DCE.

The time between the receipt of one frame
from the DTE and the receipt of the next
frame from the DTE.
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Frame Length

The following fields display the average, last, maximum and
minimum lengths for the DCE and DTE frames.

DCE LENGTH

DTE LENGTH

I-FRAMES/SEC

Utilization

This line displays the av‘erage, last
maximum, and minimum length of the
DCE frames received.

This line displays the average, last
maximum, and minimum length of the
DTE frames received.

The total number of I-frames received
per secqnd from both DTE and DCE.

The last area of the HDLC Line Statistics page displays
information about line utilization for both the DTE and DCE, in
the fields described below.

DCE/DTE
UTILIZATION

DCE/DTE DATA

This field displays a percentage which
indicates the total line utilization by DCE/DTE"
on all LCNs.

Line utilization is determined by calculating
the number of bytes that could have been
received at the measured baud rate, divided
by the actual number of bytes that were
received.

For example, if the baud rate was set at 9600,
and the elapsed time was one second, the
total number of bytes that could have been
received is 1200. If 600 bytes were received,
the line utilization was 50%.

This field displays a percentage which
indicates the amount of time the line is utilized
for data transfer by the DCE or DTE. This
information is also shown as a bar graph so
that you can quickly compare it to the graph
of overhead usage.
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DCE/DTE
OVERHEAD

The percentage of time the line is utilized for
the reception of all non-data traffic. This
information is also shown as a bar graph so
that you can quickly compare it to the graph
of data transfer usage.
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Introduction

CHAPTER THREE:
X.75 MONITORING

Monitoring allows you to passively monitor the traffic on a data
line without affecting the traffic. By doing this, you can
interpret captured traffic and troubleshoot the line. This
section focuses on the protocol-specific details of X.75
Analysis. For a general description of Analysis, refer to
Chapter 1.

This section assumes that you know how to select Monitoring
for a port with X.75 as the protocol. It you do not know how
to do this, refer to the Chameleon 32 User’s Guide, Chapter
3: Using the Chameleon 32.

Monitor Setup Menu

When you select X.75 as your Monitoring protocol, you are
prompted for several configurable parameters as shown in

" Figure 3.1. Each of these parameters is described on the

next page.

—0

- Protocol :

Link Layer

(o] «

Encoding
Modulo

Port x Monitor Setup

Press G0 to Accept I

X.75

NRZ
8

Figure 3.1: X.75 Protocol Parameters
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Link Layer

Link Layer specifies the link layer protocol to use. There is
only one option, HDLC.

Encoding

Encoding is a level 1 (physical) parameter that determines
how the Chameleon 32 interprets the electrical signal to
distinguish between binary 1 and 0. The options are:

NR2Z Non Return to Zero. In NRZ encoding, a 1 is
represented by a high level, and a 0 is represented
by a low level.

NRZI Non Return to Zero Inverted. In NRZI encoding, a

1 is represented by no change in level, and a O is
represented by a change in level.

Modulo

Modulo determines the frames numbering sequence that will’
be used to keep track of the frames that are transmitted and
received. The options are:

Modulio 8 Frames numbered from 0 - 7

Modulo 128 Frames numbered from 0 - 127
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ANALYSIS

HDLC Data (Green)

Analysis provides two pages: Real Time and History. Both
pages display traffic in a split screen format (DCT/DTE)

The Real Time page diéplays traffic from both sides of the line
as it is acquired. The data scrolls as the traffic is acquired.

History displays traffic that has been acquired and put in a
buffer. You can move back and forth through the traffic in the
buffer to display specific parts of it.

The display format and function keys are the. same for both
pages, as shown in Figure 3.2. The page components are
described on the following pages.

Event number (optional
\ DCE DTE field). See F3 key.
o Port A 132 € 03 R 05
Port A 133 01 I 00 05
X75: Data #0 07 LCN=01 LCGN=0
A C
01 RR 01 : Port A 134
03 I 05 01 3 Port A 135
X75: RR 00 LCN=01 LCGN=0
Port A 136 03 RR 06
03 1 06 01 131 Port A 137
X75: Data 00 00 LCN=01 LCGN=J

CRLF The NCAA Regionals open Th

arsday with 16 games. Top-ranked
gNevada-Las Vegas faces Idaho S
tate in the West Regional at Sal
Port A 138 07

139

07 01
Data 00 01 LCN=01 LCGN=0
tCrlrLake/City.Cple Florida’s
leading ycorer Vernon Maxwell s
uffered A sprained knee in prac

03 I
X75:

User Data (White)

Figure 3.2: Analysis History Page with Sample X.75 Traffic

X.75 Data (Yellow)
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DCE/DTE

Frames received from the DCE are displayed on the left half
of the screen. Frames transmitted from the DTE are
displayed on the right half of the screen.

Baud Rate Changes

The interpretation of a baud rate change event is as shown
below (example: the new baud rate is 9600)

New Baud Rate ) 9600

Colors
Colors distinguish the different levels of the display:

Green = Frame level (HDLC)
Yellow = Packet level (X.75)
White = User data

Red = Errors

In addition, the optional field selected using F2 is displayed in’
green or white, depending on the event type.

Interface Lead Transitions

Interface lead transitions are shown as an up arrow character
(1) if the specified lead made a transition from low to high, or
a down arrow character (| ) if the lead made a transition from
high to low. Note that all transitions for a given event are
shown on one line. The leads are:

DCE Leads DTE Leads
CTS RTS
DSR DTR
DCD
SDCD
RI

TEKELEC
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Function Keys

The function keys control how the traffic is interpreted and
displayed. These functions are available for both the History
and Real Time pages. The X.75 Analysis function keys are
described below.

F1: Code

F1 determines the format of the user data display. This is the
data which does not belong to a protocol specific format.
Each time you press F1, the user data (in white) changes to
the code indicated in the softkey strip. The options are:

ASCII Each byte is displayed as an ASCIl character.
Characters in the range 0 - 1F hex are shown as
single character mnemonics. Characters above
80 hex are shown as ‘.’.(default)

EBCDIC Each byte is displayed as an EBCDIC character.

HEX Each byte is displayed as a pair of hex digits

HEXS Each byte is displayed as a pair of hexadecimal
digits, with a space between each pair.

F2: Acquisition Information

F2 determines the acquisition information display format,
which is displayed in green or white in the center of the
screen, between the DCE and DTE sides (See Figure 3.1).
The options are:

Number Event number in decimal (default)

Flags Number of flags preceding the frame, in decimal

Time Event time stamp as hh:mm:ss

dTime Displays the elapsed time between events

CRC CRC value in hex, and OK if CRC is good or BAD
if CRC is bad

None No acquisition information is displayed

The port receiving the packet (Port A or Port B) is displayed
as part of the acquisition information unless the None option
is selected.

TEKELEC
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F3: Event Types

F3 determines what types of events will be displayed on the
Analysis page. The options are:

I Information frames only

U Information and Unnumbered frames only

IUS , | Information, Unnumbered, and Supervisory frames
(default)

IUSL All frames, plus lead transitions

Note F3 affects the page display only. All events are captured,

regardless of the F3 selection (unless you are running a

Triggering application which captures specific traffic or

events).

F4: Frame Level

F4 determines how the frame level (HDLC) is interpreted and

displayed. The options are:

HDLC + HDLC is displayed interpreted (default)

HDLC” HDLC is displayed uninterpreted in the code
selected in F1 (ASCIll, HEX, HEXS, EBCDIC)

HDLC* HDLC is displayed interpreted and uninterpreted
in the code selected in F1 ‘

HDLC- HDLC is acquired but not displayed

The frame level components include the information listed

below. See page 3-8 for an example of HDLC interpretation.

° Frame address in hex

L Frame mnemonic

L N(r) and N(s) in hex

] Poll/Final bit

] Indication of bad CRC and aborted frames

. Size of I-field in decimal
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F5: Packet Level

F5 determines how the packet level (X.75) is interpreted and
displayed. The options are:

X.75+ X.75 is displayed interpreted (defauit)

X.75”

X.75*

X.75-

X.75 is displayed uninterpreted in the code
selected in F1 (ASCIl, HEX, HEXS, EBCDIC)

X.75 is displayed interpreted and uninterpreted in
the code selected in F1

X.75 is acquired but not displayed

The -packet level components include the information listed
below. See page 3-10 for example of X.75 interpretations.

Packet Identification mnemonic, eg., CALL
Call packet address

P(r) and P(s)

Q, D and M bits

Logical Channel Number (LCN)

~ Logical Channel Group Number (LCGN)

Facilities information
Clear/restart causes and diagnostics

F10: User Data

F10 determines if user data is displayed. It also controls the
display of traffic in an uninterpreted (raw) mode. The options

are:

User + User data is displayed (default)

User-

Raw

User data is not displayed

All traffic (data, HDLC, X.75) is displayed
uninterpreted (raw) in the code selected in F1

TEKELEC
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X.75 ANALYSIS INTERPRETATION

This section identifies the components of the X.75 Analysis
page display. Figure 3.3 shows a sample X.75 History page.
The area in the box is described in detail in this section.

The first line data in the box is HDLC data, which is displayed
in green. The second line in the box is the X.75 data, which
is displayed in yellow. The first line of interpreted X.75 data is
preceded by the message X.75:.

The remaining lines are the user data, which is displayed in

white. The user data is shown in ASCII, since it is the code
displayed in the softkey strip for the F1 key.

‘a1 .
-/ Port A 132 03 RR 05
Port A 133 01 I 00 05

X75: Data 00 07 LCN=01 LCGN=0
R
01 RR _ 01 i Port A 134
03 I 0501 3 Port A 135
X75: RR 00 LCN=01 LCGN=0
Port A__ 136 03 RR 06
03 1 06 01 131 Port A 137
X75: Data 00 00 LCN=01 LCGN=0

CRLF The NCAA Regionals open Th

Ersday with 16 games. Top-ranked
RNevada-Las Vegas faces Idaho S

tate in the West Regional at Sal
Port A 138 03 RR 07

03 I 07 01 100 Port A 139
X75: Data 00 01 LCN=01 LCGN=0

tCrlrLake City.Cglf Florida’s
leading scorer Vernon Maxwell s
ﬂffered a sprained knee in prac
U

Figure 3.3: Analysis History Page with Sample X.75 Traffic
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HDLC Figure 3.4 is a detail of the HDLC component from Figure 3.3.
Each HDLC field in this samplé display is described below.

7. Size of |-field
1. Frame Error —l 3. Frame mnemonic 5. N(r) . (l-frames only)
........... 03I 06 01 131
............... T.. .ﬁ 1 T D
2. Link address 4. N(s) 6. P/F bit

Figure 3.4: Sample HDLC Interpretation

1. Frame Errors

A single letter indicates if a frame error has occurred.
A Aborted frame received

B Frame with bad FCS received
(blank) No frame error

2. Link Address

This field displays the link address.

3. Frame Mnemonic

Field 3 indicates the type of frame received, using the
following mnemonics:

Information frame:

| I-Frame
Supervisory frames:

RR Receiver Ready

RNR Receiver Not Ready

REJ Reject
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Unnumbered frames:

BCN Beacon

CFGR Configure

DISC Disconnect

DM Disconnect Mode

FRMR Frame Reject

RD Request Disconnect

RIM Request Initialization Mode

SABM Set Asynchronous Balanced Made
SARM Set Asynchronous Response Mode
SIM Set Initialization Mode

SNRM Set Normal Response Mode
TEST ’ Test Frame

UA - Unnumbered Acknowledge

ul Unnumbered Information

up Unnumbered Poll

XID Exchange ID

(hex value) Unknown unnumbered frame type

4. N(s)
This field displays the N(s) count.

5. N(r)
This field displays the N(r) count.

6. Poll/Final Bit

This field displays the Poll/Final bit setting.

P Poll/final bit is set
(blank) Poll/final bit not set

7. Size of I-Field.

This field displays the size of I-field.

(decimal value) Size in octets
(blank) 0
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X.75 Data Packet

Figure 3.5 is a detail of the X.75 component from Figure 3.3,

which is a data packet. Each X.75 field in this sample display
is described below.

3. P(s) 5. Modulo
1. Packet D bit 6. LCN
type 2. P(r) l 4. M bit / Q bit l— LGGN
‘75 Datla ........ i 00 RO TR CY o

i Cgtg The NCAA Regionals open Th

‘ursday with 16 games. Top-ranked ' T
:CRNevada-Las Vegas faces Idaho S § or message.
_tate in the West Regional at Sal :

Figure 3.5: Sample X.75 Data Packet Interpretation

1. _Packet Type Mnemonic

Data Packet:
Data

Unnumbered Packets:
Call
Call Connected
Clear
Clear Confirm
Diagnostic
Interrupt
Interrupt Confirm
Reset
Reset Confirm
Restart
Restart Confirm

Supervisory Packets:
REJ
RNR
RR
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2. P
This field displays the P(r) count.

3. P(s)
This field displays the P(s) count.

4. M Bit
This field displays the More bit (M bit) setting.

M M bit is set
(blank) M bit is not set

5. _Modulo, D bit, Q bit

This field indicates the modulo, and the setting of the Delivery
bit (D bit), and the Qualifier (Q) bit. i

(blank) Modulo 8

E Modulo 128

D Delivery bit (D bit) set
Q Qualifier bit (Q bit) set

6. LCN, LCGN

This field displays the Logical Channel Number (LCN) and the
Logical Channel Group Number (LCGN).

7. _User data, packet type, or message

This field displays uninterpreted user data, packet type, or
message. Each line displays a maximum of 32 bytes. See
page 2-14 for a list of the messages and packet types.

TEKELEC
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Unnumbered and Supervisory Packets

The components of the various Unnumbered and Supervisory
packets -vary by packet type. For example, Figure 3.6 shows
the format of an X.75 Call packet.

1. Packet type 2. LCN and LCGN
" ...................................................................................................... : 3. C i DTE
;Calh‘ng DTE address none 3‘ AZJ:‘egss
é..Z:Z.ZIZZII:.Z.Z..I..Z.Z..I.IZZZZZZZZZZZ:ZZI::ZZ:Z:ZI:Z:Z:Z.ZZI:ZZZZZZZZZZ:IZIZZZZZZZZ:ZZZZZ:ZIE a Ca“edDTE
Called DTE address =~ AAS10600118 ‘¢ " Kddress
:Facilities 00000000000000000000000000 4-——5 User
?1211:21!2::123:2:22221IZZZZZ:ZI!:ZZ:::ZI::ZIIZ:2:2:ZI:ZZ:ZZII12222221121335222:222221ZZIZIZZZ:ZZE FaC“iﬁeS

User Data :
:000000000000000000000000000000000000 : 6. UserData

Figure 3.6: Sample X.75 Call Packet Interpretation
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Introduction

CHAPTER FOUR:
QLLC MONITORING

Monitoring allows you to passively monitor the traffic on a data
line without affecting the traffic. By doing this, you can
interpret captured traffic and troubleshoot the line. This
section focuses on the protocol-specific details of QLLC
Analysis. For a general description of Analysis, refer to
Chapter 1.

This section assumes that you know how to select Monitoring
for a port with QLLC as the protocol. It you do not know how
to do this, refer to the Chameleon 32 User’s Guide, Chapter
3: Using the Chameleon 32.

Monitor Setup Menu

When you select QLLC as your Monitoring protocol, you are
prompted for several configurable parameters as shown in
Figure 4.1. Each of these parameters is described on the
next page.

|
J
Port x Monitor Setup
Protocol : QLLC
Link Layer HDLC ‘-

Encoding
Modulo
Extended

| Press GO to accept AJ

NRZ
8
Addr No

Figure 4.1: QLLC Monitor Setup Parameters
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Link Layer

Link Layer specifies the link layer protocol to use. There is
only one option, HDLC.

Encoding
Encoding is a level 1 (physical) parameter that determines

how the Chameleon 32 interprets the electrical signal to
distinguish between binary 1 and 0. The options are:

NRZ Non Return to Zero. In NRZ encoding, a 1 is
represented by a high level, and a 0 is represented
by a low level.

NRZI Non Return to Zero Inverted. In NRZI encoding, a

1 is represented by no change in level, and a O is
represented by a change in level.

Modulo

Modulo determines the frame numbering sequence that will:
be used to keep track of the frames that are transmitted and
received. The options are:

Modulo 8 Frames numbered from 0 - 7

Modulo 128 Frames numbered from 0 - 127

Extended Addressing

Extended Addressing determines whether 8-bit addressing
or 16-bit (extended) addressing is being used for
transmission. The options are:

Yes Extended (16-bit) addressing -

No 8-bit addressing

TEKELEC
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ANALYSIS

Analysis provides two pages: Real Time and History. Both
pages display traffic in a split screen format (DCE/DTE).

_ The Real Time page displays traffic from both sides of the line
‘as it is acquired. The data scrolls as traffic is acquired.

History displays traffic that' has been acquired and put in a
buffer. You can move back and forth through the traffic in the
buffer to display specific parts of it.

The display format and function keys are the same for both

pages, as shown in Figure 4.2. The page components are
described on the following pages.

HDOLC Data (Green) DCE DTE Event number (optional

\ ﬂfield). See F3 key.

n N\ _— /

<l Seort A 0 ¥ 01 sasM
01 UA Port A 1
’ 03 I 00 00 9 Port A
X25: Call LCN=02 LCGN=0_
Called DTE address 5432104
Calling DTE address None
Facilities None
Port A 3 01 I 00 01 5 )
. X25: Call LCN=02 LCGN=0
Called DTE address None
Calling DTE address None
Facilities None
03 I 01 01 35 Port A 4
X25: Data 00 00 LCN=02 LCGN=0
QLLC: Addr=02 Control=73 QUA
0D0A33303132833435363738393A3B3C
3D3E3F404147434445464748494A4B4C
03 I 02 01 A 5
Data 00 00 LCN=02 LCGN=0
Control=73 QUA

X

QLLC Dgta (Yellow) User Data (White)

Figure 4.2: Analysis History Page with Sample QLLC Traffic
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DCEIDTE

Frames received from the DCE are displayed on the left half
of the screen. Frames received from the DTE are displayed
on the right half of the screen.

Baud Rate Changes

The interpretation of a baud rate change event is as shown
below (example: the new baud rate is 9600)

New Baud Rate 9600

Colors
Colors distinguish the different levels of the display:

Green = Frame level (HDLC)
Yellow = X.25 and QLLC
Blue = SNA

White = User data

Red = Errors

In addition, the optional field selected using F2 is displayed in
green or white, depending on the event type.

Interface Lead Transitions

Interface lead transitions are shown as an up arrow character
(1) if the specified lead made a transition from low to high, or
a down arrow character (}) if the lead made a transition from
high to low. Note that all transitions for a given event are
shown on one line. The leads are:

DCE Leads DTE Leads
CTS RTS
DSR DTR
DCD
SDCD
RI

TEKELEC
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Function Keys

Note

The function keys control how the traffic is interpreted and
displayed. These functions are available for both the History
and Real Time pages.

When the-Qualifier bit is set, the user data portion of a data
packet is interpreted as QLLC (see Figure 4.5 on page 4-
13). If the Qualifier bit is not set, the user data portion of a
data packet is interpreted as SNA (see Chapter 6).

The QLLC Analysis function keys are described on the
following pages.

F1: Code

F1 determines the format of the user data display. This is the
data which does not belong to a protocol specific format.
Each time you press F1, the user data (in white) changes to
the code indicated in the softkey strip. The options are:

ASCII Each byte is displayed as an ASCIl character.
Characters in the range 0 - 1F hex are shown as
single character mnemonics. Characters above
80 hex are shown as ‘.’.(default)

EBCDIC Each byte is displayed as an EBCDIC character.
HEX Each byte is displayed as a pair of hex digits

HEXS Each byte is displayed as a pair of hexadecimal
digits, with a space between each pair.

TEKELEC
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Note

F2: Acquisition Information

F2 determines the acquisition information display format,
which is displayed in green or white in the center of the
screen, between the DCE and DTE sides (See Figure 4.2).
The options are:

Number Event number in decimal (default)

Flags Number of flags preceding the frame, in decimal

Time Event time stamp as hh:mm:ss ddd ddd

dTime Displays the elapsed time between events

CRC CRC value in hex, and OK if good CRC, BAD if
bad CRC '

None No acquisition information is displayed

The port which received the frame (Port A or Port B) is also
displayed as part of the acquisition information, unless the
None option is selected.

F3: Event Types

F3 determines what types of events will be displayed on the
Analysis page. The options are:

| Information frames only

U Information and Unnumbered frames only

IUS Information, Unnumbered, and Supervisory frames
(default)

IUSL All frames, plus lead transitions

F3 affects the page display only. All events are captured,
regardless of the F3 selection (unless you are running a
Triggering application which captures specific traffic or
events). -

TEKELEC
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F4: Frame Level

F4 determines how the frame level (HDLC) is interpreted and
displayed. This information is displayed in green. The
options are:

HDLC+ HDLC is displayed interpreted (default)

HDLC” HDLC is displayed uninterpreted in the code
selected in F1 (ASCIl, HEX, HEXS, EBCDIC)

HDLC* HDLC is displayed interpreted and uninterpreted
in the code selected in F1

HDLC- HDLC is acquired but not displayed

F5: X.25 Data

F5 determines how the X.25 data is interpreted and displayed.
This information is displayed in yellow. The options are:

X.25 + X.25 is displayed interpreted (default)

X.25” X.25 is displayed uninterpreted in the code
selected in F1 (ASCIl, HEX, HEXS, EBCDIC)

X.25* X.25 is displayed interpreted and uninterpreted in
the code selected in F1 '

X.25- X.25 is acquired but not displayed

F6: SNA Data

F5 determines how the SNA data is interpreted and displayed.
The TH and RH components the SNA data information are
displayed in blue. The RU component is displayed in white.
The options are:

SNA + SNA is displayed interpreted (default)

SNA” SNA is displayed uninterpreted in the code
selected in F1 (ASCII, HEX, HEXS, EBCDIC)

SNA* SNA is displayed interpreted and uninterpreted in
the code selected in F1

SNA- SNA is acquired but not displayed

If the SNA data is not displayed (SNA-), the TH, RH and RU
displays are also inhibited. When the SNA component is
displayed (SNA +, SNA”, SNA*), the TH, RH, and RU displays
are controlled with F7, F8 and F9 respectively.

TEKELEC
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F7: TH Data

F7 determines how the Transmission Header (TH) data is
interpreted and displayed. This information is displayed in
bright blue. The options are:

TH + TH is displayed interpreted (default)

TH” TH is displayed uninterpreted in the code selected
in F1 (ASCIl, HEX, HEXS, EBCDIC)

TH* TH is displayed interpreted and unmterpreted in
the code selected in F1

TH- TH is acquired but not displayed'

F8: RH Data

F8 determines how the Request/Response Header (RH) data
is interpreted and displayed. This information is displayed in
dim blue. The options are:

RH+ RH is displayed interpreted (default)

RH” RH is displayed uninterpreted in the code.
selected in F1 (ASCIl, HEX, HEXS, EBCDIC)

RH* RH is displayed interpreted and uninterpreted in
the code selected in F1 _

RH- RH is acquired but not displayed

F9: RU Data

F9 determines how the Request/Response Unit (RU) data is
interpreted and displayed. This information is displayed in
dim blue. The options are:

RU + RU is displayed interpreted (default)

RU” RU is displayed uninterpreted in the code
selected in F1 (ASCIl, HEX, HEXS, EBCDIC)

RU* RU is displayed interpreted and uninterpreted in
the code selected in F1

RU- RU is acquired but not displayed

TEKELEC
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F10: User Data

F10 determines if user data is displayed. It also controls the
display of traffic in an uninterpreted (raw) mode. The options
are:

User + User data is displayed (default)

User- User data is not displayed

Raw All traffic is displayed uninterpreted (raw) in the
code selected in F1

TEKELEC
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QLLC ANALYSIS INTERPRETATION

This section identifies the components of the QLLC Analysis
-page display: Figure 4.3 shows a sample QLLC History page.
The area in the box is described in detail in this section.

The first line data in the box is HDLC data, which is displayed
in green. The second line in the box is the X.25 data with the
QLLC component directly below it. The X.25 and QLLC
components are displayed in yellow. The first line of
interpreted QLLC data is preceded by the message QLLC..

The remaining lines are the user data, which is displayed in
white. The user data is shown in hex, since it is the code
displayed in the softkey strip for the F1 key.

, N
J
03 I

01 01 35 Rort A 4
X25: Data 00 00 LCN=02 LCGN=0
QLLC: Addr=02 Control=73 QUA
0D0A33303132333435363738393A3B3C
3D3E3F404142434445464748494A4B4C
03 I 02 01 35 Port A 5
X25: Data 00 00 LCN=02 LCGN=0
QLLC: Addr=02 Control=73 QUA

0D0A33303132333435363738393A3B3C
3D3E3F404142434445464748494A4B4C

Figure 4.3: Analysis History Page with Sample QLLC Traffic

TEKELEC
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HDLC Figure 4.4 is a detail of the HDLC component from Figure 4.3.
Each HDLC field in this sample display is described below.

7. Size of I-field
1. Frame Error j 3. Frame mnemonic ~ 5. N(r)  (I-frames only)
W Fo TeETeL P rae
2. Link address 4. N(s) 6. P/F bit

Figure 4.4: Sample HDLC Interpretation

1. Frame Errors

A single letter indicates if a frame error has occurred.
A Aborted frame received

B Frame with bad FCS received
(blank) No frame error

2. Link Address

This field displays the link address.

3. Frame Mnemonic

Field 3 indicates the type of frame received, using the
following mnemonics:

Information frame:

| I-Frame
Supervisory frames:

RR Receiver Ready

RNR ‘Receiver Not Ready

REJ Reject
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Unnumbered frames:

BCN Beacon

CFGR Configure

DISC Disconnect

DM Disconnect Mode

FRMR Frame Reject

RD Request Disconnect

RIM Request Initialization Mode

SABM Set Asynchronous Balanced Mode
SARM Set Asynchronous Response Mode
SIM Set Initialization Mode

SNRM Set Normal Response Mode
TEST Test Frame

UA Unnumbered Acknowledge

ul Unnumbered Information

uP Unnumbered Poll

XID Exchange ID

(hex value) Unknown unnumbered frame type

4. N(s)
This field displays the N(s) count.

5. N(n)
This field displays the N(r) count.

6. Poll/Final Bit

This field displays the Poll/Final bit setting.

P Poll/final bit is set
(blank) Poll/final bit not set

7. Size of I-Field.

This field displays the size of I-field.

(decimal value) Size in octets
(blank) 0
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QLLC Packet

Figure 4.5 is a detail of the QLLC component from Figure 4.3,
- -which is a data packet. Each QLLC field in this sample
display is described below.

5. Modulo
D bit 6. LCN
1. Packet type 2. P(n) 3. P(s) 4. M bit Q bit LCGN

\.\ ......... $ ./ ! !

X.25: iData 102 LCN=00 LCGN=1

LFF

7. QLLC 8. QLLC Control 9. QLLC 10. User
Addres Field Value Mnemonic Data
s

Figure 4.5: QLLC Data Packet Analysis Display

1. Packet Type Mnemonic

Data Packet:
Data

Unnumbered Packets:
Call
Call Connected
Clear
Clear Confirm
Diagnostic
Interrupt
Interrupt Confirm
Reset
Reset Confirm
Restart
Restart Confirm

Supervisory Packets:
REJ
RNR
RR
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2. P(n
This field displays the P(r) count.

3. _P(s)
This field displays the P(s) count.

4. M Bit
This field displays the More bit (M bit) setting.

M M bit is set
(blank) M bit is not set

5. Modulo, D bit, Q bit

This field indicates the modulo, and the setting of the Delivery
bit (D bit), and the Qualifier (Q) bit.

(blank) Modulo 8
E Modulo 128

D Delivery bit (D bit) set
Q Qualifier bit (Q bit) set

6. LCN, LCGN

This field displays the Logical Channel Number (LCN) and the
Logical Channel Group Number (LCGN).

7. QLLC Address Field
This field displays the QLLC address.

8. QLLC Control Field value

This field displays the value of the QLLC control field. These
values and their mnemonics are listed in Figure 4.6.

TEKELEC
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9. QLLC Mnemonic

This field displays the QLLC control field mnemonic. Valid
mnemonics and control field values are shown in Figure 4.6

below.

Control Field Control Field
Value Mnemonic
1F QDM

53 QDISC/QRD

73 QUA

93 QS™m

97 QFRMR

BF QXID

F1 QRR

F3 QTEST
Any other Unknown

Figure 4.6: QLLC Control Field Mnemonics

10. User Data

This displays uninterpreted user data, packet type, or
message. A line of user data, or the Facilities, wrap around
to the next line if it is longer than 32 bytes.
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Introduction

CHAPTER FIVE:
PSH MONITORING

Monitoring allows you to passively monitor the traffic on a data
line without affecting the traffic. By doing this, you can
interpret captured traffic and troubleshoot the line. This
section focuses on the protocol-specific details of PSH
Analysis. For a general description of Analysis, refer to
Chapter 1.

This section assumes that you know how to select Monitoring
for a port with PSH as the protocol. It you do not know how
to do this, refer to the Chameleon 32 User’s Guide, Chapter
3: Using the Chameleon 32.

Monitor Setup Menu

When you select PSH as your Monitoring protocol, you are
prompted for several configurable parameters as shown in
Figure 5.1. Each of these parameters is described on the
next page.

[Press 60 to Accept

N
U
Port x Monitor Setup
—
Link Layer HOLC | =

Encoding
Modulo
Extended

NRZ
8
Addr No

Figure 5.1: PSH Monitor Setup Parameters
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Link Layer

Link Layer specifies the link layer protocol to use. There is
only one option, HDLC.

Encoding

Encoding is a level 1 (physical') parameter that determines

how the Chameleon 32 interprets the electrical signal to

distinguish between binary 1 and 0. The options are:

NRz Non Return to Zero. In NRZ encoding, a 1 is
represented by a high level, and a 0 is represented
by a low level. i

NRZI Non Return to Zero Inverted. In NRZI encoding, a

1 is represented by no change in level, and a O is
represented by a change in level.

Modulo

Modulo determines the frame numbering sequence that will:
be used to keep track of the frames that are transmitted and
received. The options are:

Modulo 8 Frames numbered from 0 - 7

Modulo 128 Frames numbered from 0 - 127

Extended Addressing

Extended Addressing determines whether 8-bit addressing
or 16-bit (extended) addressing is being used for
transmission. The options are:

Yes Extended (16-bit) addressing

No 8-bit addressing

- TEKELEC
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ANALYSIS

HDLC Data (Green)

Analysis provides two pages: Real Time and History. Both
pages display traffic in a split screen format (DCE/DTE).

The Real Time page displays traffic from both sides of the line
as it is acquired. The data scrolls as traffic is acquired.

History displays traffic that has beén acquired and put in a
buffer. You can move back and forth through the traffic in the
buffer to display specific parts of it.

The display format and function keys are the same for both
pages, as shown in Figure 5.2. The page components are

described on the following pages.

DTE Event number (optional

\ DCE ﬂfield). See F3 key.

N
-l SMrort A 0 € 01 saeM
01 UA Port A 1
03 I 00 00 9 Port A
X25: Call LCN=02 LCGN=0
Called DTE address 5432104
Calling DTE address None
Facilities None
Port A 3 01 I 00 01 5
X25: Call LCN=02 LCGN=0
Called DTE address None
Calling DTE address None
Facilities None
03 I 01 01 35 Port A 4
X25: Data 00 00 LCN=02 LCGN=0
PSH: SI SN=0 PSC=01 (Unknown)
0D0A33303132333435363738393A3B3C
3D3E3F404142434445464748494A4B4C
03 I 02 01 35 A 5
X25: Data 00 00 LCN=02 LCGN=0
PSH: SI SN=0 PSC=01 (Unknown)

0DPA33303132333435363738393A3B3C
3D3E3F404142434445464748494A4B4C '\\\\\\‘

X

PSH Data (Yellow) A User Data (White)

Figure 5.2: Analysis History Page with Sample PSH Traffic

TEKELEC
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DCEIDTE

Frames received from the DCE are displayed on the left half
of the screen. Frames received from the DTE are displayed
on the right half of the screen.

Baud Rate Changes

The interpretation of a baud rate change event is as shown
below (example: the new baud rate is 9600)

New Baud Rate 9600

Colors
Colors distinguish the different levels of the display:

® Green = Frame level (HDLC)
®  Yellow = Packet level (PSH)

e  White = User data

o Red = Errors

In addition, the optional field selected using F2 is displayed in:
green or white, depending on the event type.

Interface Lead Transitions

Interface lead transitions are shown as an up arrow character
(1) if the specified lead made a transition from low to high, or
a down arrow character (| ) if the lead made a transition from
high to low. Note that all transitions for a given event are
shown on one line. The leads are:

DCE Leads DTE Leads
CTS RTS
DSR DTR
DCD :

SDCD
RI

TEKELEC
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Function Keys

The function keys control how the traffic is interpreted and
displayed. These functions are available for both the History
and Real Time pages. The PSH Analysis function keys are
described below.

F1: Code

F1 determines the format of the user data display. This is the
data which does not belong to a protocol specific format.
Each time you press F1, the user data (in white) changes to
the code indicated in the softkey strip. The options are:

ASCII Each byte is displayed as an ASCIlI character.
Characters in the range 0 - 1F hex are shown as
single character mnemonics. Characters above
80 hex are shown as ‘.’.(default)

EBCDIC Each byte is displayed as an EBCDIC character.

HEX Each byte is displayed as a pair of hex digits

HEXS Each byte is displayed as a pair of hexadecimal
digits, with a space between each pair.

F2: Acquisition Information

F2 determines the acquisition information display format,
which is displayed in green or white in the center of the
screen, between the DCE and DTE sides (See Figure 5.2).
The options are:

Number Event number in decimal (default)

Flags Number of flags preceding the frame, in decimal

Time Event time stamp as hh:mm:ss ddd ddd

dTime Displays .the elapsed time between events

CRC CRC value in hex, and OK if good CRC, BAD if
bad CRC

None No acquisition information is displayed

The port which received the frame (Port A or Port B) is also
displayed as part of the acquisition information, unless the
None option is selected.

TEKELEC
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F3: Event Types

F3 determines what types of events will be displayed on the
Analysis page. The options are:

l Information frames only

U Information and Unnumbered frames only

Ius Information, Unnumbered, and Supervisory frames

. (default)
IUSL All frames, plus lead transitions
Note F3 affects the page display only. All events are captured,

regardless of the F3 selection (unless you are running a

Triggering application which captures specific traffic or

events).

F4: Frame Level

F4 determines how the frame level (HDLC) is interpreted and

displayed. The options are:

HDLC + HDLC is displayed interpreted (default)

HDLC” HDLC is displayed uninterpreted in the code
selected in F1 (ASCIl, HEX, HEXS, EBCDIC)

HDLC* HDLC is displayed interpreted and uninterpreted
in the code selected in F1 ‘

HDLC- HDLC is acquired but not displayed

The frame level components include the information listed

below. See page 5-8 for an example of HDLC interpretation.

® Frame address in hex

® Frame mnemonic

° N(r) and N(s) in hex

L Poll/Final bit

] Indication of bad CRC and aborted frames

®  Size of I-field in decimal

F10: User Data

F10 determines if user data is displayed. It also controls the

display of traffic in an uninterpreted (raw) mode. The options

are:

User + User data is displayed (default)

User- User data is not displayed

Raw All traffic (data, HDLC, PSH) is displayed
uninterpreted (raw) in the code selected in F1
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PSH ANALYSIS INTERPRETATION

This section identifies the components of the PSH Analysis
page display. Figure 5.3 shows a sample PSH History page.
The area in the box is described in detail in this section.

The first line data in the box is HDLC data, which is displayed
in green. The second display line in the box is the X.25 data
with the PSH component directly under it. The X.25/PSH data
is displayed in yellow. The first line of interpreted PSH data is
preceded by the message PSH..

The remaining lines are the user data, which is displayed in
white. The user data is shown in hex, since it is the code
displayed in the softkey strip for the F1 key.

03 01 01 35 Port A 4
X25: Data 00 00 LCN=02 LCGN=(
PSH: SI  SN=0 ° PSC=01 (Unknown)

0D0A33303132333435363738393A383C
3D3E3F404142434445464748494A4B4C
03 1 02 01 35 Port A 5

X25: Data 00 00 LCN=02 LCGN=0

PSH: SI SN=0 PSC=01 (Unknown)
0D0A33303132333435363738393A3B3C
3D3E3F404142434445464748494A484C

Figure 5.3: Analysis History Page with Sample PSH Traffic

TEKELEC 5-7 Version 4.0



- Chameleon 32 Reference Manual PSH-Monitoring

HDLC Figure 5.4 is a detail of the HDLC component from ‘Figure 5.3.
Each HDLC field in this sample display is described below.

7. Size of I-field
1. Frame Error —l 3. Frame mnemonic 5. N(r) (I-frames only)
.......... 031 06 T PETT
............... T. ﬁ 1 T
2. Link address 4. N(s) 6. P/F bit

Figure 5.4: Sample HDLC Interpretation

1. Frame Errors

A single letter indicates if a frame error has occurred.
A Aborted frame received

B Frame with bad FCS received
(blank) No frame error

2. Link Address

This field displays the link address.

3. Frame Mnemonic

Field 3 indicates the type of frame received, using the
following mnemonics:

Information frame:

i I-Frame
Supervisory frames:

RR Receiver Ready

RNR Receiver Not Ready

REJ Reject
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Unnumbered frames:

BCN Beacon

CFGR Configure

DISC Disconnect

DM Disconnect Mode

FRMR Frame Reject

RD Request Disconnect

RIM Request Initialization Mode

SABM Set Asynchronous Balanced Mode
SARM Set Asynchronous Response Mode
SIM Set Initialization Mode

SNRM Set Normal Response Mode
TEST Test Frame

UA Unnumbered Acknowledge

ul Unnumbered Information

UP ‘ Unnumbered Poll

XID Exchange ID

(hex value) Unknown unnumbered frame type

4. N(s)
This field displays the N(s) count.

5. _N(r
This field displays the N(r) count.

~ 6._PolliFinal Bit

This field displays the Poll/Final bit setting.

P Poll/final bit is set
(blank) Poll/final bit not set

7. Size of I-Field.

This field displays the size of I-field.

(decimal value) Size in octets
(blank) . 0
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PSH Packet
Figure 5.5 is a detail of the PSH component from Figure 5.3,
which is a data packet. Each PSH field in this sample display
is described below.
R T Ty
1. Packet type 2. P(r) 3. P(s) 4. M bit Q bit . LCGN
X 25 Data ..... ...... o LCNOOLCGNl
PSH: 1SN=01  PSC=01 : "'('Uiii&'ii&})}i”)"v\
- S" e e ; ..... 10 PSC
7. Segmenting 8. Sequence 9. PSC Value 11. User
Indicator Number Data

Figure 5.5: PSH Data Packet Analysis Display

1. _Packet Type Mnemonic

Data Packet:
Data

Unnumbered Packets:
Call
Call Connected
Clear
Clear Confirm
Diagnostic
Interrupt
Interrupt Confirm
Reset
Reset Confirm
Restart
Restart Confirm

Supervisory Packets:
REJ
RNR
RR
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2. P(r)
This field displays the P(r) count.

3. _P(s)
This field displays the P(s) count.

4. M Bit
This field displays the More bit (M bit) setting.

M M bit is set
(blank) M bit is not set

5. Modulo, D bit, Q bit

This field indicates the modulo, and the setting of the Delivery
bit (D bit), and the Qualifier (Q) bit.

(Eblank) "~ Modulo 8

Modulo 128
D Delivery bit (D bit) set
Q Qualifier bit (Q bit) set
6. LCN, LCGN

This field displays the Logical Channel Number (LCN) and the
Logical Channel Group Number (LCGN).

7._Segmenting Indicator

8. Sequence Number (SN)

This field displays the data packet Sequence Number (SN) in
hex. If the Packet Sequence Indicator (PSI) bit is not set,
None is displayed.

TEKELEC
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9. PSC Value

This field displays the Physical Services Command (PSC)
value in hex. If the Control Present Indicator (CPl) is not set,
None is displayed. The PSC Values and commands are listed
in Figure 5.6.

10. PSC

The field displays the Physical Services Command, if present.
Commands and PSC values are listed in Figure 5.6.

PSC Value PSC Command
01 Unknown
02 PSDISC
04 PSXID
06 PSTEST
08 PSCONTACT
Any other Unknown

Figure 5.6: PSC Commands

11. User Data

This field displays uninterpreted user data, packet type, or
message. A line of user data, or the Facilities, will wrap
around to the next line if it is longer than 32 bytes.

5-12 ; Version 4.0
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CHAPTER SIX:
SNA MONITORING

Introduction
Monitoring allows you to passively monitor the traffic on a data
line without affecting the traffic. By doing this, you can
interpret captured traffic and troubleshoot the line. This
section describes SNA Analysis and Statistics, by focusing on
- the protocol-specific details of these applications. For a
general description of the applications, refer to Chapter 1.’

This section assumes that you know how to select Monitoring
for a port with SNA as the protocol. It you do not know how
to do this, refer to the Chameleon 32 User’s Guide, Volume |.

Monitor Setup Menu

When you select SNA as your Monitoring protocol, you are
prompted for several configurable parameters, as shown in
Figure 6.1 below. Each of these parameters is explained on
the following page.

Port x Monitor Setup

Press G0 to Accept

Encoding NRZ ‘-
Address Selection No
Modulo 8
Extended addr No

Figure 6.1: SNA Monitor Setup Menu
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Encoding

Encoding is a level 1 (physical) parameter that determines
how the Chameleon 32 interprets the electrical signal to
distinguish between binary 1 and 0. The options are:

NRZ Non Return to Zero. In NRZ encoding, a 1 is
represented by a high level, and a 0 is represented
by a low level. ,

NRZI  Non Return to Zero Inverted. In NRZl encoding, a

1 is represented by no change in level, and a O is
represented by a change in level.

Address Selection

Address Selection determines whether the Chameleon 32
monitors all traffic on the line, or monitors only traffic to and
from a specific address. The options are:

No Analyzes all traffic on the line, regardless of
address.
Yes Analyzes traffic with the specified address. If you

select this option, you are prompted for a hex
address (00-FF). After entering an address, press:
RETURN to continue.
Modulo
Modulo determines the frames numbering sequence that will
be used to keep track of the frames that are transmitted and
received. The options are:
Modulo 8 Frames numbered from 0 - 7

Modulo 128 | Frames numbered from 0 - 127

Extended Addressing

Extended Addressing determines whether 8-bit addressing
or 16-bit (extended) addressing is being used for
transmission. The options are:

Yes Extended (16-bit) addressing
No 8-bit addressing

TEKELEC
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Analysis
Analysis provides two pages: Real Time and HistoB/. Both
pages display traffic in a split screen format (DCE/DTE).

The Real Time page displays traffic from both sides of the line
as it is acquired. The data scrolls as traffic is acquired.

History displays traffic that has been acquired and put in a
buffer. You can move back and forth through the traffic in the
buffer to display specific parts of it.

The display format and function keys are the same for both
pages, as shown in Figure 6.2 below.

01 I 03 04 15 PORT A O
TH: FID2 WSeg D=02 0=00 SNF=0000
RH: -Response FMD 0IC SDI
D1 RT
Sense data 08010000
Resource not available
01 I 01 0t 12 PORT A 1
TH: FID2 WSeg Exp  D=02 0=00 SNF=0011
RH: Request SC O0IC FI
D1
RU: ACTLU
Activation type ERP
FM Profile 0
TS Profile 1
011 02 03 P 9 Port A 2
TH: FID2 WSeg D=00 0=02 SNF=0001
RH: +Response FMD 0IC
D1
011 03 04 15 Port A 3
TH: FID2 WSeg D=02 0=00 SNF=0000
RH: -Response FMD 0IC SDI
D1 RT :

Figure 6.2: Sample SNA Analysis Page
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DCE/DTE
Frames transmitted by the DCE are displayed on the left half

of the screen. Frames transmitted by the DTE are displayed
on the right half of the screen.

Baud Rate Changes

A baud rate change is as shown in the displays, as follows:

New Baud Rate 9600

Colors
Colors distinguish the different levels of the display:

Green = Frame level (SDLC)
Blue = SNA

White = User data

Red = Errors

Interface Lead Transitions

Interface lead transitions are shown as an up arrow character
(1) if the specified lead made a transition from low to high, or
a down arrow character (| ) if the lead made a transition from
high to low. All transitions for a given event are shown on one
line. The leads are:

DCE Leads DTE Leads
CTS RTS

DSR DTR

DCD

SDCD

RI
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Function Keys

The function keys control how the traffic is interpreted and

. displayed. These functions are available for both the History

and Real Time pages. The SNA Analysis function keys are
described below.

F1: Code

F1 determines the format of the user data display. This is the
data which does not belong to a protocol specific format.
Each time you press F1, the user data (in white) changes to
the code indicated in the softkey strip. The options are:

ASCII Each byte is displayed as an ASCII character.
Characters in the range 0 - 1F hex are shown as
single character mnemonics. Characters above
80 hex are shown as ‘.’.(defauit)

EBCDIC Each byte is displayed as an EBCDIC character.

HEX Each byte is displayed as a pair of hex digits

HEXS = Each byte is displayed as a pair of hexadecimal
digits, with a space between each pair.

F2: Acquisition_Information

F2 determines the acquisition information display format,
which is displayed in green or white in the center of the
screen, between the DCE and DTE sides (See Figure 3.1).
The options are:

Number Event number in decimal (defauilt)

Flags Number of flags preceding the frame, in decimal

Time Event time stamp as hh:mm:ss

dTime Displays the elapsed time between events

CRC CRC value in hex, and OK if CRC is good or BAD
, if CRC is bad

None No acquisition information is displayed

The port receiving the packet (Port A or Port B) is displayed
as part of the acquisition information unless the None option
is selected.

TEKELEC
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Note

F3: Event Types

F3 determines what types of events will be displayed on the
Analysis page. The options are:

l Information frames only
V) Information and Unnumbered frames only

us Information, Unnumbered, and Supervisory frames
(default)

IUSL All frames, plus lead transitions

F3 affects the page display only. All events are captured,
regardless of the F3 selection (unless you are running a
Triggering application which captures specific traffic or
events).
F4: SDLC

F4 determines how the frame level (SDLC) is interpreted and
displayed. The options are:

SDLC- SDLC is acquired, but not displayed
SDLC + SDLC is displayed interpreted
SDLC” SDLC is displayed raw

SDLC* SDLC is displayed interpreted and raw

F6: SNA

F6 determines how the session level (SNA) is interpreted and
displayed. The options are:

SNA-  SNA is acquired, but not displayed
SNA + SNA is displayed interpreted
SNA”  SNA is displayed raw

SNA* SNA is displayed interpreted and raw

TEKELEC
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F7: TH

F7 determines how the Transmission Header (TH) is
interpreted and-displayed. The options are:

TH-  TH is acquired, but not displayed |
TH+ TH is displayed interpreted

TH”  TH is displayed raw

TH*  TH is displayed interpreted and raw

F8: RH

F8 determines how the Request/Response Header (RH) is
interpreted and displayed. The RH follows the TH in the
information field, and is 3 bytes in length. It functions as the
header for the Request/Response Unit (RU). The options are:
RH- RH is acquired but not displayed

RH+ RH is displayed interpreted

RH” RHis displayéd raw

RH*  RH is displayed interpreted and raw

F9: RU

F9 determines how the Request/Response Unit (RU) is
interpreted and displayed. The RU contains the user data or
network control information that is being transmitted between
LUs. The sofkey options are:

RU- RU is acquired, but not displayed

RU+ RU is displayed interpreted

RU”  RU is displayed raw

RU* RU is displayed interpreted and raw
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F10: User Data

F10 determines if user data is displayed. It also displays the
traffic in a raw mode (uninterpreted). The options are:

User+ User data is displayed
User-  User data is not displayed

Raw All traffic (data, SDLC, SNA) is displayed
uninterpreted (raw) in the code selected in F1

TEKELEC
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SNA Display
Figure 6.3 below shows the SNA Analysis display.

TH: |FID2 |[|WSEG [|Exp

D=0203 {|0=0405 ||SNF=0607 ||DCF=0809
RH: |Request ||FMD | |OIC||SDI||FI
D1

Sense Data 08151234
FUNCTION ACTIVE

FF

RU:

Figure 6.3: Sample SNA Traffic

SDLC Display

Figure 6.4 below shows the fields of the SDLC Analysis

display.

Field 1 Field2 Field 3

S
laloinal

Field4 Field5 Field6 Field7

Figure 6.4: SDLC Components Analysis Display

Field 1: Frame Abort/CRC Errors
A Frame abort

B Bad FCS (Frame Sequence Check)
blank Frame is OK

Field 2: Address in hexadecimal
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Field 3:

Field 4:

Field 5:

Field 6:

Field 7:

Frame type, as follows:

I Information Frame _
) Unnumbered frame and mnemonic:

ul Unnumbered Information
RIM  Request Initialization Mode
SIM  Set Initialization Mode
TEST Test frame

SNRM Set Normal Response Mode
DM Disconnect Mode

DISC Disconnect

uUpP Unnumbered Poll

UA Unnumbered Acknowledge-
FRMR Frame Reject

CFGR Configure

RD Request Disconnect

XID Exchange Identification

S Supervisory frame and frame mnemonic:

RR Receiver Ready
RNR Receiver Non Ready
REJ Reject

N(s) count (I-Frames only)

N(R) count (I and S frames only)

Poll/ Final Bit
F Final bit set (DTE)
P Poll bit set (DCE)

blank P/F bit not set

Length of the I-Field in decimal if > 0 (all frame
types)

TEKELEC
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TH Display

The fields of the TH display depend on the type of
Transmission Header that was transmitted. The type of TH is
referred to by Format Identifier (FID).. There are six FID types,
as shown in Figure 6.5 below:
. Bit Length
0 1 2 3 FID Type _ (Bytes)
0 0 0 O FIDO 10
0 0 0 1 FID 1 10
0 0 1 O FID 2 6
0 0 1 1 FID 3 2
0 1 0 O FID 4 26
1 1 1 1 FID F 26
Figure 6.5: TH Types
The TH Option Mnemonics are shown in Figure 6.6 below.
Mnemonic Description Mnemonic Description
IERN Initial Explicit Route Number WR- (Decrement) Window Reply
ERN Explicit Route Number WR + (Increment) Window Reply
VRN Virtual Route Number VRSSN VR Send Sequence Number
Pri Priority (Lo, Med, Hi) RwWI Reset Window Indicator
TG TG Sweep Indicator PRQ VR Pacing Response
ERVR ER and VR Support Indicator PRS VR Pacing Request
NonSequenced NonSupervisol Transmission Group Sequence
NSNS VR S'eguencing P v TGSNF Number Field P =ea
VRPC VR Pacing Count Indicator OSAF Origin Subarea Field
W- Decrement Window Size DSAF Destination Subarea Field
W+ Increment Window Size Fmt Command Format
FIFO TG FIFO Not Required Type Command Type
NPri Network Priority
Figure 6.6: TH Option Mnemonics
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RH Display
Figure 6.7 below shows the fields of the Request/Response
. Header (RH) component of the SNA display. The RH contains
information about the Request/Response Unit (RU).
Field 1 Field2 Field3 Field4 Field5
RH: |Request FMD | |OIC | |SDI | |FI
Field6 — |D1
D2
Figure 6.7: RH Component of the SNA Analysis Display
The following information may be contained in the fields
shown in Figure 6.7:
Field 1: Message type:
Request RU contains a request
+Response RU contains a positive response
-Response RU contains a negative response
Field 2: RU Category:
FMD Function Management Data
NC Network Control
DFC Data Flow Control
SC  Session Control
Field 3: Begin/End Chain Indicator (shows which section of
the chain has been captured):
FIC First In Chain
MIC Middle In Chain
LIC Last In Chain
OIC Only Iin Chain
Field 4: Sense Data Indicator (SDI)
SDI Sense Data is included
blank Sense Data not included
TEKELEC 6-12 Version 4.0
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Field 5:
Fl
blank

Field 6

If mnemonic appears, the relevant bit is set.

Format Indicator (Fl) bit setting

Format Indicator bit is set
Format Indicator bit is not set

Other RH Fields:

If

mnemonic does not appear, the bit is not set. (See
Figure 6.8 below for possible mnemonics.)

RH Field

Description

D1

Definite Response 1

D2

Definite Response 2

RT

Exception Response Indicator

QR

Queued Response

Pl

Pacing Indicator

BB

Begin Bracket

EB

End Bracket

CO

Change Direction

Cs

Code Selector

ED

Enciphered Data

. PD

Padded Data

CB

Conditioned End Bracket Indicator

Figure 6.8: RH Field Mnemonics

TEKELEC
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RU Display
Figure 6.9 below shows the RU component of the SNA
display.

Sense Data 08151234 | «—— Field 3

Field 4 —

RU:

]

Field 1 Field 2

Figure 6.9: RU Component of the SNA Analysis Display

The’ following information may be contained in the fields
shown in Figure 6.9:

Field 1: RU name (for example BIND)
Field 2:  Value (for example 31)

If there is Sense Data, the following fields will be displayed:

Field 3: Major Code, as follows:
First two bytes are the major code:

08 Request Reject
10 Request Error
20 State Error

40 RH Error

80 Path Error

The next two bytes are the Modifier.

The last four bytes are user sense data.

Field 4: Meaning of the Major Code + Modifier.
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SNA Statistics

SNA Statistics displays and prints statistical information about

the traffic on the line.

Activating SNA
Statistics Pages

SDLC Line
SNA Session
SDLC PU
Session PU
SNA LU
SNA LU Line

You have the ability to activate six
pages that show the following statistical information:

SDLC statistics for all PUs
SNA statistics for all PUs
SDLC statistics for one PU
SNA statistics for one PU
SNA statistics for one LU
SNA Statistics for all LUs

When you start the SNA Statistics, only the SDLC Line
statistics page is activated. (If you do not know how to start
the statistics application, refer to the Chameleon 32 User’s
Guide, Volume I, for information.)

From the SDLC Line Statistics page, you can activate the
other SNA Statistics pages as shown in Figure 6.10. The
function keys that you use to activate and deactivate each
page are also shown.

F1 PUs

SDLC PU
Statistics Page

F2 SNA LU +/-

|

SNA LU Line
Statistics Page

|

F1 LUs

SNA LU
Statistics Page

Figure 6.10: Activating SNA Statistics Pages

SDLC Line
Statistics Page

F2 SESS +/-

SNA Session
Statistics Page

|

F1 PUs

|

Session PU
Statistics Page

TEKELEC
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Each SNA Statistics page can only be activated and
deactivated from other specific statistics pages. For
example, a Session PU Statistics page can be activated only
from an SNA Session page.

Function Keys

Each SNA Statistics page has its own set of function ic, ..
Many of the function keys are the same for all pages. For
example, the RESET function key resets all statistical values
to zero in that page.

The function keys for all SNA Statistics pages are described
on page 6-17. .

Page Display

The page displays for the SNA Statistics pages are described
on the following pages: _

SDLCLine ................. 6-21
SDLCPU .................. 6-21
SNASession ............... 6-24
SessionPU ................ 6-24
SNALU ................... 6-27
SNALULine ............... 6-27

. TEKELEC
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Function Keys for SNA Statistics

Each SNA Statistics page has two softkey strips. When an
SNA Statistics page is activated, the first softkey strip that
appears, will be similar to the figure shown below.

F1

F2

F3 F4 F5 F6 F7 F8 F9 F10

F1_ FUNCT
F1 FUNCT appears in the first softkey strip for all SNA

Statistics pages. When you press F1 FUNCT, it displays the
second softkey strip for the active statistics page.

F2 - F10: PUs or LUs

In this first softkey strip, F2-F10 display the Physical Units
(PUs) or Logical Units (LUs) that are active. LUs are.
displayed for the SNA LU and SNA LU Line Statistics pages.
PUs are displayed for the other four SNA Statistics pages.

The number of PUs or LUs that are shown in the softkey strip
depends on the traffic you are monitoring. If there are more
than eight PUs or LUs active, you can display the additional
PUs or CUs by pressing F9 More.

This softkey strip enables you to activate a page which
displays statistical information for a specific PU or LU. If the
PU/LU has + next to it, a page has been activated for that
PU or LU. If the PU/LU has a - next to it, a page is not
currently activated for that PU or LU.

To activate or deactivate a PU or LU page, press the function
key that corresponds to that PU or LU. This causes the
softkey strip to change to + or - for that PU or LU, and a PU
or LU page to appear or disappear from the screen.

- TEKELEC
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The second softkey strip for the SNA pages, will be one of the
following:

F1 F2 F3 F4 F$ F6 F7 F8 F9 F10

Second softkey strip for: SDLC Line Statistics
SNA Session Statistics
"~ Session PU Statistics

F1 F2 F3 F4 F5 F6 F7 F8 F9 F10

Second softkey strip for: SNA LU Statistics
. SNA LU Line Statistics
SDLC PU Statistics .

F1 PUs/LUs

The F1 key displays the softkey strip of active PUs or LUs, as
described on the previous page.

F2: SNA LU+/-

F2 SNA LU activates and deactivates a page for SNA Logical
Unit (LU) statistics. If F2 SNA LU has + next to it, a page
has been activated. If F2 SNA LU has a - next to it, a page
is not currently activated.

To activate or deactivate an SNA LU page, press F2. The
softkey strip should then change to SNA LU+ or SNA LU-
and the page should appear or disappear from the screen.
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F2: SESS +/-

F2 SESS activates and deactivates a page for SNA Session
statistics. - If F2 SESS has + next to it, a page has been
activated. If F2 SESS has a - next to it, a page is not
currently activated for SNA Session Statistics.

To activate or deactivate an SNA Session page, press F2.
The softkey strip should then change to SESS+ or SESS-
and a page banner should appear or disappear from the
screen.

F3: Print

F3 Print prints a statistical report that is very similar to the
screen display format. If you have a printer connected to the
Chameleon 32, you can print a report.

If you do not have a printer, pressing F3 has no effect. The

report is not displayed on the Chameleon 32 screen. Refer
to the Chameleon 32 User’s Guide, Chapter 6: Utilities, for
information about configuring the Chameleon to use your
printer.

A sample SDLC Line statistics report is shown in Figure 6.11"
on page 6-20.

F4: Reset

F4 Reset resets the statistics values on the active page to
zero.

F5: Time/Date

F5 Time/Date enables you to display the time or the date at’
the top of the Statistics. page. The timer display changes
when the next event is received.

TEKELEC
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TEKELEC SNA LINE STATISTICS REPORT
START TIME: 00:00:00:000 000
LAST TIME: 00:00:00:000 000
PUs ACTIVE : XX XX XX
NUMBER OF POLLS (RR): 0
PRODUCTIVE POLLS (RR) 0
NON-PRODUCTIVE POLLS (RR) 0
DCE DCE DTE
I-FRAMES : 00000000 00000000
FRAME RETRANSMISSIONS : 00000000 00000000
RNRs 00000000 00000000
CRC ERRORS : 00000000 00000000
FRAME ABORTS : . 00000000 00000000
FRMR : 00000000 00000000
SNRM : 00000000 00000000
ut : 00000000 00000000
BCN : 00000000 00000000
CFGR : 00000000 00000000
up : 00000000 . 00000000
TEST : 00000000 00000000
AVG LAST MAX MIN
DCE PUI LEN : 00000 00000 00000 00000
DTE PIU LEN : 00000 00000 00000 00000
FRAME RESPONSE TIME : 0.000 0.000 0.000 0.000
MEAN POLL TIME : 0.000 0.000 0.000 0.000
POLL TO DATA TIME : 0.000 0.000 0.000 0.000
POLL FREQUENCY : 0.000 0.000 0.000 0.000
LINE UTILIZATION : : 00 %
DATA LINE UTILIZATION : 00 %
CONTROL LINE UTILIZATION : 00 %

Figure 6.11: SNA Line Statistics Report
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SDLC Line Statistics Page
SDLC PU Statistics Page

The SDLC Line Statistics page is shown in Figure 6.12. The
SDLC PU Statistics page has the same format, except that it
does not include several of the SDLC Line fields, as
described below.

(@l
J

SDLC LINE STATISTICS
START TIME: 03:07:09:600 720 LAST TIME: 03:07:18:352 040

pU: 40 ci c2

STATE: POLL  DCE INFO [: READY DISCONNECT

NUMBER OF POLLS(RR): 0

PRODUCTIVE POLLS(RR): O
NON-PROD POLLS(RR): 0

DCE  DIE AVG  LAST  MAX  MIN
I-FRAMES: 0 0 DCE LEN: 00000 00000 00000 00000
REJs: 0 0 DTE LEN: 00000 00000 00000 00000
RETRIES: 0 0 FRAME RESP: 0.000 0.000 0.000 0.000
RNRs : 0 0 MEAN POLL TM: 0.000 0.000 0.000 0.000
FRMRs : 0 0 POLL TO DATA: 0.000 0.000 0.000 0.000
FRAME ABORTS: 0 0 POLL TO POLL: 0.000 0.000 0.000 0.000
CRC ERRORS: 0 0 I-FRAMES/SEC: 00 POLL/SEC: 0
DCE UTILIZATION: 0% DTE UTILIZATION: 0%
DCE DATA: 0% DTE DATA: 0%
DCE OVERHD: 0% DTE OVERHD: 0%

Figure 6.12: SDLC Line Statistics Page

Start Time Time of the end of the first event (frame).
Last Time Time of the end of the last event (frame).
PU In SDLC Line statistics, this field displays the

addresses of the first 16 active PUs. In
SDLC PU Statistics, it displays the address
in hex of the PU selected for that page.
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State

Number of
Polls

Productive
Polls

Non-productive

Polls

Last activity or current state of each PU.
Possible states are:

e Poll

DCE Info
DTE Info
Not Ready
Ready
Disconnect

Total number of polls (RRs) during session.

Polls (RRs) that are responded to with an |[-
frame. :

Polis (RRs) that are not responded to with an
I-frame.

For the following fields, the statistical information for the DCE
and DTE is calculated and displayed separately.

I-Frames
REJs
Retries
RNRs

FRMRs

Frame Aborts

CRC Errors

Number of Information frames received.
Number of Reject frames received.
Number of re-transmitted frames received.

Number of Receive Not Ready frames
received.

Number of Frame Reject frames received.

SDLC Line Statistics only. Number of frame
aborts received. ’

SDLC Line Statistics only. Number of
DCE/DTE Cyclic Redundancy Check errors
received.

TEKELEC
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DCE/DTE
Utilization

DCE/DTE Data

DCE/DTE
Overhead

For the following

Displays line utilization on all PUs.
Determined by calculating the number of
bytes that could have been transmitted at
the measured baud rate, divided by the
actual number of bytes that were
transmitted.

The bar graph shows the relative
proportion of the time the line is utilized for
the transfer of data and overhead (control)
packets. 4

Percentage of time there is user data on
the line. User data is the information field
o'; an |-frame or Request/Response Unit
(RU).

Percentage of time there is non-user
data on the line.

parameters, the average, last, maximum,

and minimum times in seconds are displayed.

DCE Length
DTE Length

Frame Response
Time

Mean Poll Time

Poll to Data Time

Poll to Poll Time

The average, last, maximum, an.d
minimum length of a DCE I-frame.

The average, last, maximum, and
minimum length of a DTE I-frame.

The time between the end of an I-frame
and the end of the frame carrying the N(R)
confirmation for that I|-frame.

One-half the time between polls to the
same PU.

The time from a poll to the completion of
the |-frame responding to that poll.

SDLC Line Statistics only. The time from a
poll to the next poll on any address.

TEKELEC
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I-Frames/Sec The total number of I-frames, divided by
:jhe total number of seconds, rounded
own.

Polls/Sec The total number of polls, divided by the
total number of seconds, rounded down.
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SNA Session Statistics Page
SNA Session PU Statistics Page

The format of the SNA Session and SNA Session PU
. Statistics pages is shown in Figure 6.13. Each field of the
display is described below.

|
U

SNA SESSION STATISTICS
START TIME: 00:00:00:000 000 AM LAST TIME: 00:00:00:000. 000 AM

PU:
LINE UTILIZATION: 00%

COMMAND
ACTPU:
DACTPU:
ACTLU:
DACTLU:
BIND:
UNBIND:
SOT:
CLEAR:
ACTCDRM:
DACTCDRM:
STSN:
RQR:
CVR:

m
(=]

+RESP  +RESP AVG LAST MAX MIN

"~ DCE RESP: 0.000 0.000 0.000 0.000
DTE RESP: 0.000 0.000 0.000 0.000
DCE DELTA: 0.000 0.000 0.000 0.000
DTE DELTA: 0.000 0.000 0.000 0.000

[~ N -N-N-N-N-N-N-N-g=-N-N-0 "]
[~ N -N-N-N-N-N-N-N-N-N-N-N-]
[N -N-N-N-N-N-N—-N=N-N-N=N-]

Figure 6.13: SNA Session/SNA Session PU Statistics

The SNA Session statistics page contains the following
session information:

Start Time Time of the end of the first event

Last Time Time of the end of the last event

PU The Physical Units (PUs) active during the
session, shown in hex.

Line

Utilization The percentage of time the line is being used

for all traffic.
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SNA Commands

The SNA Session page indicates the number of Requests
(REQ), positive responses (+ RESP), and negative responses
(-RESP) for the following commands:

ACTPU

DACTPU
ACTLU
DACTLU

BIND

UNBIND

SOT

CLEAR

ACTCDRM

DACTCDRM

Activate Physical Unit. Establishes the
SSCP-PU session, permitting data to flow
between the host and ‘a devices. After the PU
is activated, session may be established with
the LUs.

Deactivate Physical Unit. Sent by the
operator to conclude the SSCP-PU session.

Activate Logical Unit. Sets the states and
parameters for SSCP-LU sessions.

Deactivate Logical Unit. Sent by an operator
to terminate an SSCP-LU session.

The BIND commands determines the session
parameters and protocol options for
establishing LU-LU sessions.

The UNBIND command terminates a LU-LU
session. It is sent when a terminal logs off, at’
the conclusion of an application program, or
when certain types of errors occur.

Start Data Traffic. SDT is sent by primary
session control to secondary session control
to enable the sending and receiving of FMD
and DFC requests and responses by both
half-sessions.

Clear is sent by primary session control to
reset the data traffic FSMs and subtrees (for
example, brackets, pacing, sequence
numbers) in the primary and secondary half-
sessions (and boundary function, if any).

Activate Cross-Domain Resource Manager.
ACTCDRM is sent from one SSCP to another
SSCP to activate a session between them
and to exchange information about the
SSCPs.

Deactivate Cross Domain Resource Manager.
DACTCDRM deactivates an SSCP-SSCP
session. :
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STSN

RQR

CRV

Set and Test Sequence Numbers. STSN is
sent by the primary half-session sync point
manager to resynchronize the values of the

half-session sequence numbers, for one or

both of the normal flows at both ends of the
session.

Request Recovery. RQR is sent by the
secondary to request the primary to initiate
recovery for the session, by sending CLEAR
or to deactivate the session.

Cryptography Verification. CRV is a valid
request only when session-level
cryptography was selected in BIND. It is sent
by the primary LU session control to verify
cryptography security, so that both half-

sessions can send and receive FMD
requests.

Timing Statistics

The remaining fields display the average, last, maximum, and
minimum times, as described.

DCE RESP
DTE RESP

DCE DELTA

DTE DELTA

The time between a frame sent from the DCE
side and the acknowledging frame from the
DTE side.

The time between a frame sent from the DTE
side and the acknowledging frame from the
DCE side.

The time between the last two DCE frames
received.

The time between the last two DTE frames
received.
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SNA LU Statistics Page
SNA LU Line Statistics Page

The format of the LU Statistics and the LU Line Statistics
pages are the same, as shown in Figure 6.14. Each field of
the display is described below.

(@]
\J .
LU LINE STATISTICS .
START TIME: 03:07:09:600 720 LAST TIME: 03:07:18:352 040

PU: 0

LU: (g2

STATE: BIND INBOUND OUTBOUND UNBIND BENSE: STATUS
RUs: 305

FMD RUs: 203

CONTROL RUs: 102

AVG  LAST  MAX  MI

BIND: 0 INBOUND LEN: 00017 00017 00017 00017
TRANSACTIONS: 0 OUTBOUND LEN: 00011 00011 00011 00011
USER REQS: 0 DCE RESP: 0.000 0.000 0.000 0.000
BID: 0 DCE DELTA: 0.018 0.025 0.025 0.011
SENSE DATA: 102 DTE RESP: 0.000 0.000 0.000 0.000
LUSTAT: 0 DTE DELTA: 0.000 0.000 0.000 0.000
NEG RESP: 102

UTILIZATION: 32%

FMD DATA: 4%

CONTROL.: 28

Figure 6.14: SNA LU Line/SNA LU Statistics Page

Start Time Time of the end of the first event.

Last Time Time of the end of the last event.
PU Address of the PU in hex.
LU Logical Units currently active in hex.
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State

The state of the LU from which the last event
was received.. Possible states are:

BIND
INBOUND
OUTBOUND
UNBIND
SENSE
STATUS

Response Unit Statistics

RUs

FMD RUs

Control RUs

BIND

The number of SNA frames with an RU field.
The RUs can be Requests or Responses.

All function Management Data (FMD) RUs,
including:

Configuration Services
Maintenance Services
Measurement Services
Management Services
Network Operator Services
Session Services

Data, Session, and network control Response
Units.

The number of BIND sessions on the line. A
BIND is sent from a primary LU to a
secondary LU to activate a session between
the LUs. The secondary LU uses the BIND
parameters to determine whether it will
respond positively or negatively to BIND.

TRANSACTIONS The number of all transactions on the line.

USER REQS
BID

SENSE DATA

The number of all requests on the line.

The number of all BIDs. BID is used by the
bidder to request permission to initiate a
bracket.

The number of response frames containing
Sense data (frames with the SDI bit set).
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LUSTAT

NEG RESP

Line Utilization

Utilization

FMD Data

Control

The number of Logical Unit Status (LUSTAT)
on the line. LUSTAT is used by one half-
session to send four bytes of status
information to its paired half-session.

The number of negative -responses on the
line.

Percentage of total line utilization. The
number of bytes that have been sent divided
by the number of bytes that could have been
sent.

Percentage of FMD data frames received.
The number of FMD data frames received
divided by the total number of frames
received.

Percentage of control frames received. The
number of control frames received divided by
the total number of frames received.

Length and Timing Statistics

These fields display the maximum, minimum, average, and
last values as described below. "

Inbound Len
Outbound Len

DCE Resp

DTE Resp

DCE Delta

DTE Delta

The length of all inbound frames.
The length of all outbound frames.

The time between a frame sent from the DCE
side and the acknowledging frame from the
DTE side.

The time between a frame sent from the DTE
side and the acknowledging frame from the
DCE side.

The time between the last two DCE frames
received.

The time between the last two DTE frames
received.
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CHAPTER SEVEN:
ASYNC MONITORING

Introduction

Monitoring allows you to passively monitor the traffic on a data
line without affecting the traffic. By doing this, you can
interpret captured traffic and troubleshoot the line. This
section describes protocol-specific information about Async
Monitoring. Since the Statistics application is not available for
Async, this section describes the Analysis application only.
For a general description of Analysis, refer to Chapter 1.

This section assumes that you know how to select Monitoring
for a port and select Async as the protocol. It you do not
know how to do this, refer to the Chameleon 32 User’s Guide,
Chapter 3: Using the Chameleon 32.

Monitor Setup Menu

When you select Async as your Monitoring protocol, you are
prompted for several configurable parameters as shown in
Figure 7.1. Each parameter is described on the next page.

A
LS

Port x Monitor Setup

lPress 60 to accept

Protocol : ASYNC

Baud rate {-—
Data Bits

Figure 7.1: Async Monitor Setup Parameters
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Baud Rate

The baud rate specifies the speed of the data transmission
(bits per seconds) on the line being monitored. When the red
screen arrow is at baud rate, the options are displayed in the
softkey strip. F9 More displays additional baud rate options.
The available baud rates are:

75 2400

110 4800

300 9600

600 19200

1200 '
Parity

Parity is the error checking technique used for the Async
protocol. A parity bit may follow the data bits. The parity bit
is sent by the transmitter and indicates whether an odd
number or an even number of 1s were transmitted in the data
bits. The receiver determines the number of 1s received, and
compares the result to the parity bit. If the parity bit indicates
that an odd number of 1s were transmitted, but an even
number of 1s were received, the receiver recognizes that an:
error has occurred. The options are:

- Even
Odd
None

Data Bits

Data bits determines how many bits are used to identify a
single character. This is determined by the code set being
used. For example, ASCIl code generally uses 7 data bits to
transmit one character. The options are:

o~Non
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ANALYSIS

Analysis provides two pages: Real Time and History.

The Real Time page displays traffic as it is acquired.

History displays traffic that has been acquired and put in a
buffer. You can move back and forth through the traffic in the
buffer to display specific parts of it.

The display format and function keys are the same for both
pages, as shown in Figure 7.2. The page components are
described on the following pages.

Transmitted character in hex Transmitted character in Optional field: Event Number
selected code (See F1 key.) (See F2 key.)
G N / )

\2% / Port A 113 /

20 Port A 114

41 A Port A 115

53 S Port A 116

59 Y Port A 117

4E N Port A 118

43 C Port A 119

20 Port A 120

54 T Port A 121

41 A Port A 122

53 S Port A 123

48 K Port A 124

20 Port A 125

53 S Port A 126

54 T Port A 127

41 A Port A 128

54 T Port A 129

55 V] Port A 130

53 S Port A 131

20 Port A 132

Figure 7.2: Analysis Page with Sample Async Traffic
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Function Keys

The function keys control how the traffic is interpreted and
displayed. These functions are available for both the History

-and Real Time pages. The Async Analysis function keys are

described below.

F1: Code

F1 determines the format of the user data display. This is the
data which does not belong to a protocol specific format.
Each time you press F1, the user data (in white) changes to
the code indicated in the softkey strip. The options are:

ASCIl Each byte is displayed as an ASCIl character.
Characters in the range 0 - 1F hex are shown as
single character mnemonics. Characters above
80 hex are shown as ‘.’.(default)

EBCDIC Each byte is displayed as an EBCDIC character.

HEX (I';_‘ach byte is displayed as a pair of hexadecimal
igits

HEXS Each byte is displayed as a pair of hexadecimal
digits, with a space between each pair. _

F2: Acquisition Information

F2 determines the acquisition information display format,
which is displayed at the end of each display line (See Figure
7.1). The options are:

Number Event number in decimal (default)

Time Event time stamp as hh:mm:ss ddd ddd
dTime Displays the e<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>