AFS Programmer’s Reference :

A uthentic ation Server In terface

T ransarc Corp oration

April 12, 1993

c Cop yrigh t 1993 T ransarc Corp oration

All Righ ts Reserv ed

FS-00-D166

Con ten ts

1 Ov erview : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 1

1.1 Intro duction : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 1

1.2 Scop e of this Do cument : : : : : : : : : : : : : : : : : : : : : : : : : : : 1

1.3 Do cument Layout : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 2

1.3.1 Related Do cuments : : : : : : : : : : : : : : : : : : : : : : : : : 2

2 Authentic ation Server Arc hitecture : : : : : : : : : : : : : : : : : : : : : : 4

2.1 Encryption Key : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 4

2.1.1 Overview : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 4

2.1.2 Mutual Authentication : : : : : : : : : : : : : : : : : : : : : : : 4

2.1.3 System Design : : : : : : : : : : : : : : : : : : : : : : : : : : : : 6

2.2 Assumptions : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 6

2.2.1 Intro duction : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 6

2.2.2 Physical Security : : : : : : : : : : : : : : : : : : : : : : : : : : : 6

2.2.3 Time Synchrony : : : : : : : : : : : : : : : : : : : : : : : : : : : 7

2.2.4 Passwords : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 7

2.3 Security : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 8

2.3.1 Intro duction : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 8

2.3.2 Security through Encryption : : : : : : : : : : : : : : : : : : : : 8

2.3.3 Metho ds of Attack : : : : : : : : : : : : : : : : : : : : : : : : : : 9

3 Authentic ation Server In terface : : : : : : : : : : : : : : : : : : : : : : : : 12

3.1 Intro duction : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 12

3.2 Constants : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 12

3.2.1 Interface F unction Op co des : : : : : : : : : : : : : : : : : : : : : 13

3.2.2 Constants : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 13

3.2.3 Miscellaneous : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 14

3.3 Structures : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 15

3.3.1 struct ka CBS : : : : : : : : : : : : : : : : : : : : : : : : : : : : 15

3.3.2 struct ka BBS : : : : : : : : : : : : : : : : : : : : : : : : : : : : 15

3.3.3 struct EncryptionKey : : : : : : : : : : : : : : : : : : : : : : : 16

3.3.4 struct kaident : : : : : : : : : : : : : : : : : : : : : : : : : : : 16

T able of Contents i April 12, 1993 14:48

3.3.5 struct kaentryinfo : : : : : : : : : : : : : : : : : : : : : : : : 16

3.3.6 struct kasstats : : : : : : : : : : : : : : : : : : : : : : : : : : 17

3.3.7 struct kadstats : : : : : : : : : : : : : : : : : : : : : : : : : : 18

3.3.8 struct ka kcInfo : : : : : : : : : : : : : : : : : : : : : : : : : : 19

3.3.9 struct ka debugInfo : : : : : : : : : : : : : : : : : : : : : : : 19

3.4 User-Level Library Interface : : : : : : : : : : : : : : : : : : : : : : : : : 20

3.5 RPC F unction Calls : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 22

3.5.1 KAA Authenticate : : : : : : : : : : : : : : : : : : : : : : : : : : 23

3.5.2 KAA ChangePassword : : : : : : : : : : : : : : : : : : : : : : : : 23

3.5.3 KA

T GetTicket : : : : : : : : : : : : : : : : : : : : : : : : : : : 23

3.5.4 KAM SetPassword : : : : : : : : : : : : : : : : : : : : : : : : : : 24

3.5.5 KAM SetFields : : : : : : : : : : : : : : : : : : : : : : : : : : : : 24

3.5.6 KAM CreateUser : : : : : : : : : : : : : : : : : : : : : : : : : : 25

3.5.7 KAM DeleteUser : : : : : : : : : : : : : : : : : : : : : : : : : : 25

3.5.8 KAM GetEntry : : : : : : : : : : : : : : : : : : : : : : : : : : : 26

3.5.9 KAM ListEntry : : : : : : : : : : : : : : : : : : : : : : : : : : : 26

3.5.10 KAM GetStats : : : : : : : : : : : : : : : : : : : : : : : : : : : : 26

3.5.11 KAM Debug : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 27

3.5.12 KAM GetPassword : : : : : : : : : : : : : : : : : : : : : : : : : 27

3.5.13 KAM GetRandomKey : : : : : : : : : : : : : : : : : : : : : : : 27

3.6 User-Level Library F unctions : : : : : : : : : : : : : : : : : : : : : : : : 28

3.6.1 k a UserAuthenticateGeneral : : : : : : : : : : : : : : : : : : : : 28

3.6.2 k a UserReadPassword : : : : : : : : : : : : : : : : : : : : : : : : 29

3.7 Cell Related F unctions : : : : : : : : : : : : : : : : : : : : : : : : : : : : 29

3.7.1 k a CellCon�g : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 29

3.7.2 k a Lo calCell : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 29

3.7.3 k a ExpandCell : : : : : : : : : : : : : : : : : : : : : : : : : : : : 30

3.7.4 k a CellT oRealm : : : : : : : : : : : : : : : : : : : : : : : : : : : 30

3.8 Miscellaneous Client-Side F unctions : : : : : : : : : : : : : : : : : : : : 31

3.8.1 k a Andrew StringT oKey : : : : : : : : : : : : : : : : : : : : : : : 31

3.8.2 StringT oKey : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 31

3.8.3 k a StringT oKey : : : : : : : : : : : : : : : : : : : : : : : : : : : 31

3.8.4 k a ReadPassword : : : : : : : : : : : : : : : : : : : : : : : : : : 32

3.8.5 k a ParseLoginName : : : : : : : : : : : : : : : : : : : : : : : : : 32

3.8.6 k a Init : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 33

3.8.7 k a ExplicitCell : : : : : : : : : : : : : : : : : : : : : : : : : : : : 33

3.8.8 k a GetServers : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 33

3.8.9 k a GetSecurity : : : : : : : : : : : : : : : : : : : : : : : : : : : : 34

3.8.10 k a SingleServerConn : : : : : : : : : : : : : : : : : : : : : : : : : 34

3.8.11 k a AuthServerConn : : : : : : : : : : : : : : : : : : : : : : : : : 34

3.8.12 k a Authenticate : : : : : : : : : : : : : : : : : : : : : : : : : : : 35

T able of Contents ii April 12, 1993 14:48

3.8.13 k a ChangePassword : : : : : : : : : : : : : : : : : : : : : : : : : 35

3.8.14 k a GetT oken : : : : : : : : : : : : : : : : : : : : : : : : : : : : : 36

3.8.15 k a GetAdminT oken : : : : : : : : : : : : : : : : : : : : : : : : : 36

3.8.16 k a GetAuthT oken : : : : : : : : : : : : : : : : : : : : : : : : : : 36

3.8.17 k a GetServerT oken : : : : : : : : : : : : : : : : : : : : : : : : : : 37

3.9 Command Line Interface : : : : : : : : : : : : : : : : : : : : : : : : : : 37

Index : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : : i

T able of Contents iii April 12, 1993 14:48

Chapter 1

Ov erview

1.1 In tro duction

The Authentication Server, or AuthServer, is a program that runs on one or more ma-

chines in a distributed workstation environment. In such an environment, it is common

for a collection of server pro cesses to provide facilities to the network comm unity that

are not av ailable to individual workstations. In a large comm unity

, a formal mec hanism

to con�dently identify clients to servers and vice versa is necessary

. The AuthServer

mediates this identi�cation pro cess. It provides information to the server that allows it

to name its clien t. Conversely

, the client can b e con�dent it is in comm unication with

the desired server and not with a T ro jan Horse. This identi�cation is not p erfect but can

b e relied up on given certain assumptions ab out the security of the network, the integrity

of the human administrators, and the cryptographic e�ort that might b e exp ended to

forge an identi�cation.

1.2 Scop e of this Do cumen t

This pap er describ es the design and structure of the AFS Authentication Server. The

scop e of this work is to provide readers with a su�ciently detailed description of the

AuthServer so that they may construct client applications that call the server’s RPC

interface.

Overview 1 April 12, 1993 14:48

1.3 Do cumen t La y out

The second chapter discusses v arious asp ects of the Auth Server’s architecture. The

basis of authentication in this system is a shar e d se cr et known by b oth parties in a

comm unication. This secret is usually called a key or sometimes an Encryption Key.

After this is discussed, the security issue is considered and assumptions made. Chapter

three discusses the Auth Server’s API in detail.

1.3.1 Related Do cumen ts

This do cument is a mem b er of a do cumentation suite providing programmer level sp eci-

�cations for the op erations of the v arious AFS servers and agents and the interfaces they

exp ort, as well as the underlying RPC system they use to comm unicate. The full suite

of related AFS sp eci�cation do cuments is listed b elow:

� AFS Pr o gr ammer’s R efer enc e: Ar chite ctur al Overview : This pap er provides an

architectural overview of the AFS distributed �le system, describing the full set of

servers and agents in a coherent way

, illustrating their relationships to each other

and, examining their interactions.

� AFS Pr o gr ammer’s R efer enc e: Sp e ci�c ation for the Rx R emote Pr o c e dur e Cal l F a-

cility: This do cument sp eci�es the design and op eration of the remote pro cedure

call and lightweight pro cess pack ages used by AFS.

� AFS Pr o gr ammer’s R efer enc e: BOS Server Interfac e: This pap er describ es the

\nanny" service which assists in the administrabilit y of the AFS environment.

� AFS Pr o gr ammer’s R efer enc e: File Server/Cache Manager Interfac e: This do cu-

men t describ es the workings and interfaces of the two primary AFS agents: the File

Server and Cache Manager. The File Server provides a centralized disk rep ository

for sets of �les, regulating access to them. End users sitting on clien t machines

rely on the Cache Manager agent, running in their kernel, to act as their agent in

accessing the �les stored on File Server machines, making those �les app ear as if

they were really housed lo cally .

� AFS Pr o gr ammer’s R efer enc e: Pr ote ction Server Interfac e: This pap er describ es

the server resp onsible for providing two-way mappings b etween printable user

names and their internal AFS identi�ers. The Pr ote ction Server also allows users to

create, destroy

, and manipulate \groups" of users suitable for placement on ACLs.

Overview 2 April 12, 1993 14:48

� AFS Pr o gr ammer’s R efer enc e:V olume Server/V olume L o c ation Server Interfac e:

This do cument describ es the services through which \containers" of related user

data are lo cated and managed.

In addition to these pap ers, the AFS pro duct is deliv ered with its own user, administra-

tor, installation, and command reference do cuments.

Overview 3 April 12, 1993 14:48

Chapter 2

Authen ti cati on Serv er Arc hitecture

This chapter presents the general architecture of the Authentication Server. First, mu-

tual authentication is discussed in detail. F ollowing this, some assumptions such as

physical security and passwords are discussed. Finally

, the security issue is discussed.

2.1 Encryption Key

2.1.1 Ov erview

The basis of authentication in this system is a shar e d se cr et known by b oth parties in a

comm unication. This secret is usually called a key or sometim es an Encryption Key or

p asswor d. A simple proto col can b e used by each side to determine whether the other

truly do es know the correct key without actually sending the key across the network.

The Data Encryption Standar d (DES) is used to provide this determination, although

other key-based encryption systems could b e used. The AuthServer provides the client,

directly

, and the server, indirectly

, with the shared secret which they use to identify each

other.

2.1.2 Mutual Authen tication

T o deliv er keys to the client and server, the AuthServer m ust use an untrustworthy

comm unication channel. Because of this fundamental problem, each identit y , including

b oth clients and servers, must b e registered with the AuthServer through secure means.

Generally

, this involves a face-to-face meeting with a new user and a system administrator

ation Server Architecture 4 April 12, 1993 14:48 to establish a user name and initial password. Such a registered user is called a principal

identity or just a princip al. The user’s password is used to generate an encryption key

which is used in all further transactions; the password itself is discarded. The user

should change his password p erio dically and can do so without the intervention of a

system administrator.

The key

, generated from the user’s password and stored in the AuthServer, is then used

to mutual ly authentic ate any client-serv er pair. The basic algorithm is quite simple. The

client calls the AuthServer with the name of the server it wishes to contact and a random

numb er which has b een encrypted with the client’s key

. The AuthServer decrypts the

packet with the client’s key

, which it knows, to obtain the random num b er. It then lo oks

up the key of the server and creates a ticket encrypted with the server key and containing

the client’s name and a session key. Then the AuthServer creates a packet for return to

the client which contains the random num b er, the session key

, and the ticket prepared

for the desired server all encrypted with the client’s key

. This packet contains two copies

of the session key: one encrypted with the client’s key and one encrypted two times:

�rst with the server’s key then with the client’s key

. This session key will b e the secret

shared by the client and server when they establish comm unications.

The client decrypts the packet returned from the AuthServer and checks the random

numb er to see that it matches the one sent. If the numb er matches, it can b e sure the

AuthServer is genuine and really knows the client’s key

. The client saves the session key

and delivers the ticket, which it can not interpret, to the server when the connection

is op ened. The server decrypts the ticket and veri�es that the user name it contains

is allowed to use its service. The session key can b e used to encrypt comm unication

b etween the two. The server knows who this user is b ecause the name was in the ticket

encrypted by the AuthServer. The client knows it is in comm unication with the real

server since the server was able to obtain the session key from the the ticket created by

the AuthServer. The parties can work in priv acy , b oth con�dent of the identit y of the

other. This is se cur e mutual ly authentic ate d c ommunic ation.

In practice a slightly more complicated system is employ ed for creating server tickets.

The pro cess of getting a ticket for a server is divided into two steps. The �rst involves

contacting the AuthServer using the proto col outlined ab ove. The AuthServer pro duces

a tick et, called the AuthTicket, which is given to an intermediate server called the Ticket

Granting Service (TGS). The second step is to contact the TGS, using the AuthTicket

as pro of of authentication, to obtain a ticket for the desired server. This second step may

b e rep eated many times during a login session to get tickets for v arious servers as they

are needed. The adv antage of dividing the pro cess this way is that the user’s password

is used only for the �rst step. Since the AuthTicket has a lifetime of a few hours, it is

a smaller security risk to keep it in memory for the duration of a login session than to

keep a password for the same p erio d.

ation Server Architecture 5 April 12, 1993 14:48

2.1.3 System Design

The design of this system b orrows heavily from the work Needham and Schro eder[7] did

on using encryption in an insecure network environment. Many ideas have b een adapted

from their work, esp ecially the format of the tickets and much of their terminology .

A go o d deal of e�ort has gone into making the system compatible with Kerb eros[6].

In this pap er we refer to c el ls which are broadly equiv alent to the r e alms of Kerb eros.

W e have mostly adopted the name ticket, but earlier descriptions of the Andrew system

referred to them as tokens. The term tokens is used here to refer to a structure containing

a tick et and the asso ciated session key .

2.2 Assumptions

2.2.1 In tro duction

The security and reliability of the AuthServer dep ends on several assumptions ab out its

environment. Making these assumptions explicit should help prevent security violations

or other problems caused by inadvertently changing some asp ect of the system on which

the AuthServer relies. In this section we cover all the parts of the system that are unusual

or critical to correct op eration.

2.2.2 Ph ysical Securit y

It is critical to the secure op eration of the AuthServer that the computer on which it

runs is a physic al ly se cur e machine. There are many ways to compromise the integrity

of the AuthServer if access to the hardware is p ossible. Many of these are di�cult to

combat or even detect. Providing physical security is an established technique with well

known adv antages and well understo o d weaknesses.

T o obtain the many adv antages of m ultipro cessing, the AuthServer is usually run as

a distributed pro cess on several machines. Each of these machines m ust b e physically

secure. The connection b etween the AuthServer’s machines and the rest of the system,

including b oth servers and clients, do es not have to b e secure. The proto cols used to

establish and maintain comm unication b etween the AuthServer and clien ts and b etween

clients and servers attempt to protect against all typ es of attacks on the network. In

addition, the physical security of neither the clien t nor other server mac hines is dep ended

up on, as they may b e owned and op erated by individuals or groups throughout the user

ation Server Architecture 6 April 12, 1993 14:48 comm unity .

2.2.3 Time Sync hron y

The proto cols dep end up on a degree of time synchr ony to detect stale or replayed mes-

sages which may b e used in an attack on system security

. Because p erfect synchronization

is unrealistic, this proto col assumes that clo cks on di�erent machines are within �fteen

min utes of each other. This requirement is only imp ortant for changing passwords, b e-

cause this is an op eration with a side-e�ect. This synchronization limit means that a

user who changes his or her password twice within �fteen minutes could have it changed

back by an attacker replaying the �rst change request.

2.2.4 P assw ords

The security of the system critically dep ends on the security of user passwords. Most

users do not keep their password’s safe or cho ose appropriate passwords. This is usually

the largest source of security problems in any system. These problems, however, are lim-

ited to the compromise of individual users, although individuals with access to sensitive

data need to b e careful ab out their passwords.

The problem of managing server passwords is muc h more critical. The ability to reb o ot

a server and have the server’s password entered without human intervention is imp ortant

for large systems that need to provide a high level of av ailability . T o accomplish this,

server passwords are stored on the lo cal, physically secure disk. This approach is a

reasonable interim solution but one which has many p otential risks. The AuthServer

simply assumes that all passwords are safe.

Another problem is the p ossibility of a T r ojan Horse replacing the standard login pro-

gram. Because fetching the login program over the network usually precedes the authen-

tication pro cess, there is no protection from having a rogue �le server supply a copy of

login that steals passwords. The same general problem applies to b o oting a workstation

from a network server. These problems are not addressed by the AuthServer and are

assumed to b e controlled in other ways.

ation Server Architecture 7 April 12, 1993 14:48

2.3 Securit y

2.3.1 In tro duction

The basic authentication problem has two parts: establishing identit y and defeating

attempts to forge identities. The latter almost totally dictates the details of the solution.

The job of establishing the identity of the user is simply a matter of determining whether

or not a user knows the password asso ciated with a principal. This could b e as simple as

having the user sit down at a terminal and typ e in his name and password which is then

sent over the network to the AuthServer. T o provide security in a p otentially hostile

environment, v arious counter-measures must b e taken to prevent a user’s password from

b eing revealed and to prevent one user from masquerading as another. The basic source of

security lo opholes comes from the fact that b oth the lo cal workstations and the network

that connects them to the AuthServer are easily accessible to an attacker. However,

these weaknesses are an intrinsic part of a distributed workstation environment so the

design of the proto cols takes them into account.

2.3.2 Securit y through Encryption

Security problems are primarily addressed by encrypting sensitive messages with DES.

The choice of key and the details of the message contents v ary according to the situation.

The DES algorithm has several features that are imp ortant to its use in authentication

[8].

� It has a relatively compact, eight byte key that can b e formed from several conve-

nient sources such as passwords or random numb ers.

� Data of any length can b e encrypted and decrypted given the key

, but it is very

di�cult to do either without the key

. The data m ust b e padded to a m ultiple of

eight bytes. The standard metho d of encrypting a sequence of data longer than

eight bytes is called cipher blo ck chaining. This metho d uses some data from the

encryption of the previous eight byte chunk to encrypt the current chunk. This

means that a change to a message will a�ect the translation of all subsequent data

in the message.

� The key must b e kept hidden.

The basic paradigm for achieving mutual authentication involv es exchanging messages

that can b e recognized as correct when decrypted using the shared secret as the key .

ation Server Architecture 8 April 12, 1993 14:48

The prop erties of DES are such that without knowledge of the key it is not feasible to

create a prop erly encrypted message or to decrypt a message. The choice of the message

contents results from a consideration of the v arious metho ds of attack that the system

must protect itself against.

2.3.3 Metho ds of A ttac k

The attacks that the design attempts to cop e with fall into these categories:

� eavesdropping - This attack assumes that someone can listen in on a conversation

and obtain priv ate information. It includes b oth intercepting keys or passwords,

which would b e very serious and simple sno oping on the contents of p ersonal �les.

� tamp ering - In this typ e of attack, data is mo di�ed, either in transit or by inter-

cepting a packet, altered, and reinjected into the network.

� replay - This is reinsertion of old packets into the network in an attempt to deceive

the recipien t. The adv antage of this approach is that the attacker do es not need full

knowledge of the contents of the packets. It is conceptually similar to tamp ering

except that it assumes that the original packet was receiv ed or that the delay

b etween interception and reinjection is relatively long.

� server misrepresen tation - This is a sp eci�c case of a T ro jan Horse where an attacker

pretends to b e a server. Mutual authentication is imp ortant in this case.

� cryptographic attack - This is an attempt to decrypt the encryption algorithm.

Apart from using a encryption algorithm blessed by the National Security Agency

(DES), little attempt is made to worry ab out this.

Eavesdropping implies that anything sent over the network can b e read. This means that

sensitive data must b e encrypted when sent over the network. This primarily a�ects keys.

Encryptions can b e used to detect tamp ering. The data to b e protected must b e en-

crypted even though the data itself may not b e sensitive. If an encrypted message is

tamp ered with, the decryption pro cess will scramble it in ways imp ossible for the attacker

to predict. With suitable consistency checks on the decrypted message, tamp ering can

b e detected and such messages rejected. By using encryption to prevent tamp ering, the

recipien t can assume that the data in a message is internally consistent.

Replay attacks can b e defeated in one of two ways. Either by including a timestamp that

causes old messages to b e rejected or by including an identi�er sp eci�ed by the recipien t

ation Server Architecture 9 April 12, 1993 14:48 in an earlier message. The adv antage of timestamps is that they are easy to use; a single

test by the server can detect a replayed message. The disadv antage is that the inevitable

skew b etween the clo cks of di�erent machines and the routing delays imp osed by the

network puts a lower b ound on the delay that can b e detected by rejecting messages

with \old" timestamps. Because many systems contain clo ck skews of several minutes,

this test cannot b e made very rigorous.

Using a handshaking algorithm that exchanges identi�ers has the adv antage that the

identi�ers are only used once. If the identi�er is encountered in a replayed message after

the original transaction has completed, the message will always b e rejected. The problem

is that the proto col for exchanging identi�ers is more complex. The basic scenario is as

follows:

clien t: fr 1 = random()g k ey

� >

< � fr 1+1, r 2 = random()g k ey

:serv er

At this p oint the client knows that the server is real, but the server is still not sure ab out

the clien t. Since the transaction is initiated by the clien t it gets the �rst information

back. It takes one more message

clien t: fr 2+1g k ey

� >

to convince the server and complete the mutual authentication.

An additional safeguard against replay is to test the source of each packet against the

host the previous packet came from and make sure that all packets are from the same

host. This makes hijacking an ongoing connection more di�cult. There are two problems

with using the host address:

� The hardware that inserts the host address may b e altered to fake any desired

return address.

� The user may intentionally change hosts from time to time which limits the strict-

ness of this test to the lifetim e of a single connection.

The problem of server misrepresen tation is resolved whenever m utual authentication

happ ens b efore sensitive data is exchanged. Alternatively

, if sensitive data is encrypted,

and assuming incorrect decryption can b e detected with consistency checks, illegitim ate

servers can b e rejected without authentication. In this case the encrypted data transfer

accomplishes the authentication.

Protection from cryptographic attack is b eyond the scop e of this mec hanism. It is

implicitly assumed that anyone prepared to do a serious cryptographic attack on DES

encrypted data in this system can have whatever he or she can get. Any data so sensitive

ation Server Architecture 10 April 12, 1993 14:48 that this might b e a problem should b e sub ject to additional safety measures. No such

data should b e stored in the Andrew File System.

Several simple design rules should serve to make such attacks more di�cult. The goal

of these rules is to not give away any more information than necessary .

� Keep messages short.

� Make the contents of an encrypted message as di�cult to predict as p ossible.

� Put the most random data at the front of the message so that the cipher blo ck

chaining will randomize the encrypted text as much as p ossible.

� Do not rep eat an encrypted message more often that strictly necessary .

� Do not provide \free" samples of encrypted text.

ation Server Architecture 11 April 12, 1993 14:48

Chapter 3

Authen ti cati on Serv er In terface

3.1 In tro duction

This chapter do cuments the API for the Authentication Server facility

, as de�ned by

the kauth.r g Rxgen interface �le and the kaserver.h include �le. Descriptions of all

the constants, structures, macros, and interface functions av ailable to the application

programmer are included.

3.2 Constan ts

This section covers the basic constant de�nitions of interest to the AuthServer applica-

tion programmer. These de�nitions app ear in the kaserver.h �le which is automatically

generated from kauth.r g, the RPC interface de�nition �le. See Chapter 6 of the AFS

Pr o gr ammer’s R efer enc e: Sp e ci�c ation for the Rx R emote Pr o c e dur e Cal l F acility for an

example of an RPC interface de�nition �le.

The subsections describ e constants in the following categories:

� Interface function op co des

� Constants

� Micellaneous

ation Server Interface 12 April 12, 1993 14:48

3.2.1 In terface F unction Op co des

These constants, app earing in the kauth.r g Rxgen interface �le for the AuthServer, de�ne

the op co des for the RPC routines. Every Rx call to this interface contains this op co de.

The thread dispatcher uses it to select the prop er co de at the server site to carry out the

call.

The functions are describ ed in section 3.5.

Name V alue Description

AUTHENTICATE OLD 1 Opcode for

KAA Authentic ate old()

CHANGEPASSWORD 2 Opcode for

KAA ChangePasswor d()

GETTICKET OLD 3 Opcode for

KA T GetTicket old()

SETPASSWORD 4 Opcode for

KAM SetPasswor d()

SETFIELDS 5 Opcode for KAM SetFields()

CREATEUSER 6 Opcode for

KAM Cr e ateUser()

DELETEUSER 7 Opcode for

KAM DeleteU ser()

GETENTRY 8 Opcode for KAM GetEntry()

LISTENTRY 9 Opcode for KAM ListEntry()

GETSTATS 10 Opcode for KAM GetStats()

DEBUG 11 Opcode for KAM Debug()

GETPASSWORD 12 Opcode for

KAM GetPasswor d()

GETRANDOMKEY 13 Opcode for

KAM GetR andomKey()

AUTHENTICATE 21 Opcode for

KAA Authentic ate()

GETTICKET 23 Opcode for KA

T GetTicket()

3.2.2 Constan ts

The following constants are required to prop erly use the AuthServer RPC interface, b oth

to provide v alues and to interpret information returned by the calls.

ation Server Interface 13 April 12, 1993 14:48

Name V alue Description

MAXKAKVNO 127 The key version numb er must �t in a byte.

The next six constants are ags. NOTE: zero is an illegal v alue.

Name V alue Description

KAFNORMAL 0x001 Set for all user entries.

If the normal ag is o�, then one of the two ags b elow m ust b e set.

Name V alue Description

KAFFREE 0x002 Set if in free list.

KAFOLDKEYS 0x010 Set if entry used to store old keys.

Otherwise one of the following may b e set to de�ne the usage of the misc �eld.

Name V alue Description

KAFSPECIAL 0x100 Set if sp ecial AuthServer principal.

KAFASSOCROOT 0x200 Set if ro ot of asso ciate tree.

KAFASSOC 0x400 Set if entry is an asso ciate.

The following ags de�ne sp ecial prop erties for normal users and are settable using

SetFields().

Name V alue Description

KAFADMIN 0x004 An administrator.

KAFNOTGS 0x008 Don’t allow principal to get or use TGT.

KAFNOSEAL 0x020 Don’t allow principal as server in GetTicket.

KAFNOCPW 0x040 Don’t allow principal to change its own key .

KAFNEWASSOC 0x080 Allow user to create asso ciates.

3.2.3 Miscellaneous

This section lists miscellaneous constants used in the structures describ ed in the following

sections.

T o make future revisions easy to accommo date they are assigned a ma jor and minor

version numb er. Ma jor version changes will require recompilation b ecause the structures

have changed size. Minor version changes will b e more or less upward compatible.

ation Server Interface 14 April 12, 1993 14:48

Name V alue Description

KAMAJORVERSION 5

KAMINORVERSION 1

NEVERDATE 0377 777 777 77 Initial v alue used in date �elds.

KADEBUGKCINFOSIZE 25 This returns information ab out the state of

the server for debugging problems remotely .

3.3 Structures

This section describ es the ma jor exp orted Authentic ation Server data structures of inter-

est to application programmers. These structures are returned by server RPC interface

routines.

3.3.1 struct ka CBS

This structure is used to sp ecify input byte sequences in routines such as ChangePass-

wor d() and GetTicket (). Since the byte sequence is not NULL terminated, the num b er

of bytes in the sequence must b e included in the structure.

Fields

long SeqLen - Num b er of bytes in character string.

c har *SeqBo dy - A character string, not NULL terminated.

3.3.2 struct ka BBS

This structure is used to sp ecify where a called function, such as ChangePasswor d()

and GetTicket(), should put a reply byte sequence and the maxim um num b er of bytes

allowed in the reply

. The called function sp eci�es the num b er of bytes b eing returned.

Fields

long MaxSeqLen - Maxim um num b er of bytes allowed in character string.

ation Server Interface 15 April 12, 1993 14:48 long SeqLen - Actual num b er of bytes in character string.

c har *SeqBo dy - Character string, not NULL terminated.

3.3.3 struct Encrypt io nKe y

This structure de�nes an encryption key that is bit level compatible with DES and

ktc encryptionKey

, but that will have to b e cast to the appropriate typ e in calls.

Fields

c har k ey[8] - 16 hex digits.

3.3.4 struct kaident

This structure returns name and instance strings.

Fields

char name[MAXKANAMELEN] - The users name, NULL terminated, at most 63 char-

acters in name.

char instance[MAXKANAMELEN] - The group name, NULL terminated, at most 63

characters in group.

3.3.5 struct kaentry in fo

This structure is used to return the information stored in an entry in the authentication

database. F or example, the calling sequence to GetEntry() sp eci�es a p ointer to one of

these. NOTE: Date is a synonym for unsigned long.

ation Server Interface 16 April 12, 1993 14:48

Fields

long minor version - The minor version numb er.

long flags - Holds ags describ ed in section 3.2.2.

Date user expiration - User registration go o d until then.

Date modification time - Time of last up date.

struct kaident modification user - User name and instance last mo di�ed.

Date change password time - Time user changed own password.

long max ticket lifetime - Maxim um lifetime for tick ets.

long key version - V ersion num b er of this key .

EncryptionKey key - The key to use.

unsigned long keyCheckSum - Crypto-cksum of key .

long reserved2 - Not used.

long reserved3 - Not used.

long reserved4 - Not used.

3.3.6 struct kasstat s

These are (static) statistics kept in the database header. This structure can b e examined

via a call to GetStats().

Fields

long minor version - The minor version numb er.

long allocs - T otal num b er of calls to Allo cBlo ck.

long frees - T otal numb er of calls to F reeBlo ck.

long cpws - Num b er of user change password commands.

long reserved1 - Not used.

long reserved2 - Not used.

long reserved3 - Not used.

long reserved4 - Not used.

ation Server Interface 17 April 12, 1993 14:48

3.3.7 struct kadstat s

These are dynamic statistics kept in each AuthServer pro cess. The current v alues can

b e examined via a call to GetStats().

Fields

long minor version - The minor version numb er.

long host - Server, in NW byte order.

Date start time - Time statistics were last cleared.

long hashTableUtilization - Use of non-empty hash table entries in parts p er

10,000.

declare stat (Authenticate) - Count of requests and ab orts for each RPC.

declare stat (ChangePassword) - Count of requests and ab orts for each RPC.

declare stat (GetTicket) - Count of requests and ab orts for each RPC.

declare stat (CreateUser) - Count of requests and ab orts for each RPC.

declare stat (SetPassword) - Count of requests and ab orts for each RPC.

declare stat (SetFields) - Count of requests and ab orts for each RPC.

declare stat (DeleteUser) - Count of requests and ab orts for each RPC.

declare stat (GetEntry) - Count of requests and ab orts for each RPC.

declare stat (ListEntry) - Count of requests and ab orts for each RPC.

declare stat (GetStats) - Count of requests and ab orts for each RPC.

declare stat (GetPassword) - Count of requests and ab orts for each RPC.

declare stat (GetRandomKey) - Count of requests and ab orts for each RPC.

declare stat (Debug) - Count of requests and ab orts for each RPC.

declare stat (UAuthenticate) - Count of requests and ab orts for each RPC.

declare stat (UGetTicket) - Count of requests and ab orts for each RPC.

long string checks - Errors detected in name and instance strings.

long reserved1 - Not used.

long reserved2 - Not used.

long reserved3 - Not used.

long reserved4 - Not used.

ation Server Interface 18 April 12, 1993 14:48

3.3.8 struct ka kcInfo

This structure describ es an entry in the key cache in the AuthServer. This information

is visible as part of the ka debugInfo structure.

Fields

Date used - When key used last.

long kvno - V ersion numb er of this key .

char primary - Determines whether this key is due to b e sup erseded.

char keycksum - The checksum for this key .

char principal[64] - Stores user name and group.

3.3.9 struct ka debugI nf o

This structure describ es the state of the AuthServer. The information is visible via a

call to Debug().

Fields

long minorVersion - The minor version numb er.

long host - Server in NW byte order.

Date startTime - Time server was started.

int noAuth - Running with authentication o�.

Date lastTrans - Time of last transaction.

char lastOperation[16] - Name of last op eration.

char lastAuth[256] - Last principal to authenticate.

char lastUAuth[256] - Last principal to authenticate via UDP .

char lastTGS[256] - Last principal to call ticket granting service.

char lastUTGS[256] - Last principal to call TGS via UDP .

char lastAdmin[256] - Last principal to call admin service.

char lastTGSServer[256] - Last server for which a tick et was requested.

char lastUTGSServer[256] - Last server for which a tick et was requested via UDP .

Date nextAutoCPW - When server password expires (probably NEVERDA

TE).

ation Server Interface 19 April 12, 1993 14:48 int updatesRemaining - Up date necessary for next AutoCPW.

Date dbHeaderRead - Time cheader structure was last read in.

long dbVersion - Minor version numb er.

long dbFreePtr - Pointer to �rst free entry in the database �le.

long dbEofPtr - Pointer to �rst free byte in the databas e �le.

long dbKvnoPtr - Pointer to �rst key version numb er in the database.

long dbSpecialKeysVersion - Latest key version numb er.

long cheader lock - Lo ck for the key cache header.

long keycache lock - Lo ck for the key cache.

long kcVersion - Minor version numb er.

int kcSize - Size of key cache.

int kcUsed - Numb er of entries in key cache.

struct ka kcInfo kcInfo[KADEBUGKCINFOSIZE] - Describ es the keys in the key

cache.

long reserved1 - Not used.

long reserved2 - Not used.

long reserved3 - Not used.

long reserved4 - Not used.

3.4 User-Lev el Library In terface

The authentication functions describ ed in the following sections are made visible via

libkauth.a. This library in turn dep ends on two additional libraries: lib auth.a and li-

brxkad.a. This section lists the routines that are visible in these libraries. The program-

mer should use the high level routines av ailable in libkauth.a.

libkauth.a

KAA_Authenticate

KAA_Authenticate_old

KAA_ChangePassword

KAM_CreateUser

KAM_Debug

KAM_DeleteUser

KAM_GetEntry

KAM_GetPassword

ation Server Interface 20 April 12, 1993 14:48

KAM_GetRandomKey

KAM_GetStats

KAM_ListEntry

KAM_SetFields

KAM_SetPassword

KAT_GetTicket

KAT_GetTicket_old

Andrew_StringToKey

StringToKey

ka_Init

ka_ParseLoginName

ka_ReadPassword

ka_StringToKey

debugCell

ka_AuthServerConn

ka_Authenticate

ka_ChangePassword

ka_ExplicitCell

ka_GetSecurity

ka_GetServers

ka_GetToken

ka_SingleServerConn

ka_GetAdminToken

ka_GetAuthToken

ka_GetServerToken

ka_CellConfig

ka_CellToRealm

ka_ExpandCell

ka_LocalCell

ka_UserAuthenticate

ka_UserAuthenticateGeneral

ka_UserReadPassword

libauth.a

afsconf_CellApply

afsconf_Check

afsconf_Close

afsconf_CloseInternal

afsconf_GetCellInfo

afsconf_GetLocalCell

afsconf_Open

afsconf_OpenInternal

afsconf_Reopen

afsconf_Touch

afsconf_AddKey

afsconf_DeleteKey

afsconf_GetKey

afsconf_GetKeys

afsconf_GetLatestKey

afsconf_IntGetKeys

afsconf_ResetKeys

afsconf_AddUser

afsconf_DeleteUser

ation Server Interface 21 April 12, 1993 14:48 afsconf_GetNoAuthFlag

afsconf_GetNthUser

afsconf_SetNoAuthFlag

afsconf_SuperUser

afsconf_SetCellInfo

afsconf_CheckAuth

afsconf_ClientAuth

afsconf_ClientAuthSecure

afsconf_ServerAuth

librxkad.a

rxkad_AllocCID

rxkad_NewClientSecurityObject

rxkad_client_init

rxkad_GetServerInfo

rxkad_NewServerSecurityObject

rxkad_CheckPacket

rxkad_CksumChallengeResponse

rxkad_Close

rxkad_DeriveXORInfo

rxkad_DestroyConnection

rxkad_GetStats

rxkad_NewConnection

rxkad_PreparePacket

rxkad_SetLevel

rxkad_SetupEndpoint

ktohl

tkt_CheckTimes

tkt_DecodeTicket

tkt_MakeTicket

fc_cbc_encrypt

fc_ecb_encrypt

fc_keysched

fcrypt_init

rxkad_DecryptPacket

rxkad_EncryptPacket

rxkad_crypt_init

3.5 RPC F unction Calls

This section describ es the Remote Pro cedure Calls used b etween the AuthServer and

clients. Each function in this section has an assigned op c o de numb er, see section 3.2.1.

This is the low-level numerical identi�er for the function, and app ears in the set of

network packets constructed for the RPC call.

ation Server Interface 22 April 12, 1993 14:48

3.5.1 KAA Authen ticate | Authenticate user password

proc KAA Authen ticate(IN kaname name, IN kaname instance, IN Date start time, IN Date end time,

IN struct ka CBS *request, INOUT struct ka BBS *answer) = 21;

Description

Calling this routine invokes the authentication proto col describ ed in chapter 2. It uses

the name and instance to lo ok up the user’s key in the authentication databas e. (NOTE:

The v alue of instance is always NULL.) The key allows the request to b e decrypted

and, if it is prop erly formed, a ticket is created. The tick et and newly invented session

key are assembled into the answer, encrypted with the key

, and returned. This tick et is

referred to as the AuthTicket. The lifetime of the tick et is sp eci�ed by start time and

end time, although the actual expiration time may b e earlier if the requested interv al

exceeds the max ticket lifetime �eld of the user’s AuthServer entry

. This request do es

not mo dify the database.

The function KAA Authentic ate old() is provided for backward compatibility with old

k auth.

3.5.2 KAA ChangeP assw ord | Change user password

proc KAA ChangeP assword(IN kaname name, IN kaname instance, IN struct ka CBS *arequest,

INOUT struct ka BBS *oanswer) = 2;

Description

This call invokes the proto col for changing passwords describ ed ab ove. The encryption

key used for b oth the r e quest and answer sequences is the old one. The new key takes

e�ect as so on as the lo ck asso ciated with this op eration is released. This request mo di�es

the authentication database, but instead of up dating the mo di�cation data a separate

�eld called change password time is set.

3.5.3 KA

T GetTic k et | Ask k aserver for a ticket for some other service

ation Server Interface 23 April 12, 1993 14:48 proc KA

T GetTic k et(IN long kvno, IN kaname auth domain, IN struct ka CBS *aticket,

IN kaname name, IN kaname instance, IN struct ka CBS *atimes,

INOUT struct ka BBS *oanswer) = 23;

Description

This call requires an RPC connection encrypted with the AuthTicket. As long as that

ticket is v alid, the name and instance of a server are used to create a ticket and asso ciated

session key for that server. (NOTE: The v alue of instance is always NULL.) This

op eration do es not mo dify the database.

The routine ka GetT oken() p erforms the same function and may b e easier for the appli-

cation writer to use.

The function KA

T GetTicket old() is provided for backward compatibility with old

k auth.

3.5.4 KAM SetP assw ord | Initialize a password

proc KAM SetP assword(IN kaname name, IN kaname instance, IN long kvno,

IN EncryptionKey password) = 4;

Description

The key and key version num b er of the user are set to the provided v alues. This call

requires an RPC connection encrypted with an AdminTic k et.

3.5.5 KAM SetFields | Reset v alues in user database entry

proc KAM SetFields(IN kaname name, IN kaname instance, IN long flags,

IN Date user expiration, IN long max ticket lifetime, IN long maxAssociates,

IN long spare1, IN long spare2) = 5;

ation Server Interface 24 April 12, 1993 14:48

Description

This function alters the miscellaneous parameters asso ciated with a user. The flags

�eld can b e set to one of three v alues.

� Normal - This is the default state: a regular user.

� Admin - This user is privileged and can mo dify the authentication database.

� Inactive - This makes the entry a placeholder. The user is not deleted but authen-

tication attempts will fail.

The user expiration is the time after which attempts to authenticate as this user will

fail. The max ticket lifetime can b e set to limit the lifetim e of an authentication ticket

created for a user. This call requires an RPC connection encrypted with an AdminTic k et.

3.5.6 KAM CreateUser | Enter a user in the database

proc KAM CreateUser(IN kaname name, IN kaname instance, IN EncryptionKey password) = 6;

Description

This function adds a user to the authentication database. The key version numb er will

b e zero. The user’s ags and maxim um tick et lifetime will b e set to default v alues. The

registration will not have an expiration time. The mo di�cation data is set. This call

requires an RPC connection encrypted with an AdminTic k et.

3.5.7 KAM DeleteUser | Delete a user from the database

proc KAM DeleteUser (IN kaname name, IN kaname instance) = 7;

Description

This function remov es a user from the authentication database. It requires an RPC

connection encrypted with an AdminTick et.

ation Server Interface 25 April 12, 1993 14:48

3.5.8 KAM GetEn try | Return a user entry in the database

proc KAM GetEn try(IN kaname name, IN kaname instance, IN long major version,

OUT struct kaentryinfo *entry) = 8;

Description

This function returns information ab out an entry in the authentication database. If the

ma jor version numb er do es not match that in use by the server, the call returns an error

co de. This request do es not mo dify the database. This call requires an RPC connection

encrypted with an AdminTick et.

3.5.9 KAM ListEn try | List entries in sequence

proc KAM ListEn try(IN long previous index,

OUT long *index, OUT long *count, OUT kaident *name) = 9;

Description

This function provides a way to step through all the entries in the database. The �rst

call should b e made with previous index set to zero. The function returns count,

which is an estimate of the numb er of entries remaining to b e returned, and index,

which should b e passed in as previous index on the next call. Each call that returns a

non-zero index also returns a structure kaident, which gives the name and instance of

an entry

. A negative count or a non-zero return co de indicates that an error o ccurred.

A zero index means there were no more entries. A zero count means the last entry has

b een returned. This call do es not mo dify the database and requires an RPC connection

encrypted with an AdminTick et.

3.5.10 KAM GetStats | Returns k asstats and k adstats

proc KAM GetStats(IN long major version, OUT long *admin accounts,

OUT struct kasstats *statics, OUT struct kadstats *dynamics) = 10;

ation Server Interface 26 April 12, 1993 14:48

Description

This function returns statistics ab out the AuthServer and its database. If the major version

do es not match that used by the server, the call returns an error co de. The databas e is

not mo di�ed. This call requires an RPC connection encrypted with an AdminTick et.

3.5.11 KAM Debug | Return k a debugInfo

proc KAM Debug(IN long major version, IN int checkDB, OUT struct ka debugInfo *info) = 11;

Description

This function returns information ab out the authentication database, the key cache, and

the state of the AuthServer.

3.5.12 KAM GetP assw ord | Return a users password

proc KAM GetP assw o rd (IN kaname name, OUT EncryptionKey *password) = 12;

Description

This function returns a password from an entry in the authentication database. This

could b e either a user password (by sp ecifying a user name) or a server password (by

sp ecifying a service name, e.g., "afs").

3.5.13 KAM GetRandomKey | Return a random legal DES key

proc KAM GetRandomKey (OUT EncryptionKey *password) = 13;

ation Server Interface 27 April 12, 1993 14:48

Description

This function returns a random DES key and is preferred over a calling routine just

inventing a key

. It returns a prop erly formatted 8 byte DES key

, sets the parity prop erly

in each byte of the key

, and avoids the 5 "bad" keys.

3.6 User-Lev el Library F unctions

This section contains sp eci�cations for the remaining routines that are visible in libkauth.a.

These routines are the higher level interface that is most frequently used by managemen t

applications.

3.6.1 k a UserAuthen ticateGeneral | Authenticate a user

long k a UserAuthen ticateGeneral(long flags,

char *name,

char *instance,

char *realm,

char *password,

Date lifetime,

long spare1,

long spare2,

char **reasonP)

Description

This function returns 0 if successful. name, instance and realm can b e gotten from a

principal by calling ka ParseL o ginName(). reason will contain a textual description of

the failure in case of error spare2 must b e 0.

This routine replaces ka UserAuthentic ate(), which is retained in the library for backward

compatibility .

ation Server Interface 28 April 12, 1993 14:48

3.6.2 k a UserReadP assw ord | Read a user password

long k a UserReadP assw ord (char *prompt,

char *password,

int plen,

char **reasonP)

Description

This routine do es a non-echo read of a password entered from a prompt on a standard

tty . Error messages are returned in reasonP.

3.7 Cell Related F unctions

The following routines are used by management applications to manage cell information.

3.7.1 k a CellCon�g | Access the cell con�guration directory

int k a CellCon�g(char *dir)

Description

This function uses dir to �nd the sp eci�ed Cel lSe rvDB �le, otherwise it uses /usr/vic e/etc/Cel lSe rvDB

as the default.

3.7.2 k a Lo calCell | Return the lo cal cell name

char *k a Lo calCell()

ation Server Interface 29 April 12, 1993 14:48

Description

This function returns 0 as an error, otherwise it returns the lo cal cell name.

3.7.3 k a ExpandCell | Expands short cell name

int k a ExpandCell(char *cell,

char *fullCell,

int *alocal)

Description

cell and fullCell must b e preallo cated or else NULL. cell is a pre�x of a cell name.

If cell is 0, the name of the lo cal cell will b e used. fullCell and alocal are OUT

parameters. fullCell is the expanded cell name which matches the pre�x. alocal

indicates whether the returned cell name is the name of the lo cal cell. If a cell name is

not returned then the function returns KANOCELL, KANOCELLS or 0.

3.7.4 k a CellT oRealm | Convert cell name to upp er case

int k a CellT oRealm(char *cell,

char *realm,

int *local)

Description

This function converts a cell name into a Kerb eros realm name. It actually calls ka Exp andCel l()

and converts the returned cell name into upp er case.

Like kaExp andCel l (), if cell is 0 it uses the lo cal cell name and sets local to 1. Otherwise

it uses the pre�x found in cell to determine the full cell name. If the cell name is not

lo cal then local is set to 0. The expanded cell name is returned in realm. If a cell name

is not returned then the function returns KANOCELL, KANOCELLS or 0.

ation Server Interface 30 April 12, 1993 14:48

3.8 Miscellaneous Clien t-Side F unctions

This section contains descriptions of a v ariety of client functions.

The �rst three functions are called from management applications to manage passwords

and DES keys. They accept a password string as input and convert it via a one-way

encryption algorithm to a DES encryption key

. In all three str, cell and key m ust b e

pre-allo cated and null-terminated. strlen(c el l ) must b e less than MAXKTCREALMLEN.

3.8.1 k a Andrew StringT oKey | Convert password to DES key

static void k a AndrewStringT oKey(char *str,

char *cell,

struct ktc encryptionKey *key)

Description

This function is compatible with the original Andrew authentication service password

database.

3.8.2 StringT oKey | Convert password to DES key

static void StringT oKey(char *str,

char *cell,

struct ktc encryptionKey *key)

3.8.3 k a StringT oKey | Convert password to DES key

int k a StringT oKey(char *str

char *cell,

struct ktc encryptionKey *key)

ation Server Interface 31 April 12, 1993 14:48

3.8.4 k a ReadP assw ord | Read password, convert to DES key

long k a ReadP assw ord(char *prompt,

int verify,

char *cell,

struct ktc encryptionKey *key)

Description

This function prints out a prompt and reads a string from the terminal, turning o�

echoing. If verify is requested it requests that the string b e entered again and the two

strings are compared. The string is then converted to a DES encryption key

. A non-zero

return indicates an error while reading in the password string.

3.8.5 k a P arseLoginName | Parse user-entered login name

long k a P arseLoginName(char *login,

char name[MAXKTCNAMELEN],

char inst[MAXKTCNAMELEN],

char cell[MAXKTCREALMLEN])

Description

This routine parses a string that might b e entered by a user from the terminal. It de�nes

a syntax that allows a user to sp ecify his or her identity in terms of his or her name,

instance and cell with a single string. These three output strings must b e allo cated by the

caller to their maxim um length. The syntax is very simple: the �rst dot (’.’) separates

the name from the instance and the �rst atsign (’@’) b egins the cell name. A backslash

(’\’) can b e used to quote these sp ecial characters. A backslash followed by an o ctal

digit (zero through seven) intro duces a three digit o ctal num b er which is interpreted as

the ascii v alue of a single character. A non-zero return indicates an argument error.

ation Server Interface 32 April 12, 1993 14:48

Error Co des

KABADARGUMENT No output parameters were sp eci�ed.

KABADNAME A comp onent of the user name was to o long or a cell was sp eci�ed but

the cell parameter was null.

3.8.6 k a Init | Initialize a client to make calls to the AuthServer

long k a Init(int flags)

Client side applications call this function to initialize error tables and connect to the

correct Cel lSe rvDB �le. The argument is not used but reserved for future use.

3.8.7 k a ExplicitCell | Copy list of servers to debugging cell

void k a ExplicitCell(char *cell,

long serverList[])

This function copies the sp eci�ed list of servers in serverList into a sp ecially known

cell named \explicit". The cell can then b e used to debug exp erimental servers.

3.8.8 k a GetServ ers | Return a list of AuthServers

int k a GetServ ers(char *cell,

struct afsconf cell *cellinfo)

This function returns a list of Authentication Servers in the cell named in cell.

ation Server Interface 33 April 12, 1993 14:48

3.8.9 k a GetSecurit y | Return a security ob ject

long k a GetSecurit y(int service,

struct ktc token *token,

struct rx securityClass **scP,

int *siP)

This function returns a security ob ject appropriate for the service passed in as an

argument.

Error Co des

KABADARGUMENT service was not recognized.

KARXFAIL F ailed to get security ob ject.

3.8.10 k a SingleServ erConn | Establish connection to one server

long k a SingleServ erConn(char *cell,

char *server,

int service,

struct ktc token *token,

struct ubik client **conn)

This function establishes a connection to only one Authentication Server. Inputs to the

function are

� cell - the cell name

� server - the server for which the connection is b eing requested

� service - the service required

� token - a token may or may not b e needed dep ending on the service.

The connection is returned in conn.

ation Server Interface 34 April 12, 1993 14:48

3.8.11 k a AuthServ erConn | Establish connection to all AuthServers

long k a AuthServ erConn(char *cell,

int service,

struct ktc token *token,

struct ubik client **conn)

Description

This function gets connections to all the Authentication Servers in a cell. Inputs to the

function are

� cell - the cell name

� service - the service required

� token - a token may or may not b e needed dep ending on the service.

The connection is returned in conn.

3.8.12 k a Authen ticate | Return a tick et for the ticket-granting service

long k a Authen ticate(char *name,

char *instance,

struct ubik client *conn,

int service,

struct ktc encryptionKey *key,

Date start,end,

struct ktc token *token)

This function is the interface to the AuthServer RPC routine KAA Authentic ate(). It for-

mats the request packet, calls the encryption routine on the answer, calls KAA Authentic ate()

and decrypts the resp onse. The resp onse is check ed for correctness and its contents are

copied into the token. A non-zero return indicates either bad key parity

, a timeout, a

bad packet or a server error.

ation Server Interface 35 April 12, 1993 14:48

3.8.13 k a ChangeP assw ord | Change user password in the database

long k a ChangeP assword(char *name,

char *instance,

struct ubik client *conn,

struct ktc encryptionKey *oldkey,

struct ktc encryptionKey *newkey)

3.8.14 k a GetT ok en | Return a tick et for the named service

long k a GetT ok en(char *name,

char *instance,

struct ubik client *conn,

Date start, end,

struct ktc token *auth token,

char *auth domain,

struct ktc token *token)

This is a low-level function used by ka GetServerT oken (). It assumes that a connection

to the AuthServer has already b een established. The desired tick et lifetim e is sp eci�ed

by start and end.

3.8.15 k a GetAdminT ok en | Return an admin token

long k a GetAdminT ok en(char *name,

char *instance,

char *cell,

struct ktc encryptionKey *key,

long lifetime,

struct ktc token *token,

int new)

ation Server Interface 36 April 12, 1993 14:48

Description

key contains the key constructed from the user’s password and lifetime indicates how

long the ticket will b e v alid (in seconds). token is used to pass in a token and to return

one. If token is NULL, a token is not returned. If new is set to 1, then the function

should get a new token if necessary .

3.8.16 k a GetAuthT ok en | Return an authentication token

long k a GetAuthT ok en(char *name,

char *instance,

char *cell,

struct ktc encryptionKey *key;

long lifetime)

Description

This function returns a tick et to administer for a particular principle sp eci�ed by name

and instance. key contains the key constructed from the user’s password and lifetime

indicates how long the key will b e v alid (in seconds).

3.8.17 k a GetServ erT ok en | Return a token for a server

long k a GetServ erT ok en(char *name,

char *instance;

char *cell;

Date lifetime;

struct ktc token *token;

This function sets up the necessary connections etc. and then calls ka GetT oken().

ation Server Interface 37 April 12, 1993 14:48

3.9 Command Line In terface

Another interface exp orted by the Authentic ation Server is the set of command line

switches it accepts. Using these switches, many server parameters and actions can b e

set. Under normal conditions, the Authentication Server pro cess is started up by the

BOS Server on that machine, as describ ed in AFS Pr o gr ammer’s R efer enc e: BOS Server

Interfac e. So, in order to utilize any com bination of these comm and-line options, the

system administrator m ust de�ne the Authentic ation Server bno de in such a way that

these parameters are prop erly included.

A description of the set of currently-supp orted command line switches can b e found in

the AFS Command R efer enc e Manual.

ation Server Interface 38 April 12, 1993 14:48

Bibl i og raph y

[1] T ransarc Corp oration. AFS 3.0 System A dministr ator’s Guide, F-30-0-D 10 2, Pitts-

burgh, P

A, April 1990.

[2] T ransarc Corp ora tion. AFS 3.0 Command R efer enc e Manual, F-30-0-D 103 , Pitts-

burgh, P

A, April 1990.

[3] CMU Information T echnology Center. Synchr onization and Caching Issues in the

Andr ew File System, USENIX Pro ceedings, Dallas, TX, Winter 1988.

[4] Sun Microsystems, Inc. NFS: Network File System Pr oto c ol Sp e ci�c ation, RFC 1094,

March 1989.

[5] Sun Microsystems, Inc. Design and Implementation of the Sun Network File System,

USENIX Summer Conference Pro ceedings, June 1985.

[6] S.P

. Miller, B.C. Neuman, J.I. Schiller, J.H. Saltzer. Kerb er os Authentic ation and

Authorization System, Pro ject Athena T echnical Plan, Section E.2.1, M.I.T., De-

cem b er 1987.

[7] R. Needham, M. Schro eder. Using Encryption for Authentic ation in L ar ge Networks

of Computers, CACM, 21(197 8)99 3-9 .

[8] S. Matyas, C. Meyer. Gener ation, Distribution and Instal lation of Crypto gr aphic

Keys, IBM Sys Jr, 17(1978 )126 -37 .

ation Server Interface 39 April 12, 1993 14:48

Index

function ka Andr ew StringT oKe y(), 31

function ka Authentic ate(), 35

function ka AuthServerConn(), 34

function ka Cel lCon �g(), 29

function ka Cel lT oR e alm(), 30

function ka ChangePasswor d(), 35

function ka Exp andCel l (), 30

function ka ExplicitCel l (), 33

function ka GetA dminT oken(), 36

function ka GetAuthT oken (), 36

function ka GetSe curity(), 34

function ka GetServers(), 33

function ka GetServerT oke n(), 37

function ka GetT oken(), 36

function ka Init(), 33

function ka L o c alCel l(), 29

function ka ParseL o ginName(), 32

function ka R e adPasswor d(), 32

function ka Single Se rverConn(), 34

function ka StringT oKe y(), 31

function ka UserAUthentic ateGen er al(), 28

function ka UserR e adPasswor d(), 29

function KAA Authentic ate(), 23

function KAA ChangePasswor d(), 23

function KAM Cr e ateUser(), 25

function KAM Debug(), 27

function KAM DeleteU ser (), 25

function KAM GetEntry(), 26

function KAM GetPasswor d (), 27

function KAM GetR andomKey (), 27

function KAM GetStats(), 26

function KAM ListEntry(), 26

function KAM SetFields(), 24

function KAM SetPasswor d(), 24 function KA

T GetTicket(), 23

function StringT oKey(), 31

i