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A modular approach to file
system design*

by STUART E. MADNICK

Massachusetts Institute of Technology
Cambridge, Massachusetts

and
JOSEPH W. ALSOP, II

International Computation Incorporated
Cambridge, Massachusetts

INTRODUCTION

A generalized model or “blue-print’’ for the design of
sophisticated file systems is presented in this paper.
The model exploits the concepts of “hierarchical
modularity” and “virtual memory.”

Any general file system design model must, of course,
be modified and refined to satisfy the requirements of a
specific environment. The details of the file system
model are presented in three steps: (1) the basic
concepts and overview are discussed, (2) an example
environment consisting of a multi-computer network
with the added ecomplexities of coordination, structured
file directories, and removable volumes is described,
and (3) each of the hierarchical levels of the file system
is elaborated in terms of the assumed environment.

Basic concepts used in file system design

Two concepts are basic to the general file system
model to be introduced. These concepts have been
deseribed by the terms ‘‘hierarchical modularity’’ and
‘“virtual memory.”” They will be discussed briefly
below.

Hierarchical modularity

The term ‘““modularity’’ means many different things
to different people. In the context of this paper we

* Work reported herein was supported (in part) by Project
MAC, an M.I.T. research project sponsored by the Advanced
Research Projects Agency, Department of Defense, under
Office of Naval Research Contract Nonr—4102(01).

will be concerned with an organization similar to that
proposed by Dijkstra®?, and Randell.* The important
aspect of this organization is that all aectivities are
divided into sequential processes. A hierarchical
structure of these sequential processes results in a level
or ring organization wherein each level only communi-
cates with its immediately superior and inferior levels.
The notions of ‘“levels of abstraction” or ‘hier-
archical modularity’” ean best be presented briefly by
an example. Consider an aeronautical engineer using a
matrix inversion package to solve space flight problems.
At his level of abstraction, the computer is viewed as a
matrix inverter that accepts the matrix and control
information as input and provides the inverted matrix
as output. The application programmer who wrote the
matrix inversion package need not have had any
knowledge of its intended usage (superior levels of
abstraction). He might view the computer as a ‘“FOR-
TRAN machine’’, for example, at his level of ab-
straction. He need not have any specific knowledge of
the internal operation of the FORTRAN system
(inferior level of abstraction), but only of the way in
which he can interact with it. Finally, the FORTRAN
compiler implementer operates at a different (lower)
level of abstraction. In the above example the inter-
action between the 3 levels of abstraction is static
since after the matrix inversion program is completed,
the engineer need not interact, even indireetly, with the
applications programmer or compiler implementer. In
the form of hierarchical modularity used in the file
system design model, the multi-level interaction is
continual and basic to the file system operation.
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Figure 1—Hierarchical levels

There are several advantages to such a modular
organization. Possibly the most important is the
logical completeness of each level. It is easier for the
system designers and implementers to understand the
functions and interactions of each level and thus the
entire system. This is often a very difficult problem in
very complex file systems with tens or hundreds of
thousands of instructions and hundreds of inter-
dependent routines.

Another by-product of this structure is “debugging”
assistance. For example, when an error occurs it can
usually be localized at a level and identified easily.
The complete verification (reliability checkout) of a
file system is usually an impossible task since it would
require tests using all possible data input and system
requests. In order to construct a finite set of relevant
tests, it is necessary to consider the internal structure
of the mechanism to be tested. Therefore, an important
goal is to design the internal structure so that at each
level, the number of test cases is sufficiently small that
they can all be tried without overlooking a situation.
In practice, level 0 would be checked out and verified,
then level 1, level 2, etc., each level being more power-
ful, but because of the abstractions introduced, the
number of ‘‘special cases’’ remains within bounds.

Virtual memory

There are four very important and difficult file system
objectives: (1) a flexible and versatile format, (2) as
much of the mechanism as possible should be invisible,
(3) a degree of machine and device independence, and
(4) dynamic and automatic allocation of secondary
storage. There have been several techniques developed

to satisfy these objectives in an organized manner;
the concept exploited in this generalized file system has
been called ‘‘segmentation’® or ‘“named virtual memo-
ry”’.? Under this system each file is treated as an
ordered sequence of addressable elements, where each
element is normally the same size unit as the main
storage, a byte or word. Therefore, each individual
file has the form of a ‘“virtual’”’ core memory, from
whence the name of the technique came. The size of
each file is allowed to be arbitrary and can dynamically
grow and shrink. There is no explicit data format
associated with the file; the basic operations of the file
system move a specified number of elements between
designated addresses in “real’’ memory and the ‘‘virtu-
al’’ memory of the file system.

There are several reasons for choosing such a file
concept. In some systems the similarity between files
and main storage is used to establish a single mechanism
that serves as both a file system for static data and
program storage and a paging system?$# for dynamic
storage management. ‘“Virtual memory’’ provides a
very flexible and versatile format. When specific
formatting is desired, it can be accomplished by the
outermost file system level or by the user program.
For example, if a file is to be treated as a collection of
card-image records, it is merely necessary to establish a
routine to access 80 characters at a time starting at
byte locations 0, 80, 160,. . . . Almost all other possible
formats can be realized by similar procedures.

Except for the formatting modules, the entire iile
system mechanism, including allocations, buffering,
and physical location, is completely hidden and in-
visible to the user. This relates closely to the objective
of device independence. In many file systems the user
must specify which device should be used, its record
size (if it is a hardware formatable device), blocking
and buffering factors, and sometimes even the physical
addresses. Although the parameters and algorithms
chosen might, in some sense, be optimal, many changes
might be necessary if the program is required to run
with a different configuration or environment.

There are very serious questions of efficiency raised
by this file system strategy. Most of these fears can be
eased by the following considerations. First, if a file is
to be used very seldom as in program development,
efficiency is not of paramount importance; if, on the
other hand, it is for long-term use as in a commercial
production program, the device-independence and
flexibility for change and upkeep will be very important.
Second, by relieving the programmer of the com-
plexities of the formats, devices, and allocations, he is
able to utilize his energy more constructively and
creatively to develop clever algorithms relating to the
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Figure 2—“Real’’ memory and “virtual” file memory

logical structuring of his problem rather than clever
“tricks” to overcome the shortcomings or peculiarities
of the file system. Third, in view of the complexity of
current direct-access devices, it is quite possible that
the file system will be better able to coordinate the
files than the average user attempting to specify
critieal parameters.

Overview of file system design model

The file system design model to be presented in this
paper can be viewed as a hierarchy of six levels. In a
specific implementation certain levels may be further
sub-divided or combined as required. A recent study of
several modern file systems, which will be published in
a separate report, attempts to analyze the systems in
the framework of this basic model. In general all of
the systems studied fit into the model, although certain
levels in the model are occasionally reduced to trivial
form or are incorporated into other parts of the oper-
ating system.

The six hierarchical levels are:

Input/Output Control System (I0CS)
Device Strategy Modules (DSM)

Tile Organization Strategy Modules (FOSM)
Basic File Systein (BF'S)

Logical File System (LFS)

6. Access Methods and User Interface

=g 1o =

>

The hierarchical organization can be deseribed from
the “top” down or from the “bottom” up. The file
system would ordinarily be implemented by starting
at the lowest level, the Input/Output Control System,
and working up. It appears more meaningful, however,

to present the file system organization starting at the
most abstract level, the access routines, and removing
the abstractions as the levels are ‘‘peeled away”.

In the following presentation the terms “file name”,
“file identifier”, and “file deseriptor” will be introduced.
Detailed explanations cannot be provided until later
sections, the following analogy may be used for the
reader’s assistance. A person’s name (file name),
due to the somewhat haphazard process of assignment,
is not necessarily unique or manageable for computer
processing. A unique identifier (file identifier) is
usually assigned to each person, such as a Social Se-
curity number. This identifier can then be used to
locate efficiently the information (file descriptor)
known about that person.

Access Methods (AM)

This level consists of the set of routines that super-
impose a format on the file. In general there will
probably be routines to simulate sequential fixed-
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Figure 3—Hierarchical file systems
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length record files, sequential variable-length record
files, and direct-access fixed-length record files, for
example. Many more elaborate and specialized format
routines, also called access methods or data manage-
ment, can be supplied as part of the file system. Obvi-
ously, a user may write his own access methods to
augment this level.

Logical File System (LFS)

Routines above this level of abstraction associate
a symbolic name with a file. It is the function of the
Logical File System to use the symbolic file name to
find the corresponding unique ‘““file identifier’”. Below
this level the symbolic file name abstraction is elimi-
nated.

Table I—Example procedure to perform logical file system search
NECLAGR 1 FILE_FNTEHY,

Z FILENARE CHARACTEW (A),
2 VOLUME CAARACTER (F),

2 INDEX FiXED 3INARY,

n i = 1 TC PATE_LENSTH;
JU J = ) RY ¥ WiRLLY {FLLO_:BTSYL.¥ILFIALE o= PATHA(IY) :
CALL 5FS_R|€AD(h‘\SP_V’JLﬂNf‘,!*ASF_],'»‘DRX,PILE_':‘..‘TBY,J‘N,N) H
=ND

WaST_VOLUAE = FILL_RYTRY. VoL av;

LaSE_INDEX = FILF_INTUY.LINDEXS

Basic File System (BFS)

The Basic File System must convert the file identifier
into a file descriptor. In an abstract sense, the file
descriptor provides all information needed to physi-
cally locate the file, such as the “length” and “location”
of the file. The file descriptor is also used to verify
access rights (read-only, write-only, etc.), check read/
write interlocks, and set up system-wide data bases.
The Basic File System performs many of the functions
ordinarily associated with “opening” or “closing” a file,
Finally, based upon the file descriptor, the ap-
propriate FOSM for the file is selected.

File Organization Strategy Modules {(FOSM)

Direct-access devices physically do not resemble a
virtual memory. A file must be split into many separate

{' _______ ]

}
i | } -— Record 4
]
i b
1 ' .
]
: I - > Record 7
! ;
! )
H ]
| : } b Record 14

1
% |
' i
]
' : -~ -> Record 2
| |
| SR 4
Fite Virtual Physical Records
Memory
Figure 4—Mapping virtual memory into physical records

physical records. Each record has a unique address
associated with it. The File Organization Strategy
Module maps a logical virtual memory address into
the corresponding physical record address and offset
within the record.

To read or write a portion of a file, it is necessary for
the FOSM to translate the logically contiguous virtual
memory area into the correct collection of physical
records or portion thereof. The list of records te be
processed is passed on to the appropriate DSM.

To minimize redundant or unnecessary I/0, the
FOSM allocates ‘“‘hidden” file buffers as needed. If
the requested portion of virtual memory is contained
in a currently buffered record, the data can be trans-
ferred to the designated user main storage area without
intervening I/0. Conversely output to the file may be
buffered. If a sufficiently large number of buffer areas
are aliocated to a file, it is possibie that all read and
write requests can be performed by merely moving
data in and out of the buffers. When a file is “closed”,
the buffers are emptied by updating the physical
records on the secondary storage device and releasing
them for use by other files. Buffers are only allocated to
files that are actively in use (i.e., “open”).

Device Strategy Modules (DSM)

When a large portion of a file is to be read or written,
many records must be processed. The Device Strategy
Module considers the device characteristics such as
latency and access time to produce an optimal I/0
sequence from the FOSM requests.

The DSM also keeps track of the available records
on the device. It is responsible for allocating records
for a file that is being created or expanded, and de-
allocating records for a file that is being erased or
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truncated. The FOSM requests that a record be
allocated when needed, the DSM selects the record.

Input/Output Control System (IOCS)

The Input/Output Control System coordinates all
physical I/0 on the computer. Status of all outstanding
I/0 in process is maintained, new I/0 requests are
issued directly if the device and channel are available,
otherwise the request is queued and automatically
issued as soon as possible. Automatic error recovery is
attempted when possible. Interrupts from devices and
unrecoverable error conditions are directed to the
appropriate routine. Almost all modern operating
systems have an TOCS.

File systems versus data management systems

In the literature there is often confusion between
systems as deseribed above, which this paper ecalls
“file systems” and systems which will be called ‘‘data
management systems”, such as DM-12 GIM-1/3
and TDMS.”" The confusion is to be expected since
both types of systems contain all of the functional
levels described above. The systems differ primarily on
the emphasis placed on certain levels.

In general file systems, the file is considered the
most important item and emphasis is placed on the
directory organization (Logical File System) and the
lower hierarchical levels. It is expected that specialized
access methods will be written by users or supplied
with the system as needed.

In most data management systems, the individual
data items are considered the most important aspect,
therefore emphasis is placed on elaborate access
methods with minimal emphasis on the lower levels of
abstraction. Because of the heavy emphasis on a
single level, data management systems tend to appear
less hierarchical than file systems since the lower
levels are often absorbed into the access methods.

Multi-compuler network environmeni

A general file system design model must, of course,
be modified and elaborated to satisfy the needs of any
specific desired file system environment. To illustrate
the refinement process, a unique file system design will
be presented for a multi-computer network.

Multi-computer networks are becoming an increas-
ingly important area of computer technology.! There
are several significant reasons behind the growth of
multi-computer networks:

1. To increase the power of a computer instal-
lation in a modular manner, especially if (a) it

is not possible to acquire a larger processor,
(b) reliability is important, or (¢) there are
real-time or time-sharing constraints.

2. To serve the coordination requirements of a
network of regional computer centers.

3. To support the accessibility to a nation-wide
data base.

An example of the environment to be considered for

this paper can be illustrated in Figure 5. This type of
multi-computer network has been in limited use for
several years in many configurations. The IBM
7094/7044 Direct-Coupled System was probably one
of the earliest practical examples of such an inter-
connected arrangement.

There are several implicit constraints imposed upon
the multi-computer system illustated in Figure 5:

1. Independence of Central Processors.

Each of the central processors operates inde-

pendently such that there are no direct processor-

to-processor data transfer nor signaling, and

furthermore there is no ‘“‘master’ processor.

Non-shared Memory.

Each central processor has its own main storage

unit. These units are not shared with nor

accessed by another central processor.

3. Inter-locked Device Controllers.
The device controllers act as ‘‘traffic cops’’ to
the actual I/0 direct access devices. They
control the traffic between a computer’s I/0
channel and a selected I/O device. A single
device controller will only accept requests from
one channel at a time and will only select one
I/0 device (among those under its control) at
a time. Once a device controller connects a

Lo

__CPU CPU CPU |
MEMORY MEMORY f_J_E_h_A_QB_Y_
| CHANNELS | CHANNELS CHANNELS
DEVICE DEVICE DEVICE DEV|CE
CONTROLLE CONTROLLER TROLL! CONTROLLER
= |= =2 =

Figure 5—Example of multi-computer file system network
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channel with a device, the connection 1emains

intact until the channel releases the device or
an I/0 error oceurs.

The environment described above, although well
within the boundaries of current technology, has not
been the subject of much investigation. Such con-
figurations are presently very expensive and, therefore,
chosen only for very specialized situations. Even then
there are only two or three processors and very
specialized software and operational factors. A dis-
cussion of the CP-67/CMS Time Sharing System %%
will serve to establish the relevance of the multi-
computer network environment.

The CP-67/CMS Time Sharing System uses the
special hardware features of a single IBM System/360
model 67 processor augmented by software to produce
an apparent environment corresponding to the multi-
computer network illustrated in Figure 5, with many
independent central processors, device controllers, and
direct access 1/0 devices. In practice a typical single
processor 360/67 configuration would produce the
affect of about 30 active processors (“virtual”’ System/
360 model 65 processors each with a 256,000 byte
memory) and 50 active device controllers. More
detailed descriptions of the CP-67/CMS System can
be found in the References. In the traditional sense of
time-sharing, each user of the CP-67/CMS System is
provided with a “virtual”’ computer operated from a
simulated operator console (actually an augmented
remote terminal). Most importantly, each *virtual”
computer (i.e.,user) operates logically independently
of all other “‘ virtual” computers except for the specified
inter-connected I/0 devices and device controllers.

Problems arising in multi-computer networks

There are many problems associated with the multi-
computer file system network. Some of these problems
are unique to this environment. Other problems have
been solved in traditional file systems?.#® but the
solutions require major revisions due to the peculiari-
ties of the environment. The most significant problems
are listed brietly below.

1. Noshared memory.
Usually file systems coordinate the status of
the files and devices by using main storage
accessible tables and data areas that describe
file status, access rights, interlocks, and allo-
cation. There is no such common communication
area in main storage that can be accessed by all
the independent processors.

2. Nointer-computer communication.
Multi-eomputer configurations usually provide

a mechanism for sending signals or data transfers
between the separate processors. With this
capability the non-shared memory problem
could be solved by either (a) electing one
processor to be the ‘“master” processor that
coordinates the other processors, or (b) supply
all the processors with enough information
such that each processor knows what all the
other processors are doing. The concept of a
‘““master’”’ processor opposes the intended ho-
mogeneous, independent processor assumption.
The possibility of supplying status information
to all other processors, although reasonable for
a three or four processor configuration, was not
considered a feasible solution for a system
with hundreds of processors and devices and
thousands of files. For these reasons, inter-
computer communication, although an available
capability, was not included as a required
capability of the multi-computer environment
described above.

3. No pre-arranged allocations.

For small specialized multi-computer file net-
works, each processor can be “assigned” a spe-
cific area of a device or set of devices that can be
used to write new files, all other processors can
only read from this area by convention. This
prevents the danger of two independent pro-
cessors writing files at the same place. Such an
“arrangement’’ is not practical for a large, flex-
ible multi-computer file network since the static
assignment of secondary storage space does not
take account of the dynamic and unpredictable
requirements of the independent processors.
Extendable device and file allocation.

The number of devices and sizes of devices as
well as the number and sizes of files are, within
reason, unlimited. For example, a specific
amount of secondary storage equivalent to
100,000 card images could be used to hold 10
files of 10,000 cards each or 1,000 files of 100
cards each. This consideration discourages
techniques that result in a strong efficiency or
main storage capacity dependency on the “size
and shape” of the file system. Of course, the
magnitude of the file system size will affect
the operation, but arbitrary restrictions such
as ““no more than 64 files on a device” would be
discouraged unless essential.

. Removable volumes.

It has become common to differentiate between
the I/0 mechanism used to record or read in-
formation, called a “device”’, and the physical
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medium on which the information is stored,
called a “volume”. For most drums and many
disk units, the device and volume are in-
separable. But, for magnetic tape units and
many of the smaller disk units the volume,
magnetic tape reel and disk pack respectively,
are removable. It is intended that the file system
include files that are on unmounted volumes
(disconnected from an I/O device) as well as
mounted volumes. Therefore, a configuration
that consists of ten disk units may have a file
system that encompasses hundreds of volumes,
only ten of which may be actively in use at a
time. Since removing and mounting a volume
takes several minutes of manual effort, it will
be assumed that the ‘“working set”’ of volumes
(volumes that contain files that are.actively in
use) remains static for reasonable periods of
time and is less than or equal to the number of
devices available. The fact that volumes are
removable and interchangeable (i.e., may be
mounted on different devices at different times)
does affect the organization of the file gystem.
For example, a scheme that involved linking
files together by means of pointers (chained
addressing) could require mounting volumes just
to continue the path of the chain even though
little or no “logical” information was requested
from files on that volume. In the worst case, it
might be necessary to mount and unmount all
the volumes of the file system to locate a de-
sired file. Such a situation should definitely be
avoided if not totally eliminated by the file
system.

. Structured file directories and file sharing.

In a traditional file system, the mapping between -

the symbolic file name and the corresponding
file was accomplished by means of a single
Master Yile Directory. For modern file systems
with thousands of files scattered over hundreds
of volumes, it becaine desirable, ii not necessary,
to form groupings of files by means of Secondary
File Directories.* These groupings are often
used by the system to associate users with files
they own (User File Directories). This capability
is also available to the user to arrange his files
into further sub-groups (libraries) or into sepa-
rate project-related groupings. Occasionally it
becomes necessary for a file to be included in
two or more groupings (e.g., accessible by more
than one User File Directory) with potentially
different access privileges (proteetion) associ-
ated with each grouping. Many of these features

that are relatively easy to implement in a
traditional file system are complicated by the
introduction of independent processors and
removable volumes.
7. Fail-safe operation.

Reliable operation is a very important require-
ment of a general purpose file system. There are
many known techniques for I/O error and
systematic backup and salvage procedures
that are applicable to this environment. The
important problem associated with the multi-
computer network is that potential error con-
ditions exist that are not normally found in
traditional single computer file systems. For a
single computer system, a processor error
(including unexpected processor disconnection,
i.e., “turning off”) is a rare occurrence. Such a
situation is remedied by repairing whatever
physical hardware is necessary and then running
a special “salvager” program to bring the file
system into a well-defined operational state.
In the environment of a multi-computer net-
work, processors may be connected or dis-
connected at any time without any awareness
by the other processors. To prevent any in-
consistent file system operation by the other
processors and eliminate the need for usually
time-consuming salvage techniques, it is neces-
sary to keep the file system in a well-defined
consistent state at all times.

A file system design

The purpose of the remainder of this paper is to apply
the organization presented in the File System Design
Model section to solve the problems associated with a
multi-computer file system network. Discussion of
the Access Methods and Input/Output Control
System will be omitted. This is necessitated for brevity
and consideration of the facts that the Acces