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1. Hactpotika VPN Ha FreeBSD 2

BesomacHOCT, HMHTepHeT-IIpoToKosa (IPsec) — 3TO HabOp IIPOTOKOJIOB, paboTaroIUX II0BEPX
YpPOBHA HHTepHeT-lipoToKosa (IP). OH mo3BosgeT OBYM MM 6ojiee y3jaM OOMeHHUBAThLCH
OaHHBIMU 6e30IIaCHBIM 00pa3oM, ayTeHTUOUIUPYS U IMUpys KaKAbId [P-TlakeT ceaHca CBSI3H.
CeTeBol cTek IPsec B FreeBSD ocHOBaH Ha peanusanuu http://www.kame.net/ u mogmgep>KuBaeT
ceaHchI Kak IPv4, Tak u IPv6.

IPsec COCTOUT U3 CIeAYIOIIUX IIOAIIPOTOKOIOB:

* IIpomokona Encapsulated Security Payload (ESP): 3TOT IIpOTOKOJI 3allfylllaeT faHHbIe [P-makeTa
OT BMeIllaTesJIbCTBA TPETbUX CTOPOH, IMUGPYS COZEP KHUMOe C KCII0JIb30BaHHMEM aJIrOPUTMOB
CUMMETPHUYHOU KpUIrorpapuu, Takux Kak Blowfish u 3DES.

* Authentication Header (AH): 3TOT TIPOTOKOJI 3alllMIjaeT 3arojioBok IP-makera oT
BMeIllaTeIbCTBAa TPEThbUX CTOPOH U IIOIMEHBI ITyTeM BBIUMCIEHUS KPUIITOrpaduuecKom
KOHTPOJIBHOM CyMMBI U XeIIMpPOBAHUS IIOJIell 3arosioBka IP-ltakeTa € HCIOJIb30BaHUEM
6e3ormmacHOM xemI-QyHKITUHU. 3aTeM CJIefyeT NOIOJHUTEJTbHBIN 3ar0JI0BOK, CO/lepsKallliil Xelll,
UTO ITO3BOJISAET ayTeHTUPUITUPOBATH HHPOPMAIIHIO B ITAKETeE.

 IIpomokoa coacamus nepedagaemuvlx 0aHHulx IP (IPComp — IP Payload Compression Protocol):
9TOT TIIPOTOKOJI TIIBITaeTC IIOBBICUTH IIPOM3BOJAUTEJBHOCTH CBSI3HM 3a CYET CoKaTHUA
repefaBaeMbIX JaHHBIX IP, YTOOBI YMEHBIINUTEL 00BEM OTIIPABJ/IsIEMBIX JaHHBIX.

9TH MPOTOKOJIBI MOTYT HCII0JIH30BATHCSI KaK BMeCTe, TaK M II0 OTJeJIbHOCTH, B 3aBUCHUMOCTH OT
OKPY>KEHUSL.

[Psec mopjiep>KUBaeT ABa pekruMa paboThl. IlepBRIU pexxuM, Transport Mode (TpaHCIIOPTHBIM
peXuM), 3alluilaeT COeJUHeHHe MeKAy IBYMs XocTaMW. Bropoit pexum, Tunnel Mode
(TyHHeJIBHBIM pe’KHUM), HCIIOJAb3yeTCsd MAJIA IIOCTPOEHUs BUPTYaJIbHBIX TyHHeJeN, OOBIYHO
U3BeCTHBIX Kak Virtual Private Networks (VPN, BuprTyanbHble 4dacTHble ceTH). [1opo6HYyIO
uHpopmanuro o nmoacucreMe IPsec B FreeBSD M0KHO HaWTH B ipsec(4).

B cTaThe [eMOHCTpHUpyeTCd IIpollecC HACTPOMKU I[PsecVPN Mexny [goMmalllHedl CeThbI0 U
KOPIIOPaTUBHOM CETEHIO.

B mpuMepe clieHapHs:

» O6a caMTa IIOK/II0YeHbI K UHTepHeTY uepes 1103, Ha KOTOpoM pabotaeT FreeBSD.

* [I1r03 B Ka’KA0M CeTH MMeeT KaK MHHHMMYM OJHH BHeInIHWM IP-aspec. B 3ToM mpuMepe
BHeIIHUM IP-agpec kopnmopatuBHOM LAN — 172.16.5.4, a BHemtHu# IP-agpec momarnHe LAN
—192.168.1.12.


http://www.kame.net/
https://man.freebsd.org/cgi/man.cgi?query=ipsec&sektion=4&format=html

* BHyTpeHHUe ajipeca JBYX ceTel MOI'YT OBITh KaK IIyOJIMYHBIMHY, TaK U YaCTHBIMU IP-afipecaMu.
OpHaKko UX aJpecHbIe IIPOCTPAHCTBa He [JOJ/DKHBI IlepeceKaThbCsa. B 3ToM IpruMepe BHYTPeHHUHN
IP-anpec xopropatTuBHOM LAN — 10.246.38.1, a BHyTpeHHuun IP-agpec momaimrHed LAN —
10.0.0.5.

corporate home
10.246.38.1/24 -- 172.16.5.4 <--> 192.168.1.12 -- 10.0.0.5/24

1. Hactpouka VPN Ha FreeBSD

Jlsi1 Havasla HeOOXOAMMO YCTaHOBUTHL IIaKeT security/ipsec-tools m3 KoJuleKIiMH IOPTOB. IJTO
IporpaMMHOe obecIieueHue IIpeoCTaBIIsgeT Pl IIPUI0KEHUH, II0IIep>KUBAIOIIINX HaCTPOUKY.

Crnenylomee TpeGoBaHME — CO3/aTh [Ba IiceBAoycTpodcTBa  gif(4), KoTophkle OYAYT
KCII0JIb30BAThCSI 11 TYHHE/JIHPOBAaHUS ITaKETOB M 00ecleyeHHUs ITPaBHJILHOHM CBSI3U MEXKIY
o6ermu ceTssMU. OT UMEHH root BBITIOJTHHUTE CJIEYIONTYI0 KOMaH/y Ha KaKIOM ITUTI03e:

corp-gw# ifconfig gif@ create
corp-gw# ifconfig gif@ 10.246.38.1 10.0.0.5
corp-gw#f ifconfig gif@ tunnel 172.16.5.4 192.168.1.12

home-gw# ifconfig gif@ create
home-gw# ifconfig gif@ 10.0.0.5 10.246.38.1
home-gw# ifconfig gif@ tunnel 192.168.1.12 172.16.5.4

[IpoBepbTe HACTPOMKY Ha KaXKIOM IIUII03e, UCIO0Jb3yd ifconfig gif@. BOoT BBIBOA C JOMAIIIHETO
IIIJTI03A:

gif@: flags=8051 mtu 1280

tunnel inet 172.16.5.4 --> 192.168.1.12

inetb fe80::2e0:81ff:fe02:5881%gi1f0 prefixlen 64 scopeid 0xb6
inet 10.246.38.1 --> 10.0.0.5 netmask Oxffffffoo

BOT BBIBOJI C KOPIIOPATUBHOTO IILJIE03a:

gif@: flags=8051 mtu 1280

tunnel inet 192.168.1.12 --> 172.16.5.4

inet 10.0.0.5 --> 10.246.38.1 netmask Oxffffffoo

inetb fe80::250:bfff:fe3a:c1f%gif0 prefixlen 64 scopeid 0x4

[Toce 3aBepieHUs o6a BHYTpeHHHUX IP-afipeca JOJ/DKHBI OBITH JOCTYIIHBI C HCIIOJIb30BaHHEM
ping(8):


https://cgit.freebsd.org/ports/tree/security/ipsec-tools/
https://man.freebsd.org/cgi/man.cgi?query=gif&sektion=4&format=html
https://man.freebsd.org/cgi/man.cgi?query=ping&sektion=8&format=html

home-gw# ping 10.0.0.5

PING 10.0.0.5 (10.0.0.5): 56 data bytes

64 bytes from 10.0.0.5: icmp_seq=0 tt1=64 time=42.786 ms

64 bytes from 10.0.0.5: icmp_seq=1 tt1=64 time=19.255 ms

64 bytes from 10.0.0.5: icmp_seq=2 tt1=64 time=20.440 ms

64 bytes from 10.0.0.5: icmp_seq=3 tt1=64 time=21.036 ms

--- 10.0.0.5 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 19.255/25.879/42.786/9.782 ms

corp-gw# ping 10.246.38.1

PING 10.246.38.1 (10.246.38.1): 56 data bytes

64 bytes from 10.246.38.1: icmp_seq=0 tt1=64 time=28.106 ms

64 bytes from 10.246.38.1: icmp_seq=1 tt1=64 time=42.917 ms

64 bytes from 10.246.38.1: icmp_seq=2 tt1=64 time=127.525 ms

64 bytes from 10.246.38.1: icmp_seq=3 tt1=64 time=119.896 ms

64 bytes from 10.246.38.1: icmp_seq=4 tt1=64 time=154.524 ms
--- 10.246.38.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 28.106/94.594/154.524/49.814 ms

Kak 1 oxypanoch, 06e CTOPOHBI UMEHT BO3MOXKHOCTh OTIIPaBJIAThH U ItosydaTb ICMP-I1akeThl €
IIPUBAaTHO HAaCTPOEHHBIX ajpecoB. /Jlasee, o6a ILIO3a [AO/DKHBI OBITH HACTPOEHBI I
MapIIpyTHU3alliK [1aKeTOB, YTOOBI KOPPEKTHO IlepefaBaTh TpaQUK U3 ceTel 3a Ka’KbIM IILIF030M.
Cirenyrolyie KOMaHZbI ITI03BOJIAT AOCTUYD 3TOM IIeJIN:

corp-gw#f route add 10.0.0.0 10.0.0.5 255.255.255.0
corp-gw#f route add net 10.0.0.0: gateway 10.0.0.5
home-gw# route add 10.246.38.0 10.246.38.1 255.255.255.0
home-gw# route add host 10.246.38.0: gateway 10.246.38.1

BHyTpeHHHe MallIWHBI J0/DKHBI OBITH JOCTYIIHBI C Ka)KAOro IIIF03a, a TakKkKe C MalllMH 3a
nuIro3amMu. CHOBa UCIIOJIB3YHTe ping(8) A1 IPOBEPKU:

corp-gw# ping -c 3 10.0.0.8

PING 10.0.0.8 (10.0.0.8): 56 data bytes

64 bytes from 10.0.0.8: icmp_seq=0 tt1=63 time=92.391 ms

64 bytes from 10.0.0.8: icmp_seq=1 tt1=63 time=21.870 ms

64 bytes from 10.0.0.8: icmp_seq=2 tt1=63 time=198.022 ms

--- 10.0.0.8 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 21.870/101.846/198.022/74.001 ms

home-gw# ping -c 3 10.246.38.107

PING 10.246.38.1 (10.246.38.107): 56 data bytes

64 bytes from 10.246.38.107: icmp_seq=0 tt1=64 time=53.491 ms
64 bytes from 10.246.38.107: icmp_seq=1 tt1=64 time=23.395 ms
64 bytes from 10.246.38.107: icmp_seq=2 tt1=64 time=23.865 ms


https://man.freebsd.org/cgi/man.cgi?query=ping&sektion=8&format=html

--- 10.246.38.107 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 21.145/31.721/53.491/12.179 ms

Ha atoMm artarie Tpaduk IlepefaeTcs MeXKAy CeTsIMH, MHKaIICYyJIMPOBaHHBIN B TyHHesb gif, HO 6e3
Kakoro-muoo mmupoBaHud. Jasee wucnonb3ydte IPSec g muepoBaHua TpadukKa C
HUCII0JIb30BaHUEM IIpeJBapuUTesIbHO COIVIacOBaHHBIX Kitouell (PSK). 3a uckiroueHueMm IP-azspecos,
¢arin /usr/local/etc/racoon/racoon.conf Ha o6oux mUIH03aX OyAeT HAEHTHUYHBIM U BBIJISIETH
IIPUMEPHO TaK:

path pre_shared_key "/usr/local/etc/racoon/psk.txt"; #location of pre-shared key
file

log debug; #log verbosity setting: set to "notify' when testing and debugging is
complete

padding # options are not to be changed

{
maximum_length 20;
randomize off;
strict_check off;
exclusive_tail off;
}
timer # timing options. change as needed
{
counter 5;
interval 20 sec;
persend 1;
# natt_keepalive 15 sec;
phasel 30 sec;
phase2 15 sec;
}
listen # address [port] that racoon will listen on
{
isakmp 172.16.5.4 [500];
isakmp_natt 172.16.5.4 [4500];
}
remote 192.168.1.12 [500]
{
exchange_mode  main,aggressive;
doi ipsec_doi;
situation identity_only;
my_identifier address 172.16.5.4;
peers_identifier address 192.168.1.12;
lifetime time 8 hour;
passive off;
proposal_check obey;
# nat_traversal off;



generate_policy off;

proposal {
encryption_algorithm blowfish;
hash_algorithm md5;
authentication_method pre_shared_key;
lifetime time 30 sec;
dh_group 1;

}

}

sainfo (address 10.246.38.0/24 any address 10.0.0.0/24 any) # address
$network/$netmask $type address $network/$netmask $type ( $type being any or esp)

{ # $network must be the two internal networks you are
joining.

pfs_group 1;

lifetime time 36000 sec;

encryption_algorithm blowfish,3des;

authentication_algorithm hmac_md5, hmac_sha1l;

compression_algorithm deflate;

JI7151 oI CaHUS KaKA0M TOCTYITHOM OMITMHM 06paTUTeCh K CIIPaBOYHOM cTpaHuIle racoon.conf.

basa aHHBIX ITOJIUTHUKU Oe3onacHOCTH (SPD) mospKHa OBITH HaCTpOeHa TaKUM 00pa3oM, YTOOBI
FreeBSD u racoon Moriii mupoBaTh U paciuiu$poBLIBaTh CeTeBOM TpadUK MeXKAy y3JIaMHU.

9TO MOKeT GBITH peasn30BaHO C IOMOIIBI0 shell-ckpurTa, MOLO06HOT0 IPUBEAEHHOMY HIDKe, Ha
KOPIIOPaTHUBHOM IILII0O3e. ITOT Qaiyi OyfeT HUCIOJIb30BATHCS IIPU HMHUITUAIHN3AIUN CUCTEMBI U
IoJDKeH OBITH COXpaHEH Kak /usr/local/etc/racoon/setkey.conf.

flush;

spdflush;

# To the home network

spdadd 10.246.38.0/24 10.0.0.0/24 any -P out ipsec esp/tunnel/172.16.5.4-
192.168.1.12/use;

spdadd 10.0.0.0/24 10.246.38.0/24 any -P in ipsec esp/tunnel/192.168.1.12-
172.16.5.4/use;

ITocste HaCTPOﬁKH racoon MOKeT OBIThb 3allylieH Ha 000UX IIII03aX C IIOMOIIIBIO cne,qyromeﬁ
KOMaHIbI:

# /usr/local/sbin/racoon -F -f /usr/local/etc/racoon/racoon.conf -1
/var/log/racoon. log

BBIBOJI I0JPKEH OBITH TIOX0>K Ha CJIETYIOIITHIA:



corp-gw# /usr/local/sbin/racoon -F -f /usr/local/etc/racoon/racoon.conf
Foreground mode.

2006-01-30 01:35:47: INFO: begin Identity Protection mode.

2006-01-30 01:35:48: INFO: received Vendor ID: KAME/racoon

2006-01-30 01:35:55: INFO: received Vendor ID: KAME/racoon

2006-01-30 01:36:04: INFO: ISAKMP-SA established 172.16.5.4[500]-192.168.1.12[500]
spi:623b9b3bd2492452:7deab82d54ff704a

2006-01-30 01:36:05: INFO: initiate new phase 2 negotiation:
172.16.5.4[0]192.168.1.12[0]

2006-01-30 01:36:09: INFO: IPsec-SA established: ESP/Tunnel 192.168.1.12[0]-
>172.16.5.4[0] spi=28496098(0x1b2d0e2)

2006-01-30 01:36:09: INFO: IPsec-SA established: ESP/Tunnel 172.16.5.4[0]-
>192.168.1.12[0] spi=47784998(0x2d92426)

2006-01-30 01:36:13: INFO: respond new phase 2 negotiation:
172.16.5.4[0]192.168.1.12[0]

2006-01-30 01:36:18: INFO: IPsec-SA established: ESP/Tunnel 192.168.1.12[0]-
>172.16.5.4[0] spi=124397467(0x76a279b)

2006-01-30 01:36:18: INFO: IPsec-SA established: ESP/Tunnel 172.16.5.4[0]-
>192.168.1.12[0] spi=175852902(0xa7b4d66)

UT0o6BI yOeqUThCd, 4YTO TYHHeJb paboTaeT IIPaBUIbHO, IIEPEKIUYNUTECh Ha APYryl0 KOHCOJIb U
ucrosb3dyure tcpdump(1l) A8 IpocMOTpa CeTeBOro TpadguKa C IOMOIIBLI0 CAeAYIOIeli KOMaH/b.
3amMeHuTe emd Ha TpeOyeMy0 ceTeBYI0 UHTepdeCHYI0 KapTy:

corp-gw#f tcpdump -1 em@ host 172.16.5.4 and dst 192.168.1.12

Ha xoHcosu OOJIDKHBI ITIOSABUTHCA JaHHBIE, dHAJIOTUYHBIE CJIeIYIOIITHM. Eciz aToro He IIPOM3011JIO,

BO3HHKJIA HpO6JIeMa, u HOTpGGYETCH OTyIagKa BOSBp&LHéHHLIX JaHHBIX.

01:47:32.021683 IP corporatenetwork.com > 192.168.1.12.privatenetwork.com:
ESP(spi=0x02acbf9f, seq=0xa)
01:47:33.022442 1P corporatenetwork.com > 192.168.1.12.privatenetwork.com:
ESP(spi=0x02acbf9f,seq=0xb)
01:47:34.024218 IP corporatenetwork.com > 192.168.1.12.privatenetwork.com:
ESP(spi=0x02acbf9f, seq=0xc)

Ha sTom artarte 06e ceTH JOJDKHBI OBITH JOCTYIIHBI K Ka3aThCsA YaCThb0 OJHOU ceTU. CKOpee BCero,
06e ceTH 3allMIeHbl MeKCeTeBbIM 3KpaHOM. YUTOOBI paspellluTh Iepefady Tpaduka Mexxmy
HUMHM, He006X0IUMO 106aBUTH IIpaBuUIa JJId IIPOIyCKa I1aKeTOoB. /lJIs1 Me)KceTeBOro sKpaHa ipfw(8)

no6aBbTe CIeYIOIHe CTPOKH B Gpatiyl KOHQUTYpAITMH MeXKCeTeBOro IKpaHa:

ipfw add 00201 allow log esp from any to any
ipfw add 00202 allow log ah from any to any
ipfw add 00203 allow log ipencap from any to any
ipfw add 00204 allow log udp from any 500 to any


https://man.freebsd.org/cgi/man.cgi?query=tcpdump&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=ipfw&sektion=8&format=html

o HoMepa mpaBHWJI MOTYT HOTpe6OBaTh HM3MEHEHMsSI B 3aBUCHMOCTH OT TeKyIlleH

KOHQUTYpaIiiy X0CTa.

Jl1g mtosib3oBaTestedt pi(4) wim ipf(8) mospKHBI cpaboTaTh CIIeAyIOIe IpaBUJIa:

pass
pass
pass
pass
pass
pass
pass
pass
pass
pass

in quick proto esp from any to any

in quick proto ah from any to any

in quick proto ipencap from any to any

in quick proto udp from any port = 500 to any port = 500
in quick on gif@ from any to any

out quick proto esp from any to any

out quick proto ah from any to any

out quick proto ipencap from any to any

out quick proto udp from any port = 500 to any port = 500
out quick on gif@ from any to any

HakoHell, 4yTOOBl BKJIKUYUTH IOALep KKy VPN IIpu 3arpyske CHUCTeMBI, J00aBbTe C/eLyIOIUe
CTPOKHU B /etc/rc.conf:

ipsec_enable="YES"
ipsec_program="/usr/local/sbin/setkey"
ipsec_file="/usr/local/etc/racoon/setkey.conf" # allows setting up spd policies on

boot

racoon_enable="yes"


https://man.freebsd.org/cgi/man.cgi?query=pf&sektion=4&format=html
https://man.freebsd.org/cgi/man.cgi?query=ipf&sektion=8&format=html
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